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Why HSCB Modeling?

• Human behavior impacts any system in which
humans play a part; modeling the system involves
modeling the human element
• Humans operate in social groupings and cultural
contexts; human behavior both generates social
and cultural influences while also being modified by
social and cultural influences
• Purposes: experimentation, training, decisionmaking, education
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Why HSCB Modeling?

• In US DoD context, DoD Directive 3000.05 (Nov
2005*) stated “Stability operations are a core U.S. military
mission that the Department of Defense shall be prepared to
conduct and support. They shall be given priority
comparable to combat operations and be explicitly
addressed and integrated across all DoD activities including
doctrine, organizations, training, education, exercises,
materiel, leadership, personnel, facilities, and planning.”
–
–
–
–

Establish civil security and civil control
Restore or provide essential services
Repair critical infrastructure
Provide humanitarian assistance

*Modified and released as DoD Instruction 3000.05 in Nov 2009:
“…shall be prepared to conduct with proficiency equivalent to combat operations.”
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Why HSCB Modeling?

“Irregular warfare is about people, not

platforms
IW depends not just on our military prowess,
but also our understanding of such social
dynamics as tribal politics, social networks,
religious influences and cultural mores
People, not platforms and advanced
technology, will be the key to IW success
The joint force will need to be patient,
persistent, and culturally savvy people to
build the local relationships and
partnerships essential to executing IW”
Irregular Warfare Joint Operating Concept
11 September 2007
Used by permission: Sue Numrich, IDA
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Irregular Warfare:
Focus on the Civilian Population

• From IW JOC version 1.0:
– A violent struggle among state and non-state actors for legitimacy
and influence over the relevant populations. IW favors indirect and
asymmetric approaches, though it may employ the full range of
military and other capabilities, in order to erode an adversary’s
power, influence, and will.

The focus of IW is the
population, not the
enemy’s military
capability.

- IW JOC Version 1.0, pg. 8.
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•

IW Analytic Capability

US Army Training and Doctrine Command Analysis Center (TRAC) IW
Campaign Plan problem statement:

We lack, as a community, a robust capability to represent, account for, and analyze
the Irregular Warfare environment across the range of tactical, operational, and
strategic levels of warfare; as a result we cannot effectively inform decisions
concerning operations within the IW environment.

* PMESII – Political, Military, Economic, Social, Infrastructure, Information.
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HSCB Modeling
Initiatives

• DARPA/ONR HSCB Modeling Broad Agency
Announcements 2008/2009
– Science and technology investment in HSCB sciences is
focused on building capability through the development of
a knowledge base, building models, and creating training
capacity in order to understand, predict, and shape
human behavior cross-culturally.
– Understand motivations and influences underlying
adversarial behavior, behavior of contested populations,
and populations with whom US forces have not yet
interacted, how they vary cross-culturally, and what is
innately human behavior that extends across cultural
boundaries.
8
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HSCB Modeling
Initiatives

• Understanding HSCB influences
• Understanding and predicting adversarial behavior
• Computational modeling and simulation to develop reliable
planning tools, visualization software toolsets, and
training/mission rehearsal systems that provide forecasting
capabilities for socio-cultural (human terrain) responses at
the strategic, operational, and tactical levels
• Developing an applied science base and general-use, crossdomain capabilities/tools to support all HSCB applications
(datasets, data models, theory development, application
methodologies and tools using social science knowledge)
• Maturing, hardening, and validating HSCB related software
for integration into existing systems
9
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Example HSCB
Modeling Project

• NPS Project 2009-2011: Recognizing Patterns of Anomie
that Set the Conditions for Insurgency (see 10S-SIW-005)
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•

Behavior is divided into three parts

There Are No Easy
Answers!

– Individual
– Group
– Societal

•

But even if that is true
– The journey from one level to the next is complex, dependent on many exogenous
factors – not the least of which is the nature of the leadership and character of the next
higher group

•

There are distinct cross-cultural constants (universal norms and values)
– Universal Declaration of Human Rights (http://www.ohchr.org/en/udhr/pages/introduction.aspx)
– Justice and honor? – okay, but how are they manifested?

•

We may begin with the same neurophysiological makeup
– But that becomes modified ethno-linguistically and culturally almost immediately

•

The manner in which we study human behavior is segmented by discipline AND
culture
– Most of us are schooled in societies that are Northern European derivatives, but if
language forms our thought patterns, the very means we use to study our peoples of
other cultures may separate us from the understanding we seek

Used by permission: Sue Numrich, IDA
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No Easy Answers

• 1998 National Research Council Report: Modeling
Human and Organizational Behavior: Application to
Military Simulations
– “The modeling of cognition and action by individuals and
groups is quite possibly the most difficult task humans
have yet undertaken…developments in this area are still
in their infancy.”

• 2008 National Research Council Report: Behavioral
Modeling and Simulation: From Individuals to
Societies
– “… it has become ever more clear that human behavioral
modeling at all levels is critical to DoD specifically and to
the nation more generally.”
12
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•
•

•

•

IW Representational
Challenges

Many theories on individual and group behaviors exist, and frequently
several different theories describe same phenomena
Many proposed IW modeling efforts are not well-informed by social science
theories or expertise
– Many IW modeling development teams list no social scientists as team
members or even consultants
– Many IW modeling proposals do not cite any relevant social science
theories or models to explain the foundation of their modeling concepts
Simple Aggregation techniques do not apply to many social science
disciplines: Complicated versus Complex systems; Micro versus macro
economics; Individual versus group behavior
“…few social-psychological hypotheses are specified in the kind of detail
that permits mathematical description … and so the interpretation of
parameter values and even what parameters to include are widely
considered ambiguous and suspect subjects…” (Kennedy & Eberhart,
Swarm Intelligence, Morgan Kaufman, 2001)
13
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Sociology

Law and Government

Theology, Religion
social
norms

Psychology
religion

justice

Criminal Justice
rule of
law

Political Science

Philosophy
Linguistics

economics

geography

ethnicity

Philology
Anthropology

etc.
etc.

language

culture

etc.

Trade and Finance
Geo-politics
Social Geography

etc.

Personality: individual, collective
Neuro-sciences: psychology, physiology, etc.

Used by permission: Sue Numrich, IDA
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Levels of Analysis
(DoD) and Social
Science Disciplines

From: Yuna Wong, “DoD M&S and the Social Science: A Practical Guide,” Phalanx, Vol 41, No. 1, 2009
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Missing: A Common
Framework

• Understanding human behavior is complex and
approached from the perspectives of multiple disciplines
• Different disciplines have
–
–
–
–

Different vocabularies
Various interpretations of events
Different understanding of measurement, data, models
Timescales varying from nanoseconds in neuroscience to generational
scales for social change

• Simply reading each other’s findings is not good enough
– Misinterpretations easily result from lack of common vocabularies,
frameworks, understanding

• Progress requires a common framework and perspective*
*How about a SISO HSCB Modeling Standards Study Group?
YES! Kick-off is at 2pm TODAY!!!

Used by permission: Sue Numrich, IDA
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Missing: A Common
Taxonomy

• Parts, Wholes, and Relationships
– Emergence; Interdependence

• Patterns
– Self-Organizing; Developmental

• Networks and Collective Memory
– Inhibitors; Activators; Subdivision

• Possibilities
– Scale; Random; Coherent; Complex

• Organizations & Systems of Systems
– Idealized Hierarchy; Hybrid; Network

• Evolution
– Dominant; Recessive;
– Competition of Genes; Cooperation of Species

• Competition and Cooperation
– Level; Niche; Context

2010 Fall SIW

•
•
•
•

Modeling Approaches
/Techniques

Cellular Automata
Agent Based Modeling
Influence Diagrams
System Dynamics
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Modeling &
Simulation Efforts

Type

Name

Links

Proponent

Situational
Awareness

Interim Semi-static Simulation Model (ISSM)

Background and
Description

Hartley Consulting

Measuring Progress in Conflict Environments
(MPICE)

Background

United States Institute of Peace

Forecasting

Gallup Leading Assessment of State Stability
(GLASS)

Gallup

Political Radicals (POLRAD)

Gallup

Conflict Assessment System Tool (CAST)

Article

The Fund for Peace

Social Network

ORA

Tools and Downloads

CASOS

General Simulation

Synthetic Environments for Analysis and Simulation
(SEAS)

Background

Simulex

Conflict Modeling, Planning, and Outcomes
Experimentation (COMPOEX)

VV&A Project

DARPA

The Flexible Asymmetric Simulation Technologies
(FAST) Toolbox: Diplomatic and Military Operations
in a Non-warfighting Domain (DIAMOND)-US;
Interim Semi-static Stability Model (ISSM); Joint
Conflict and Tactical Simulation (JCATS); Unit Order
of Battle Data Access Tool (UOB DAT); Pythagoras;
and supporting tools

Background

DMSO, DRC

Diplomatic and Military Operations in a Nonwarfighting Domain (DIAMOND)

DSTL, UK

HSCB Testbed

CERDEC I2WD

Strategic Management System (STRATMAS)

Background

Courtesy of DIME/PMESII, HSCB, and IW (LinkedIn)

Joint Staff (J8) and Swedish Armed
Forces

2010 Fall SIW

Modeling & Simulation
Efforts Cont’d

Type

Name

Links

Proponent

Political Opinion
Simulation

Senturion

Background

Sentia Group

Counterinsurgency

COIN (or Hairball)

A System Dynamics
model of the FM 3-24
COIN Manual, 2009

JIEDDO, J8/WAD

SWORD

"The SWORD model of
Counterinsurgency: a
summary and update,"
Small Wars Journal,
2008.

John T. Fishel & Max G. Manwaring

Game

DNI/NIC Strategic Game
Peace Support Operations Model (PSOM)

DNI
Overview

Other Lists of Models
• JFCOM PMESII Tools Wiki
• General OOTW Tools
• Consequence Management Tools
• GWOT Tools

Courtesy of DIME/PMESII, HSCB, and IW (LinkedIn)

DSTL, UK
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Data for
HSCB Modeling

• Data is scattered and hard to collect
• There are problems acquiring data at the necessary
resolution, from denied places, in immediately usable
and sharable formats
• Refresh rates are important
– For updating “stale” data after significant events
– For creating time sequences for analysis – trend analysis,
assess effectiveness of actions

• Needed: Plan to Acquire, Make Accessible
• Path forward
– Methodology for data collection especially in denied areas
– New types of sensors?? International cooperation??
Taxonomies?? Common metadata standards?
Used by permission: Sue Numrich, IDA
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•
•
•
•

Example Data Sources

Center for Nonproliferation Studies http://cns.miis.edu/
Center for the Study of Civil War http://www.prio.no/CSCW
Center for Systemic Peace http://www.systemicpeace.org/
Genocide and Politicide Model Data
http://globalpolicy.gmu.edu/genocide/

• Kof Index of Globalization http://globalization.kof.ethz.ch/
• University of Maryland/Minorities at Risk
http://www.cidcm.umd.edu/mar/

• Penn State Correlates of War Project
http://www.correlatesofwar.org/

• Quality of Government (QoG) http://www.qog.pol.gu.se/
• Transparency International http://www.transparency.org/
22
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Example Data Sources

• RAND Population Research Center*
http://www.rand.org/labor/population/

• RAND Database of Worldwide Terrorism Incidents
http://www.rand.org/nsrd/projects/terrorism-incidents/

• Terrorism and Insurgency Data Aggregation Project
http://www.ctc.usma.edu/ http://ctc.newsig.com/index.php/Main_Page

• UCLA/Andreas Wimmer, From Empire to Nation-State
dataset
http://www.sscnet.ucla.edu/soc/faculty/wimmer/EmpireNSdataset.pdf

• World Health Organization http://www.who.int/en/
• World Bank http://www.worldbank.org/
• World Values Survey http://www.worldvaluessurvey.org/

*Note: A large number of agencies have “Population Research Centers” so check out several on the Web.
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Validation Framework
Concept Map

The validation framework concept map provides a graphical depiction that explains
the relationships between essential activities in the development process and how
those activities relate to validation, particularly when dealing with IW modeling.
• User Needs

• Intended Use

– The developer needs to obtain
a succinct and clear statement
of the problem the M&S is
expected to address.

– Obtain a clear, succinct
statement of intended use from
the user representatives.

• Simuland

• Requirements

– The simuland is the real-world
system of interest, including the
objects, processes, or
phenomena to be simulated.

– Develop specific functional or
quality statements that can be
directly and explicitly assessed
to determine requirement.

• Acceptability Criteria

• Referent

– Develop a requirements
traceability matrix relating each
specified requirement with
acceptability criteria applicable
to the intended use.

– identify the social science
theory (or theories, if multiple
competing theories will be
represented in the model for
comparison) that explains that
phenomena.

• Results

• Conceptual Model

– The acceptability criteria
identify what the model needs
to do to satisfy or meet the set
of respective requirements
pertinent to the intended use.

– Develop the conceptual model
using tools and techniques that
create machine-readable
specifications of the data and
logic of the model.

• Executable Model

• Data

– Design the model
implementation to be as
transparent as possible to
permit analysis of execution
paths and computed outcomes.

– The greater the specificity in
the data requirements for a
model, the greater the ability to
collect the data needed to
populate the model.

Validation Framework Concept Map.
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Validation Framework Concept Map
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“The Golden Triangle”

Having developers provide a detailed conceptual model, a referent that describes each social science
theory that will be modeled (including alternate theories and why the candidate theory was chosen), and
a description of the data that the model requires, and the source(s) of the data will be vital to producing a
model that can be validated.
• User Needs

• Intended Use

– The developer needs to obtain
a succinct and clear statement
of the problem the M&S is
expected to address.

– Obtain a clear, succinct
statement of intended use from
the user representatives.

• Simuland

• Requirements

– The simuland is the real-world
system of interest, including the
objects, processes, or
phenomena to be simulated.

– Develop specific functional or
quality statements that can be
directly and explicitly assessed
to determine requirement.

• Acceptability Criteria

• Referent

– Develop a requirements
traceability matrix relating each
specified requirement with
acceptability criteria applicable
to the intended use.

– identify the social science
theory (or theories, if multiple
competing theories will be
represented in the model for
comparison) that explains that
phenomena.

• Results

• Conceptual Model

– The acceptability criteria
identify what the model needs
to do to satisfy or meet the set
of respective requirements
pertinent to the intended use.

– Develop the conceptual model
using tools and techniques that
create machine-readable
specifications of the data and
logic of the model.

• Executable Model

• Data

– Design the model
implementation to be as
transparent as possible to
permit analysis of execution
paths and computed outcomes.

– The greater the specificity in
the data requirements for a
model, the greater the ability to
collect the data needed to
populate the model.

Validation Framework Concept Map.
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•

Social Sciences/Human Behavior
–

•

Validation Practice: Regardless of modeling techniques, models involving HBR cannot be
validated if they are not traceable.

Data
–

•

Validation Practice: Ensure that, when aggregating models to levels above tactical, that the social
science theory selected to represent the complex behaviors are still appropriate at that level of
aggregation.

Modeling Techniques
–

•

Validation Practice: The conceptual model must be constructed that explains the desired behavior
to be represented, and the referent, or the codified body of knowledge of that which is being
simulated, underpins the conceptual model.

Non-aggregation/Complex Behaviors
–

•

Human Behavior Representation
IW Modeling Validation Practices

Validation Practice: Ensure that data requirements, sources, and development methods are clearly
identified, as HBR modeling is often critically dependent on data development.

Uncertainty/Fidelity of Results
–

Validation Practice: Because of the nature of HBR modeling, models produced with this purpose
must account for uncertainty that will reflect the uncertainty inherent to any complex adaptive
system.

–

Validation Practice: The veracity of any IW model must be qualified.
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From: Multi-Disciplinary
To: Inter-Disciplinary

Open, multi-disciplinary dialog
among a good selection of experts
FOCUSED on
building a framework for common
understanding
and inter-disciplinary collaboration
 Foster discourse
 Across academic disciplines
 Between military and research communities
Used by permission: Sue Numrich, IDA
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Needed for a Maturing
Field: A Serious Sandbox

Theory

Model
Data Sets

Data, Models, Frameworks

•

•
•

Connected to
“field” and
Operational
Users

Combine the notion of a laboratory with a regular sequence of
focused meetings among a selected community from diverse fields
to create scientific incentive to use the laboratory and smooth
transition to users
Refine theory, data and models recursively; mature, and move
smoothly into field tests
Create incentives for the broad community – policy, military
commands, users and researchers

Used by permission: Sue Numrich, IDA
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•

Generate a Rational Collection of Useful Theories
–
–
–
–

•

Possible Strategy

Country/region/town
Causal variables
Computational representations
Methods to fit or tune components to problem at hand

Create ability to acquire data in real environments, particularly nonpermissive
– Contextual data: preconditions, beliefs, etc.
– Influencers
– Decision/action space

•

Promote acceptance of results
– Field validation
– Influence and educate the acceptors, adaptors, users

Used by permission: Sue Numrich, IDA
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•

•

•

NRC Study
Recommendations

Sponsor an integrated, cross-disciplinary research program that would
include the development of theory; the ability to model uncertainty,
dynamic adaptability, and rational (or irrational) behavior; methodologies
for the collection of data, particularly in denied or dangerous areas; the
ability to federate models and understanding of when such federation is
appropriate; ways of validating and assessing the utility of models; and
development of tools and infrastructure for enabling model building
Incentivize multidisciplinary conferences and workshops to assist social
science model developers in understanding the nature of military
decision-making and to help military sponsors and users realize the
nature and applicability of social science models.
Develop a roadmap for future research and development based on a
dialog between the scientist and the user, and focused on a series of
challenge problems with clear specifications for the sues of the model
together with well-defined military users.

Cited in: Numrich & Tolk, “Challenges for Human, Social, Cultural, and Behavioral Modeling,”
SCS M&S Magazine, January 2010.
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SISO Role: Wide Open!

• Opportunity for SISO to help address the critical
need for interdisciplinary standards
– Taxonomies and Ontologies (Domain-Specific
Languages)
– Modeling Frameworks and Techniques
– Models
– Data and Data Sources
– Interoperability and Interchange
– Validation Methodologies
– others…

• The HSCB Modeling Standards Study Group
kicks off at this SIW! (2pm TODAY!)
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Q&A / Discussion

Curtis Blais
MOVES Institute
Naval Postgraduate School
clblais@nps.edu
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Backup Slides
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Community Forums

• SISO HSCB Modeling Standards Study Group
email reflector and discussion forum
• Linked In discussion groups http://www.linkedin.com
– DIME, PMESII, and HSCB
– (subgroup) HSCB Modeling Standards

• Irregular Warfare Community of Practice
– Launching Oct 6, 2010 at 1200 Eastern via Defense
Connection Online https://connect.dco.dod.mil/r35151781

• Irregular Warfare Wiki (CAC required)
https://defensemetawiki.pae.osd.mil/DAC/
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HSCB Oriented Web
Sites

SCIA – Socio-Cultural Intelligence Analysis
•

http://www.sciasolutions.com/
SCIA specializes in socio-cultural intelligence analysis for our nation’s military and intelligence
community. We are helping to lead a transformation that recognizes the human dynamic as the critical
element to be understood in the foreign areas in which our country is engaged. The post-9/11 world
demands that we have a solid understanding of the foreign cultures and societies in which our
adversaries operate.

DIME/PMESII, HSCB, and IW (LinkedIn)
•
•

http://www.linkedin.com/groups?home=&gid=2550249&trk=anet_ug_hm
http://home.comcast.net/~dshartley3/DIMEPMESIIGroup/DPGroup.htm
This group supports an international Community of Interest in modeling societal conflicts and
emergencies.
These conflicts and emergencies may be presented as Irregular Warfare (IW) or complex humanitarian
emergencies. The types of operations include Disaster Relief (DR), Humanitarian Assistance (HA),
Peace Operations (PO), Stability and Support Operations (SASO), Stability, Support, Transition and
Reconstruction Operations (SSTRO), the Global War on Terror (GWOT), and other operation types.
These situations are described by a set of state variables, organized within Political, Military, Economic,
Information, and Infrastructure (PMESII) categories. The actions that can be taken to remedy these
situations are organized within the Diplomatic, Information, Military, and Economic (DIME) categories.
The theoretical bases for the models come from all of the social sciences. These theoretical bases are
referred to as Human Social Culture Behavior (HSCB) models.
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HSCB Oriented Web
Sites Cont’d

Global Interdependence
• http://www.galileo.org/schools/strathmore/social/social_20/in
dex.html
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