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In the intelligence community, nearly everything is
encrypted ... defending vital information from those who

should not have access. NAVAL POSTGRADUATE ScHOOL

A program focused on fundamentals of cryptography
and other aspeds of cyber-security
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CERTIFICATE COURSES The Secure Communications Certificate Program
Upon successful completion of the coursework, Al WQraduute el el
Stidar RIS dwnrded dlcortitivdm Bf o education to mlllfary and DoD civilian personnel

complishment. This program sunsfles the Knowledge Skills, and

 Abilities (KSA) reqmrement in the Applied Tech-
~
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a ' Y Yy S e Cryptanalysis and Coding Theory for Professional
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mathematics and computer science.
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Cryptology has evolved from a means fo protect TSRS T IS E =Y

military communications fo helping secure systems s e s T

for everyone across the globe. The Mathematics algebra and number theory that directly support

of Secure Communications Certificate Program of- applications, principally in communication.

fered at NPS will cover topics such as Cryptography, BV VP Ty
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Cryptanalysis, and Coding Theory. B Y S, TR A7

Mathematical analysis of codes used over
communication channels is made. Techniques

“In the Department of Defense, cryptography
plays a huge role because our communica-

developed for efficient, reliable, and secure tions have to be secure. The Certificate Pro-
communication are stressed. gram lays that foundation and explains it in

B e e o e —— way relevant fo all DoD fields which makes it
The methods of secret communication are _ very powerful.” - NPS Student

examined, including both classical cryptographic
techniques, e.g. substitution and transposi- -
tion, and also current methods, e.g. public-key
cryptosystems, RSA, Discrete Logarithm and other
ADVANCE YOUR SKILLS schemes.
*  Gain cryptologic skills to proted military and
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*  Improve technical expertise for policy and CRYPTOGRAPHIC PROPERTIES OF BOOLEAN FUNCTIONS ‘

decision makers in cyber-security and secure B°3|el:m fU"f"l:)“S as Pfllm"lVeS in crypfosystems
U—— and their combinaforial properties to counter

*  Learn about historical cryptosystems and codes

*  Understand modern cryptosystems and codes

and their computational challenges
MATHEMATICS OF

SECURE COMMUNICATIONS




