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ABSTRACT

Network-Centric Warfare (NC\Vis a theory of war in the information age that
hypothesizes that forces, which explaietworked conditions better than their
adversaries, will achieve tactical adwage. Understanding how Network-Centric
Systems (NCS) that support NCW are apepli is essentialfor the continued
development and delivery of systems that are affordable, meetiser requirements,
and that can be fielded quickly.

The Network-Centric Acquisition Process@HNP) will enable the DoD to deliver

NCS that are quickly fielded and that levggahe use of leading-edge technologies.

The NCAP incorporates the systemsgieering (SE) approach for system
design, and also, maximizes the use of ingu%test practices.” The envisioned NCAP
will use, among other things, a central rgjpary of design information (including
software, system drawings, etc.) that t@naccessed, or pulled, by system development
teams, and modified to suppagiecific system needs. @MNCAP will use an electronic
business (e-Biz) marketplace portal where developers and consumers can be “matched-
up” in order to share theproducts or make needs knowand where NCS evaluations

are available for review by interested consumers.

This thesis will clarify network-cent systems acquisition, and explore the
benefits that th&lCAP would provide.



TABLE OF CONTENTS

INTRODUGCTION. ...ttt ettt et e e e e e e e e e e e e e e e e s e s e s s ebbbebeeees 1
A. BENEFITS OF THE THESIS STUDY ...ttt 2
B. THESIS OVERVIEW ...ttt 3
NETWORK-CENTRICITY .ooiiiiiiiiiiei oottt ettt e e e e e e e e e e e e e s s eeeees 5
A. OVERVIEW ...ttt 5
B. NETWORK-CENTRIC WARFARE ........cuuttiiiiiiiiiiiiieeeeeeee e 6
1. Information Domain and Information Superiority ..............cceeeeeee... 7
2. Dol IS o] g IS0 o1= g o] 4112 9
3. DOMINANT MBNEUVET ...ttt 9
4. Network-centric Warfare DOmains............ccouvvviiiiiiiiiinieeeeeeeeeeeeeianns 10
a. Physical DOMaIN .......cccooiiieiiiiiiieeeeeccee e 10
b. Information DOMAIN ........coooiiiiiiiiiii e 10
C. Cognitive DOMAIN .......cvveiiiiiei e e e e e e e e e e eeaaeees 10
C. METCALFE'S LAW ...ttt ettt e e e e e e e e e e e e e e s seeeees 12
D. THE GLOBAL INFORMATION GRID AS A NETWORK-
CENTRIC WARFARE ENABLER ......ccoviiiiiiiiiiiie e 14
1. Origins of the Global Information Grid .............ccoovvviiiiiiciieeeen. 16
2. FORCENet and the GIG.........oooiiiiiiiieiic e 16
3. LandWarNet and the GIG .........covvvvviiiiiiiiii e 17
4. C2 Constellation, ConstellationNet and the GIG.............ccccceeeeennnn. 17
E. THE GLOBAL INFORMATION GR ID AND FORCE EXECUTION...18
F. NETWORK-CENTRIC SYSTEMS AND NETWORK-CENTRIC
SYSTEMS ENGINEERING CORE ......ccvviiiiiiiiiiiiiieeeeeieee 19
G. CONCLUSION ..ottt e e e e e e e e e e e e e e e e s s s ensnnnnneeeees 21
DEPARTMENT OF DEFENSE ACQUISITION OVERVIEW ..........uvvvveeeeeiennn. 23
A. OVERVIEW ...ttt e e e e e e e e e e e e s e s ene e 23
B. DEPARTMENT OF DEFENSE ACQUISITION.......coooiiiiiiiiiiiiiiiiee 23
1. Planning, Programming, Budgeting, and Execution System......24
a. PPBES HiStOMY ..o e ettt 25
b Planning PRaSse ........coooiiiiiii e 26
C. Programming .........coooooooe e e e e e e e e e e e e e e e 26
d. BUAQELING ..o 27
e EXECULION ...ttt 28
f. PPBE Biennial CYCIeS .........coooiiiiiiiiiiiiiiieee e 28
2. Joint Capabilities Integration and Development System............... 31
a. JCIDS Origins and the Joint Requirements Oversight
COUNCIT . 32
b. JCIDS PrOCESS. ... ciiieiiiii ettt e 33
3. The Defense Acquisition System—oLittle “a” Acquisition
PrOCESS. ..t 35
4, Operation of the Defense Acquisition System ...............ccceveeeeeeeennn. 35

Vi



a. Materiel Development DeCISION........cceviiiieeeeeiiieeeeeei 36
b. Materiel Solution Analysis Phase ...........ccccccoiiiiiiiiiiiiiiiiinns 37
C. Technology Development Phase...........ccccceeiviiiiieeeiieeveeeiiiiinns 37
d. Engineering and Manufacturing Development Phase.......... 40
e. Production and Deployment Phase...........cccccevvvvvvviviiiiinnnnnnn. 41
f. Operations and Support Phase.............ouuuiiiiiiiieniiiieiieeeeeeiis 42
g. Evolutionary Acquisition and Recent DoD Acquisition
ChANES ... .- 42
C. SYSTEMS ENGINEERING IMPACT ON DEPARTMENT OF
DEFENSE ACQUISITION ....ciiiiiiii ettt e e e e e 43
D. CONCLUSION ...ttt ettt e e e e e e e e e 44
IV.  SYSTEMS ENGINEERING APPROACH TO ACQUISITION .......cccoeeiiiiiiinns 45
A. OVERVIEW ...ttt ettt 45
B SYSTEMS ENGINEERING PROCESSES...........ccooiiiiiiiiiiieeeevce e 46
1. Systems ENgINEEriNg “VEE” ........uuuuuiiiiiiiiee et e e e 46
2. Waterfall Model ... 47
3. I ][tz LY, (o o = IR 49
4. Defense Acquisition Guide’Systems Engineering Process............ 49
C. MAPPING THE  GENERIC SYSTEMS  ENGINEERING
APPROACH TO THE DEPARTMENT OF DEFENSE
ACQUISITION PROGCESS.......co oottt 50
1. Materiel Solution AnalysisS Phase ............ccccceoiiiiiiiiiiinn 51
a. Materiel Solution Analysis Technical Reviews...................... 52
b. Materiel Solution Analysis Phase Outputs ...........ccccvvvvvennnnn. 52
2. Technology Development Phase .............oevvviiiiiiiiiiieeeeeeeceeeeeiiiieee 53
a. Technology Development Rise Technical Reviews............. 55
b. Technology Development Phase Outputs.........ccccccvvvvviinnnnnn. 56
3. Engineering Manufacturing Development Phase ........................... 57
a. Engineering  Manufacturing  Development Phase
Technical REVIEWS.........oooiiiiiiiiiiiiieeeeeeee e 59
b. Engineering Manufacturing Development Phase Outputs...60
4, Production and Deployment Phase .........cccccceeviiiiiieeeiiieeeee, 60
a. Production and Deployment Phase Technical Reviews........ 61
b. Production and Deployment Phase Outputs.................ccc..... 62
5. Operations and Support Phase...........ccoo i 62
a. Operations and Support Phase Technical Reviews............... 63
b. Operations and Support Phase OutputsS..........ccccvvevevevvvvnnnnnns 63
D. CONCLUSIONS ...t a e et e e e e e e eeaeeeeas 64
V. NETWORK-CENTRIC ACQUISITION PROCESS........cvvviiiiiiiieeeeeeee e 65
A. NETWORK-CENTRIC ACQUISITION PROCESS AND THE
NETWORK-CENTRIC SYSTEMS ENGINEERING CORE .................. 66
B. ACQUIRING THE NETWOR K-CENTRIC “GLUE"..........ccoeeiiiiie 69
C. NETWORK-CENTRIC ACQUISITION PROCESS OVERVIEW.......... 69
1. Fast ACQUISITION........ccoiiiiiiiiiees e e e e e e e e e e e eeeeenes 70
2. Parallel Development ... 70

Vi



3. Incremental ACQUISITION ......coeviie e 70

D. NETWORK CENTRIC ACQUISITION PROCESS METRICS.............. 71
1. Better Speed-to-Capability MetriC...........ccooevvviivviiiiicicicee e 71
a. Example One—Threshold Example ...........oooiiiiiiiiinieeeennnn. 74
b. D= 1 4] 0] L= I USRS 74
2. Better Capability MetriC..........coooiiiiiiiiiiici e 75
a. Information Processing Efficiency (IPE).........ccccccceeeeeeeennnn. 75
b. Delivered Information Value (DIV) ........coooiiiiiiiiiiiiiieeeeee 77
E. NETWORK-CENTRIC ACQUISITI ON PROCESS FRAMEWORK....77
1. Maximize Reuse of COMPONENTS........ccuuuuuiiiiiiieeeeeeeeeeeeeeeeeeeiis 78
2. Collaborative Development Environment.............cccceevvvevevvvvinnnnnnnn. 79
a. eBay Development Web Site ..........ccoiiiiiiiiiiiiiiic 80
3. D= U= B =T 010 1S (o] Y SRR 81
a. Valued Information at the Right Time..............cceeevvviiiiiinnnnns 82
b. SHARE a Prototype Data RepoSitory.......ccccoeeeeeeeeeievveeeeennnnns 83
C. Data Repository Way Ahead...........ccccoeviveeiiiiiiiiiiiiiiiiiiiinnn 84
4, Electronic Business (e-Biz) Marketplace ...........ccccceeeviiiiiiiiiiieiinnnnn, 85
a. e-Biz Marketplace RUIES ..., 86
b. Matching Consumers and Developer—A Dating Service.....87
C. Vetted DEVEIOPEIS.......cooiiiiiiieiie e 87
d. Financial TranSactionS..........cooovviiiiiiiiiiiiiiieeeeeeeeeee e 88
5. Value off-the-Shelf ... 88
a. Reuse Components versus Off-the-Shelf ..., 89
b. Commercial and Government Off-the-Shelf.......................... 90
C. Information Assurance in Off-the-Shelf Products................ 90
6. Open Systems and Government Purpose Rights ............ccccoeeeeee. 91
7 Certification and Information Assurance of Network-Centric
PIOQUCTES ..ttt a e e e e 93
8. Relating NCAP Framework.............uuuviiiiiiiiiiiee 94
F. ACQUISITION MODEL FOR N ETWORK-CENTRIC SYSTEMS....... 94
G. CONCLUSIONS ... e e e e e e e e e e e eeereaaaaaeeeas 97
VI.  CONCLUSIONS AND RECOMMENDATIONS........cooiiiiiiiiiiiiiiiereeeereeee e 101
A. THESIS OVERVIEW ...ttt 101
B. CONCLUSIONS ...ttt e e eeaeeaaaeeas 101
C. RECOMMENDATIONS. ...t a e 102
1. Develop and Field Test the Network-centric Acquisition
PrOCESS . ..t 102
2. Change the Operation of the Defense Acquisition System, DoD
Directive 5000.01......cccoeieiiiieee e 103
3. Long-term Development of the Network-Centric Data
REPOSITONY ..ttt 104
4, Framework of Network-Centric Collaborative Development
ENVIFONMENT ... e e e e e e e e e e e eeeeenes 104
5. e-Biz Marketplace Structure and Business Rules............cccccee..... 104

viii



6. Network-centric Acquisition Stakeholder Education and

L= UL 11 T PP 104
APPENDIX: GENERIC SYSTEMS ENGINEERING APPROACH.........cccccvviiiiiieenen. 107
A. K" PHASE—THE IDEA ..ottt 108
1. ‘X7 Phase PEOPIE .....coeeiie e 108
B. “A” PHASE—CONCEPT DESIGN ....ccooiiiiiiiiiiiiieerereer et 108
1. “A” Phase PEOPIE ... 109
C. “B” PHASE—DETAILED DESIGN ......cccoiiiiiiiiiiiiiiiieeeeeeee e 109
1. “B” Phase PeOPIE........oiiiii i 110
2. “C” Phase—Implementation ..o 110
a. “C” Phase PeOPIE.....cccooe e 110
3. “D” Phase—System Integration ............ccooevviieeiiiiiiiiiiiiee e 110
a. “D” Phase PeOPIE.......ooeeeeieiiiiiiiee e 111
4. “BE” Phase—Clean-Up .........uuuuuiiiiiieeeeeeeeeeeeeeiiiii e e e 112
a. “E” Phase People........oouuuiiiiiiiiiiie e 112
5. “Other” PRASES.... oo 112
a. “Other” Phase People (“F,” “G,” “H,” “I,” “J") ceeevvvvrrnnn. 112
LIST OF REFERENCES ......ooiiiiiiiiiiiee ettt e e e e e e e e e e e e e e e e e s e e e s asannnnnsnnneees 113
INITIAL DISTRIBUTION LIST oottt 121



THIS PAGE INTENTIONALLY LEFT BLANK



Figure 1.
Figure 2.
Figure 3.
Figure 4.

Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.

Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.

Figure 32.
Figure 33.

LIST OF FIGURES

Information Domain and Effeadf Networked Forces (From [11])................. 8
Domains aiVarfare (From [L11])...cccceeeeoiiiiiiieeiiiiieis e e 11
Metcalfe’s Law (From [L3]) ..coooeeeiiiiiiiieieiiii e 12
Superior Information Positiovis-a-vis an Adversary due to Network-
CentriCity (From [13]) .. e ettt e e 13
The GIG as an Enabler (From [L11])....cccoeiiriiiiiiiiieiee e 15
Transformation t@arget GIG” (From [18]) .....uvvvveiiiiiniiieeiiiieeeeeeeiiiiiinnn 16
Impact of th&1G on NCW (From [L11])...cceeeeeiuiiiiiiiiiiee e eeeeeeeeeeeeeevve s 18
Network Centric Syster&sgineering Core (From [27]) ....coovvveeeiiviiiinniennnn. 20
Two views of the DoD Aaisition System (From [28],[29]).......cccevvvvverrnnnns 24
PPBE Biennial Cycle (On-yeard Off-year) (From [34], [35]) ......ccevvvvrrnnnen 29
PPBE System Overlap (From [33]) ..ueeuioiioiiiieeeeeeeeeeeeieiisess e e e e e e e e e eeeeannnnnns 31
JCIDS interaction witbefense Acquision (From [2])........ccoovvviiiiiviiiiinnnnn. 34

The Department of Defen&cquisition System (From [39])......c.ccceeeeeeeenne. 36
Materiel Development Decisiordahcquisition Entry Phase (From [43])....37
Preliminary Design Review (From 43]) ......ceuvviiiiiiiiiieeeeeeeeeeeeeeeevvinee e 40
Evolutionary AguisSition (From [43]) .cccoooeeeeiiiiieeeeeeiiie e 43
Systems Engineering “Vee” (From [47]).....couueeuuiiiiiiieieee e 47
Waterfall Model of Saftare Engineering (From [47]).....cccuvuviviiiiiiiinininnnenn. 48

Y o]tz UNLY o To [=T I (£ 1 o T I 4 RS 48
Systems Engineering Techniéedcesses and the Acquisition Life-Cycle
0 T 2L TR 49
Systems Engineering Procesppiiag to DoD Acquisition System (From

System Engineering Rethat&teps During Technology Development

(o P R ST (0 T G ) I 54
System Engineering RethteSteps During the Engineering and
Manufacturing DevelopmemPhase (From [46]).........coovvvveiiviiiiiiiiiieeeeeeeeeee, 58
System Engineering Relag&tdps During the Production and Deployment

(o P R ST (] T G ) I 61
System Engineering Steps During the Operations and Support Phase
0L T 2L TR 63
Mapping of the NCAP toatNCSE core diagram (From [27]) ........ccevvveernnnne 68

y N B 1Y il = To I o] £ a1 1511 ) TS 72
A Defined (From [56])...... it 76
Data rights in the Department of Defense Acquisition Framework (From

New Acquisition and Requirememievelopment Process for IT Systems
or Network-Centric System Aiisition Model (From [50]). .......cooeeieivieennnns 96
Network-Centric Waafe Framework (From [70]) ........cceeeeiieneeeeeieieeeeeeiiiiiens 98
Overview of Systems Engineerifigases with Cost and Time (From [74]) 109
Xi



THIS PAGE INTENTIONALLY LEFT BLANK

Xii



Table 1.

LIST OF TABLES

Summary of Acquisith Categories (From [39])

Xiii



THIS PAGE INTENTIONALLY LEFT BLANK

Xiv



LIST OF SYMBOLS, ACRONYMS, AND ABBREVIATIONS

ACAT Acquisition Category

ADDR Architecture DeMepment and Risk Reduction

ADM Acquisition Decision Memorandum

Al Artificial Intelligence

AlS Automated Information System

A Information Value Availability

Anr Net-Ready Availability

AOA Analysis of Alternatives

API Application Programming Interface

ASN(NII/DoD CIO Assistant Secretaof Defense for Networks and
Information Integration/ DoD Chief Information Officer,

ASR Alternative System Review

BCAD Business Case Analysis and Development

BCP Budget Change Proposals

C2 Command and Control

CBA Capabilities Based Assessment

CDD Capabilities Development Document

CDR Critical Design Review

CDT Capability Development Time

Cl Configuration Item

CJCS Chairman of the Joint Chiefs of Staff

COl Condition of Interest

COl Community of Interest

XV



COTS
CPD
CTE
DAB
DAMS
DAG
DAS
DAU
DIV
DoD

DOTMLPF

DSB
DT;
DT&E
EMD
FCA
FRP
FRP DR
FY
GFE/S
GIG
GOTS
GPR

GWOT

Commerai Off-The-Shelf

Capability Production Document

Critical Technology Elements

Defense Acquisition Board

Defense Acquisition Management Systems
Defense Acquisition Guidebook

Defense Acquisition System

Defense Acquisition University

Delivered Information Value

Department of Defense

Doctrine, Organization, dining, Materiel, Leadership and
Education, Personnel and Facilities

Defense Science Board

Initial Estimated Development Time
Developmental Test and Evaluation
Engineering and Manufacturing Development
FunctionaConfiguration Audit

Full Rate Production

Full Rate Production Decision Review
Fiscal Year

Government Furnished Equipment/Software
Global Information Grid

Government Off-The-Shelf

Government Purpose Rights

Global War on Terror

XVi



HIS Human Systems Integration

1A Information Assurance

ICD Initial Capability Document

IOT&E Initial Operational Test and Evaluation
IPE Information Processing Efficiency

IPT Integrated Product Team or Integrated Project Team
IRS Internal Revenue Service

ISR In-Service Review

IT Information Technology

ITAB Information Technology Acquisition Board
ITR Initial Technical Review

JCD Joint Capabilities Document

JCIDS Joint Capabilities Integration and Development System
JiC Joint Integrating Concept

JPG Joint Programming Guidance

JOC Joint Operating Concept

JROC Joint Requirements Oversight Council
KPP Key Performance Parameters

LCS Littoral Combat Ship

LCSP Life-Cycle Sustainment Plan

LRIP Low-Rate Initial Production

MAIS Major Automated Information Systems
MDA Milestone Decision Authority

MDAP Major Defense Acquisition Program

MDD Material Development Decision

XVii



MID Management Initiative Decision

MOE Measures of Effectiveness

MOP Measures of Performance

MOSA Modular Open System Architecture
MSA Materiel Solution Analysis

M&S Modeling and Simulation

NCAP Network-Centc Acquisition Process
NCO Network Centric Operations

NCS Network Centric System

NCW Network Centric Warfare

NPS Naval Postgraduate School

NSS National Security System

OoMB Office of Management and Budget
0S Operations and Support

OSD Officer of the Secretary of Defense
OTRR Operational Test Readiness Review
oTS Off-The-Shelf

OT&E Operational Test and Evaluation
PBD Program Budget Decision

PCP Program Change Proposals

PD Product and Deployment

PDM Program Decision Memorandum
PDR Preliminary Design Review
PEO-IWS Program Executive Officer of Integrated Warfare Systems
PM Program Manager

Xviii



PCA Physical Configuration Audit

PCDR Prototype Critical Design Review

PEO-IWS Program Executive Officer of Integrated Warfare Systems
PPBE Planning Programng Budgeting and Execution
PPBES Planning ProgrammiBgdgeting and Execution System
PPDR Prototype Preliminary Design Review

POM Program Objective Memorandum

PRR Production Readiness Review

QDR Quadrennial Defense Review

QoS Quiality of Service

SE Systems Engineering

SECDEF Secretary of Defense

SEP Systems Engineering Plan

SFR System Functional Review

SHARE Software Hardware Asset Reuse Enterprise
SPG Strategic Planning Guidance

SME Subject Matter Expert

SoS System-Of-Systems

SRR System Requirement Review

SVR System Verification Review

S&T Science and Technology

B Total Bits Processed

TD Technology development

TDS Technology Development Strategy

TEMP

Test and Evaluation Master Plan
XiX



TRA
TRL
TRR
T&E
UAV
USAF
USC
USD(C)
VB
VIRT
VoS

V&V

WWW

W2COG

Technology Readiness Assessment
Technology Readiness Levels

Test Readiness Review

Test and Evaluation

Unmanned Aerial Vehicle

United States Air Force

United States Code

Under Secretary of Defense (Comptroller)
Valued Bits Processed

Valued Information at the Right Time
Value of Service
Validation and Verification
Perishability Factor

World Wide Web

World Wide Consortium for the Grid

XX



EXECUTIVE SUMMARY

This thesis will describe the current acquisition of network-centric systems,
explore the benefits that a network-centacquisition process would provide, and
provide recommendations on how to improvedhquisition of network-centric systems.

It will cover a wide swath of information leging to the network-centric world and will
apply it to a very narrow part of network-¢ea acquisition, specifically introducing and
explaining a proposed Network-CantAcquisition Process (NCAP).

Network-Centricity

Network-Centric Warfare (NCYVis a theory of war in the information age that
hypothesizes that forces that exploit networked conditions better than their adversaries
will achieve tactical advantage. The Depaht of Defense (DoD) has been undergoing
a transformation in the way it developsdaacquires Network-Centric Systems (NCS)
that will support NCW. Understanding hoMCS is acquired ral what affects NCS
acquisition is essential for the continuedrelepment and delivery of systems that are

affordable, that meet user requirensem@nd that can be fielded quickly.

Department of Defense Acqusition and the Network-Centric Acquisition Process

The DoD desires to field NCS thdeverage the use of “leading edge”
technologies that are affordable and thaget the warfighter's needs. The NCAP
provides a framework for NCS developmearid acquisition that ensures that these
systems use the most up-to-date-technolo@ie framework of the NCAP consists of
several acquisition and development approaches that, when integrated, provide for quick
fielding of NCS with the benefit dfequent, iterative technology upgrades.

Network-Centric Acquisition Process Framework

NCAP uses a Systems Engineering (SEraach for acquisition. It has metrics
for evaluating the effectiveness of theogess. NCAP maximizes the reuse of
components or use of Off-The-Shelf (OT&mponents and usesdata repository to

facilitate reuse of compongs. In addition, NCAP comprises a collaborative

XXi



development environment, that stintels innovation through open source and open
license requirements, and creates an electronic business marketplace where consumers

and developers can be matched.

The NCAP incorporates best practicesm commercial industry in order to
create a fast, efficient acquisition procesat tftocuses on delivering “better” speed to
“better” capability.

Thesis Conclusions

NCS are very diverse and can range from a large ship to a small unmanned aerial
vehicle, but the common thread that maklkeem network-centric is their ability to
harness the power of the network to gamiformation and decision superiority over an
adversary. What allows NCS to harness plower of the network is the backbone of
Information Technology (IT) software. Th@oposed NCAP provides an efficient and
effective way to acquire the IT software @dtructure, or networkentric “glue” that

enables network-centricity.

The current DoD acquisition system is s|oserial in nature, and delivers large
“chunks” of capability at once. The systemeigpensive, has slow refresh cycles, and
virtually ensures that processes and eyst are stovepiped. The NCAP provides an
alternative for faster acquisition by focagion delivering “better” speed-to-capability,

while incorporating current DoD network-cantguidance and industry best practices.

The NCAP framework incorporates mesrithat objectively define “better” and
measure the processes ability to deliveettér” speed and “better” capability. The
framework also incorporatesndustry best practices du as component reuse,
collaborative environmentppen architecture, acquisitiodata repository, electronic

business marketplace, and OTS components.

The implementation of the NCAP will require changes to the existing DoD
acquisition processes, including in the wRiyectives (e.g., DoD Directive 5000.01) are

interpreted.
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Recommendations

1. Field Test the Network-Catric Acquisition Process

The primary recommendation of this thesghat the NCARshould be adopted
by the DoD for its acquisition of network-centdapabilities. The adoption of the NCAP
should be carried out in a small-scale, asifjon environment or prototype venue, and

then slowly, and iteratively, ated to larger acquisitions.

Use NCAP on a small acquisition, be it a test scenario, and then expand if

successful acquisitions are achieved.

When implementing the NCAP, it will be portant to use the NCAP metrics that
measure “better” speed-to-capability,, Aet-ready availability), and “better” capability,

Ay, (information value availability) as a meato objectively evalua the acquisition.

Anr measures the ratio of the Initial Estimated Development Time) @e€r the

Capability Development Time (CDBNnd can be seen in Equation (1).
Equation (1): A=DT/CDT, where CDT=(D# TT. +CT,)

Ai, is the product of the Informatiofrocessing Efficiency (IPE) and the

Delivered Information Value (DIV)rad can be seen in Equation (2).
Equation (2): A= IPE x DIV

NCAP framework will likely not be imnuiately fully operational (i.e. data
repository, e-Biz marketplace, or development environment working), but this should not
slow or halt the implementation of ti¢CAP. As NCAP framework items become

operational, they should be incorporateit the operational veion of the NCAP.

2. Change the Operation of the Defese Acquisition System, DoD Directive
5000.01

DoD should implement the recommenda8 of the Defense Science Board
(DSB) March 2009 reportbepartment of Defense Polks and Procedures for the

Acquisition of Information Technology
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By implementing the DSB recommendatiptise DoD will give the NCAP an
acquisition framework that will enabfast, iterative, and agile acquisition.

3. Create a Network-Centric Data Repository
The DoD should begin creating a network{ciendata repository that employs the
search and ontology structures of a dafzository as descridan the report: Ontology-

based Solutions for Software Reuse

The creation of the data repository sholbdgyin slowly and on a small scale, and
will be a challenging and difficult task.lt will require clear and well thought-out
guidance on how to enter, classify, and steg@sitory items. The network-centric data

repository may not be operational until seaterations of the NCAP are complete.

4. Framework of Network-Centric Collaborative Development Environment

DoD should conduct further studies to deterrthe best framework to use in the
network-centric collaborative development environment. fildmmework will include the
development environment to use, thendtrd software interfaces, the minimum IA

requirements, and the licensing rights requirements.

Forge.mil should serve as a model, ptgpe, or even ashe development

environment to be used when implementing the early versions of the NCAP.

5. Electronic Business Marketplae Structure and Business Rules

DoD should conduct further studies to detergrthe best framework to use in the
electronic business (e-Bizmarketplace. Although the requirements for the e-Biz
marketplace were discussed in this thesnsultation and caboration with e-Biz
marketplace industry leaders (eBay and Amazmnild help create an effective DoD e-

Biz marketplace, or prototypen which to test the NCAP.

6. Network-Centric Acquisition Stakeholder Education and Training

DoD should use the material in this thegiscreate a course that would help
educate DoD acquisition stakeholders artwork-centricity,the DoD acquisition
process, and the NCAP.
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l. INTRODUCTION

Network-Centric Warfare is a theory of war in the information age, which
hypothesizes that forces that exploit netwdrkenditions better thatheir adversaries,
will achieve tactical advantage [1]. &hDepartment of Defense (DoD) has been
attempting to transform the way it develaggpsd acquires networentric systems (NCS)
that support network-centric warfare (NCWWnderstanding howCS are acquired is
essential for the continued development anvelgy of systems that are affordable, meet

end-user requirements, anatltan be quickly fielded.

The DoD seeks to deliver NCS that are quickly fielded, and that leverage the use
of leading-edge technologies. The propasetivork-centric acquigon process (NCAP)
is an enabler for fast, efficient, andexftive NCS development. Using the NCAP, NCS
would “ride” the technology wave have fast development and certification, and rely on

frequent, iterative technology upgrades.

The NCAP incorporates the Systemsagiheering (SE) approach for system
design, and also maximizes the use of ingu4iest practices” such as maximizing the
reuse of software and subsystems. The envisioned NCAP will use, among other things, a
central repository of design informatiofincluding software, system architecture
drawings, etc.) that can be accessedpulted, by system development teams, and
modified to support specific siem needs. The NCAP wilke an electronic business (e-

Biz) marketplace portal where developensl @onsumers can be “matched-up” in order
to share their products or make needs kmoand where NCS evaluations are available

for review by interested DoD consumers.

The Defense Acquisition System (DAS) is@mplex system that receives inputs

from many organizations, groups, and stakehsldad whose output ©ontrolled by the

1 “Ride” the technology wave refers to NCS takitigely advantage of technological advances in
order to incorporate them into the design and deliver advanced technology to the stakeholders. This helps
ensure that new fielded technology is not obsolete.
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actions of other, sometimes very differentganizations, groups, or stakeholders. The
DAS goal is to acquire, field, and maintainghfycle) a product, or system, that fulfills

an identified capability need [2].

Developing and choosing the “best” product is often a daunting task because
many decisions must be made to determine if a new system is needed or if an existing
system meets the requirements, or if modiias to an existing system will be required.

The decision “trade space” has many external pressures that help the DAS develop the
acquisition decision. Ironically, these prasgsutend to produce inefficiencies, or sub-

optimization, of the very sysis being developed or acquired.

SE has been an integral part of defesxsguisition for many year The use of SE
processes allows for the development aftegns where the “end-user’s” requirements are
effectively elicited and efficiently decompex$ into sub-systems that can easily be

integrated into a valuédand useful product.

A thorough understanding of how the DAS opesaand the impact of the use of
SE processes, will benefit all acquisition process stakeholders. The way DoD acquires
NCS will be influenced, and changed, after acquisition stakeholders realize the benefits
that the NCAP will have on NCS acquisition.

This thesis will explain network-cemtr systems acquisdn, network-centric
acquisition, provide mdts to describe new NCAP modetnd explore the benefits that
the NCAP would provide.

A. BENEFITS OF THE THESIS STUDY

The thesis study benefits theoD acquisition community because it will
introduce a revolutionary method for the asifion of network-centric capabilities by
the DoD. The foundations of the NCAIRAcorporate industrybest practices, SE

principles, and are a paradigm shift towaathieving better speed to better capability.



In addition, the original purpose of this thesis was to create the framework for
network-centric systems engineering coursaterial for Naval Postgraduate School
(NPS) network-centric SE studks. Thereforealong with assistinghe DoD acquisition

community, this thesis will assist in netr-centric systems engineering education.

B. THESIS OVERVIEW

The focus of this thesis is a praseby which the DoD can begin acquiring NCS
efficiently and cost effectely, specifically the NCAP.

To best describe the NCAP, it is cralicto understand what network-centricity
entails and what NCS are. Chapter Il aktthesis is devoted to explaining network-
centricity. It describes the origins of NC\Wiplains the theory on which it was based,

gives current DoD instantiations NICS, and finishes by defining NCS.

Chapter 11l gives an overview of Defse Acquisition by giving a detailed
explanation of the Planning Programming Budggeand Execution System (PPBES), the
Joint Capabilities Integration and Démement System (JCIDS), and the DAS.

Chapter IV discusses the SE approach to acquisition. It gives an overview of SE
processes, and then maps a generic SE approach to acquésitien DoD acquisition

process.

With a foundation on NCS, DAS, and SE (in previous chapters), Chapter V
presents the NCAP. It gives a descriptminthe NCAP, presents metrics to measure
network-centric acquisition, de#ites the framework of NCAR and discusses a new

network-centric acquisition model

Chapter VI summarizes Chapters |-V and presents conclusions and

recommendations.

2 The DoD acquisition process as described by DoD Directive 5000.01 [3].

3 The NCAP framework includes component reuseljaborative development environment, data
repository, electronic business metiace, use of off-the-shelf components, and open systems and open
licensing rights.

4 This is an acquisition model recommended k& Brefense Science Board to replace the model used
in DoD Directive 5000.01 [3] and discussed in Chapter V.
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.  NETWORK-CENTRICITY

A. OVERVIEW

This chapter will lay the groundwork for the thesis by describing Network-Centric
Operations (NCO), Network-Centric Warga(NCW), Network-Centric Systems (NCS)
and by discussing the origins of NCW. NCWaiglriver for change in the way modern
militaries operate and by understanding NCW it is easier to understand the purpose of
NCS.

The basic premise of network-centricistems from the theory that when
warfighting forces are networked, and underdthow to exploit thénetwork terrain,”
they can develop an informational “tactical advantégerhis only holds true when the
networked information and data flow aoptimized and the warfighters do not suffer
from information overload. Situational awaess allows for Blue Forces to achieve

decision superiorityrad dominant maneuveover their adversaries.

In this chapter, NCW'’s central tenets and their relevancy in the transformation of
how military forces operate will be discussellletcalfe’s law will also be presented to
show the advantages of having networkertes, followed by a discussion of current
network-centricity and #&World Wide Web (WWW).

The Global Information Grid’s (GIG) origins will be discussed, as well as a brief
description of each DoD Department’s conmpéatary instantiations of the GIG, and the
GIG's role as an enabler of NCW.

Finally, this chapter will examine whatnsquired for the DoD to transform into a
network-centric enterprise, ilight of observations thatave emerged since the DoD

conceived NCW.

5 NCW literature has evolved to recognize that asames will certainly be networked. The issue
becomes taking better advantage of the network than one’s adversary [4] [5].

6 Decision superiority, dominant maneuver, and theraétenets of NCW will be discussed later in
this Chapter, but all stem from theitings of Cebrowski and Garstka [6].

5



B. NETWORK-CENTRIC WARFARE

NCW has many definitions, btihe first definition to be presented was originally
discussed by Vice Admiral Arthur Cebrek and John Garstka in their 1998 article
“Network-Centric Warfare: Its Origingnd Future”[7]. According to Cebrowski:

[NCW] and all of its associated revoloitis in military affairs grow out of

and draw their power from the fundamental changes in American society.

These changes have been domindigdhe co-evolutn of economics,

information technology, and businepsocesses and organizations, and

they are linked by three themes:

X The shift in focus from the platform to the network

X The shift from viewing actors as indepent to viewing them as part of a
continuously adapting ecosystem

x The importance of making strategic choi¢esadapt or even survive in such
changing ecosystems. [6]

In Cebrowski’'s definition, he talks abothie shift from “the platform” to “the
network,” and what he is implying is thghift from “platform-centric” to “network-
centric” operation. Simply stated, this meahat when a singlplatform, or multiple
platforms are networked together, the performance of the combined force is improved.
This is achieved because networked forces have access to more information, wider

information reach, and richer information.
According to John Garstka,

NCO are military operations that are enabled by the networking of the
force. NCO provide a force with ac=eto a new, pregusly unreachable
region of the information domain. The ability to operate in this region
provides warfighters with a new type of information advantage, an
advantage broadly characterized by significantly improved capabilities for
sharing and accessing information.

NCW enables warfighters to leveradkis information advantage to
dramatically increase combat pewthrough self-synchronization and
other network-centric operations. [8]



Self-synchronization is achieved by thdlectively shared situational awareness
and refers to the warfighter, or warfighting unit's ability to continue executing their
assigned mission even if the top layers ahomand are lost or disconnected from the
network. According to a Naval War College report,

Self-synchronization facilitates sgeef command, the process by which

forces use information superiority to lock-in success while locking-out

enemy strategies ... In summary, sgthchronization will allow forces,

empowered by good situational awareseto recognize and act on a
situation without futher direction. [9]

The central tenets of NCW are:
X a robustly networked force improves information sharing

x information sharing and collaboration enhances the quality of information and
shared situational awareness

x shared situational awareness enaldelaboration and self-synchronization
and enhances sustainability and speed of command

x the above , in turn, results in dramatly increased nsision effectiveness.

The central hypothesis of NCW is that aci® with these capaliies can increase
combat power by better synchronizing effactshe battlespace, achieving greater speed

of command, and increasing lethalisyrvivability, and responsiveness [10].

The link between information domain, information superiority, decision
superiority, dominant maneuver, different WGQlomains, and NCW will be explained in

the following four sub-sections.

1. Information Domain and Information Superiority

Information domain is the domain whdrdormation is created, manipulated, and
shared. As an example, military Commaartl Control (C2), warfighter coordination

and commander’s military intent all rdsiin the information domain [8].

Information superiority is a condition of the information domain that is achieved
when a warfighter has an information advantage over an adveisan, therefore, be
stipulated that a networked force, consisting of several platforms, will have informational

superiority over a non-networked force. Figudrshows how two military aircraft, when
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networked, even thoughrbugh a tactical link, are capable of achieving informational
superiority over a non-networked adversaryabyincrease in information “richness” and
“reach.” This information superiority allowthem to operate in the “network-centric”

region of the information domain, apposed to the “platform-centric” region.
According to a DoD report to Congress,

[NCW] allows the force to achieve an asymmetric information advantage.
This information advantage is achieved, to a large extent, by allowing the
force access to a previously unreachable region of the information domain
i the network-centric region that is broadly ciracterized by both
increased information richness andreased information reach. [11]

Figure 1. Information Domain and Effects dfetworked Forces (From [11])

NCW'’s advantage is built upon improved abpities for information sharing and
networking that when coupled with improved sensing capiasilcan enable force to

realize dominance over its adversary.

7 These aircraft were “networkedvia a tactical link. Tacticallinks are serial point-to-point
connections governed by strict circuit discipline. In the 21st century the term “network” usually implies a
many-to-many “cloud” with no circuit discipline whatsoever.
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2. Decision Superiority

Informational advantage is achieved when platforms are networked, which gives
warfighting commanders a competitive adweay® over their adversaries. Commanders
and their forces are thus able to make belersions that can be implemented faster than
the adversary can react. This is referredaso“decision superidy,” and it provides
significantly enhanced situational awarenessdbonly the commander, but to the entire
force [11].

Take the operational example of an akatomission that follows. Advocates of
NCW claim that network-enabled information sharing provided aircrews with enhanced
situational awareness and allowed them gbtfismarter and make better decisions faster
and therefore win more decisively. Howevéhere are some caveats. By contrast,
network-centric theory typitlg considers “networks” tobe many-to-many networks
with unconstrained data flow. Therefore,il@this example clearly illustrates the power
of decision superiority, it inot clear that superiority resulted from “network enablement”
or from disciplined information exchange and command and control (C2) (preventing

information overload enables decision superiority).

An operational special project conduwttey the United States Air Force (USAF)
in the 1990s demonstrated how pilots flying F-15Cs equipped with tactical data links
could double mission effectiveness (measurekllimatios). Across a broad spectrum of
engagement scenarios, day/night and ranfjiogp one-on-one to eight vs. sixteen, the
combination of information and decisiomaking advantages resulted in a 2.6-fold
increase in kill ratios. [11]

3. Dominant Maneuver

Dominant maneuver is the ability of networked forces to gain positional
advantage over its adversary with speedaheyh operational tempo in the achievement
of assigned military tasks. NCW capabilities can support dominant maneuver by
enabling:

X Adaptive and concurrent planning

X Coordination of dispersed units
9



X Status updates of subordinate units

X Roadmap to mission accomplishment [11]

A military commander who can achieve dominant maneuver attains a positional
advantage, that, when combined with de®istombat power, can compel his adversary
to react from a position of weakness—effectively giving control of the battlespace at a

time of the commander’s choosing.

4. Network-centric Warfare Domains

Effective NCWrequires the networking ofefthree domains of warfare. Figure 2

depicts the three domains:

X Physical domain

X Cognitive domain

X Information domain[11]
a. Physical Domain

The physical domin consists of the place where military influence is
desired. This domain is where platformsenmact and where networks connect them.

Military forces strike, maneuveand protect the physical domain.

b. Information Domain

As defined previously in paragrahl, the infornation domain is where

information resides. It is createshared, and manipulated by its users.

C. Cognitive Domain

This domain is in the minds of the warfighters. The cognitive domain is
shaped by human perception and nurtured by the information and data supplied by the
information domain. It is the most difficuto predict and undersid and therefore is
where the personal experience and training efvilarfighters can either lift or let settle
Sun Tzu’s “fog of war’[12]. Situationalinderstanding, awareness, and assessment are

developed in the cognitive domain.
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These three doains, when properlgetworked, can enable NCW to occur

at its most mature form, where:
X The physical domain is seamlessly connected,

x The information domain allows for efficient collection, sharing,
and access to information allowing the warfighting force to

achieve informational advantage over the adversary, and

X The cognitive domain allows for skt high qualityof situational

awareness and the ability to self-synchronize. [11]

Figure 2. Domains of Warfare (From [11])

Having defined the different aspscof NCW (information superiority,
decision superiority, dominant maneuvemdaNCW domains) the underlying theory of
network-centricity will be pesented in the next section.
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C. METCALFE’S LAW

NCW advocates the use of Malfe’s law to explain the claim that a networked
force has an advantage over a non-netwofkeck because of the potential value of a
network. According to Metcalfe (see Figu8® as the number of nodes in a network
increases linearly, while the potential “valug”“effectiveness” of the network increases
guadratically. Figure 3 shows how “networkedibdes are more powerful or effective

when compared to the linebehavior of non-networked nodes.

Figure 3. Metcalfe’s Law (From [13])

Figure 4 portrays a superior inform@ti position relative to a competitor (or
adversary) in military operations. The thdiemensions on the graph are percentage of
relevance, accuracy, and timeliness. J¥% relevance, accuracy and timeliness is
reached in each axis, the upper limit of thisrmation domain is reached. The “Blue”
and “Red” force8 are equivalent, or evenly matcheavith the exception that the “Blue”
force is network-centric. The network enables information intensive interactions between

nodes, giving the “Blue” force advantage over the “Red” force.

8 For every “N” node in a network, there are “Nqiotential interactions between the nodes. In a
network of “N” nodes, the total number of potentialeiactions is: N*(N-1), or N2-N. Thus, for large
values of N, the NCW theory ctas that the “power” or “effectivasss” is proportional to N2 [13].

9 “Blue” and “Red” forces are respectivedynonymous with allies and adversaries.
12



In the twentieth centy, network-centric ideas were profound because they
predicted the advances thatwerking forces would provideln the twenty-first century,
they have become self-evident. Consither network-centric poar the WWW provides.
Armed with a search engine, anyone with theitgtib get onthe Internet catap billions
of data sources instantly and find more and more usgimimation than someone off
line. Indeed, many enterprises from therid@f e-commerce (e.g., iPhone) to the world
of e-Gov (e.g., eFile tax return services)vddeveraged networ&entricity to their
advantage. With respect to NCW, clearly if Blue Forces were “on-line” and Red Forces
were not, Blue Forces would have indgtanformation superiority because of the

advantage of being networked with a larger domain of #8des

Figure 4. Superior Information Position Visaéis an Adversary due to Network-
Centricity (From [13])

Unfortunately for Blue Force, it is hartd imagine an adversary that does not
have access to the WWW. On the contraogliay’s Red Force (e.g. Al Qaeda) has better
access to “the network,” the WWW, than U.Su@Forces who are constrained by ultra-
restrictive security policies [14] to operab@ private military networks with far fewer

nodes than the WWW. Clearly, an appro#itét compares the advantage a networked

10 This argument assumes that the informationtti@Blue Forces want is available on the WWW.
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Blue Force has over a non-networked Recc€as no longer relevant. Likewise, recent
history proves thatrgy relevant approach to evalugjithe effectiveness of NCW must

acknowledge that both Blue and Red Forces may not be traditional military actors.

Twenty-first century experi@e has also revealed a scale issue associated with the
Metcalfe’s Law argument. Access to billiooEnodes across a netwocan easily lead to
information overload, or in other words, maikelifficult to find just the right piece of

information in time to enable a criticaédsion, i.e. achieve fiarmation superiority.

Therefore, in today’s environment, adversaries will certainly have equal or better
access to networks of data providers on the one hand. On the other hand, access to too
much unfiltered information is counterprodive. Hence, Blue Force might re-think the
original NCW premise that the mere availability of more data across a network is
equivalent to “value” and/or “effectivesg’ [15]. The future NCS, of multi-node
networks, will require automation of infort@n extraction through thuse of Artificial
Intelligence (Al) systems. lis through the automation of information extraction, that

warfighters can gain informatiomgeriority over their adversaries.

D. THE GLOBAL INFORMATION GRID AS A NETWORK-CENTRIC
WARFARE ENABLER

Joint Vision 2020 highlights the importee of achieving improved capabilities
for operating in the information domain, and the DoD solution is the GIG. According to
Joint Vision 2020, the GIG is:

...the globally interconneet, end to end set of information capabilities,

associated processes, and peoplenémage and provide information on
demand to warfighters, policy makeand support personnel. [16]

DoD intends the GIG to be the keystone that will help enable both NCW and
NCO because of improved information sharing—better information, more of it, and faster
sharing—amongst all stakeholdeanid will lead to improved situational awareness. The
GIG’s success will depend on itsilétly to achieve fully inteoperable and interconnected
forces, a daunting task that is made ever nddfieult because of large number of legacy

systems that aren’t able to be interconnected.
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The GIG hopes to enable infoation shamg that will provide commanders with
improved capabilities for C2, for formating and disseminating commander’s intent
based on up-to-date sdtional awareness, and enable tharfighting force to be more

dispersed, survivable, agile and smaller.

The role of the GIG in enabling NCWhformation Superiority, and ultimately
full spectrum dominance is portrayed in Fig&. The vision for the GIG is that it will
dramatically improve information sharingapabilities by leveging cutting-edge

information technology to create a netk-centric information environment.

Figure 5. The GIG as an Enabler (From [11])

NCW intends to revolutionize the way we conduct warfare and the GIG is the
“transformation initiative” that will provide #h infrastructure required to network the

forces [11]. In the final angdis, the GIG is all about enabling the flow of information.

The next four sub-sections will dises the origins of the GIG, and how
FORCEnet, LandWarNet, and ConstitiaNet all relate to the GIG.
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1. Origins of the Global Information Grid

The concept of a “Global Information Gtidias borne out o€oncerns regarding
interoperability and end-to-end integmati of Automated Information Systems (AlS)
The primary function of the GIG is to support and enable DoD missions, functions, and
operations [18]. The future GIG Wbe a System-Of-Systems (Sd%}hat provides a set
of value-added functions operating in a glot@htext to support pcessing, storage, and

transport of information.

The current version of the GIG is not fuligtworked, because it is made of many
smaller networks that have not been (andy mat be able to be) networked together.
Parts of the GIG have many stovepipe systemits, varying degreesf interoperability,
and whose access to needed information msttained. Through a series of capability
increments, Figure 6 shows how the tarGé®’s architectural vision will be achieved

through a federatéd approach that will ensure coherémnsition to the target GIG [18].

Figure 6. Transformation to “Target GIG” (From [18])

2. FORCEnet and the GIG

According to Rear Anhiral Rodriguez, the Chief Engineer for the Space and
Naval Warfare Systems @onand (SPAWAR) from 2004 to 2008, “FORCEnet is the
Navy’s instantiation of the [DopPGIG” [19]. Rodriguez wenbn to explain that if the

11 AIS refers to an assembly of computer hardwsodtware, firmware, or any combination of these,
configured to accomplish specific information-handling operations [17].

12 An SoS is “a set or arrangemaftsystems that results wherdegpendent and useful systems are
integrated into a larger system that delivers unique capabilities” [2].

13 Federated, in this context, refers to how@i6 will be networked and viewed as a whole entity by
its users, and vice separate interconnected networks.

16



GIG were the federal highway system, which connects all the military departments, then
FORCEnet would be infrastriize that connects that Depaent of the Navy’s “roads”
to the GIG. The users of the transportasgstem (the GIG) would use the same signal

and signs (common architecture) to allow for interoperability.

According to the Naval Network Warfe Command, their definition of
FORCEnet is:

The operational construct and architectdramework for Naval Warfare in the

Information Age, to integrate WARRIORSegensors, networks, [C2], platforms