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Notes from the Editor

Academic homeland security programs have proliferated in the past eight years,
with more than 270 colleges and universities in the United States offering
certificates and degrees in homeland security and related areas. How have (and
are) these programs developing? What goes into creating a viable homeland
security degree, whether at the associate, undergraduate, or graduate level? What
might the future hold in store? Should academic homeland security develop an
accreditation process?Should we, as homeland security professionals, adhere to
a professional oath? These are the questions addressed by the authors
contributing to this issueOs special section on homeland security education.

At the instigation of Jim Ramsay, from Embry -Riddle Aeronautical University,
Homeland Security Affairs asked educators from across the country to tell us
how their institutions have tackled the difficult task of creating a thoughtful and
responsive homeland security degree program. Gregory Moore, Kelley Coonin,
Mary Breckenridge, and John Hatzadony discuss the challenges and advantages
of OHomeland SecurityRelated Education and the Private Liberal Arts College,O
relating the curriculum -development process at Notre Dame College. With
certificate and undergraduate degree programs established and a graduate degree
program awaiting approval, these authors argue that smaller institutions are able
to adapt more quickly to changes in the marketplace, creating effective
partnerships between faculty, administration , and practitioners.

Acknowledging the need to meet workplace demands with educated homeland
security professionals, Jim Ramsay, Robert Raffel, and Daniel Cutrerask if the
lack of an accreditation system and establishededucational outcomes complicate
or even weaken the program development process. Their article, ODevelopment of
an Outcomes-Based Undergraduate Curriculum in Homeland Security,Oreviews
existing homeland security programs and presents the results of a Delphi study
using practicing professionals in a variety of homeland security areas as subject
matter experts. Based on that study, the authors are able to elucidate a set of core
academic areas and student learning outcomes that could characterize the
intellectual underpinnings of the discipli ne and a set of outcomes upon which an
undergraduate degree program could be based.

At the graduate level, Kansas State Universityand the U.S. Army Command and
General Staff College are collaborating to create a Homeland Security Graduate
Degree Program. This collaborative process is described by Cheryl Polson, John
Persyn, and O. Shawn @pp in OPartnership in Progress: A Model for
Development of a Homeland Security Graduate Degree Program.(The authors
first provide the historical context, briefly tracin g the evolution of homeland
security graduate education since 2001. They then review theexisting literature
on the fundamental components of such programs as identified by experts and
scholars. Finally, the collaborative process being used by their institutions is
outlined, offering a useful model for other homeland security graduate degree
programs.



Looking beyond the specifics of curriculum, degrees,and specialization, Philip
Palin suggests that homeland security needs to develop the characteristics o
true profession. In OHomeland Security: An Aristotelian Approach to Professional
Development,O Palin argues that these characteristicgan be cultivated through
the Aristotelian process of understanding change, principled reasoning on the
influence of our actions, and disciplined reflection on the outcomes of that action.
Other professions b specifically medicine and law b have established oaths to
which their practitioners adhere. Should homeland security have the same?

It seems fitting that, in an issu e devoted to homeland security education, we offer
two articles from graduates of the Naval Postgraduate School Center for
Homeland Defense and Security. Each of these articles draws on research
conducted for the masterOs thesis.

ONo Dark Corners: A Diffeent Answer to Insider ThreatsO presents the findings
of Nick CatrantzosO research using a Delphi method to uncover flaws in
traditional defenses against hostile insiders. These findings suggest that
infiltrators pose a greater threat to critical infrastru cture than disgruntled
insiders. Catrantzos proposes a system by which the narrow laser beam of
workplace monitoring only by corporate sentinels be replaced with a broad
flashlight beam wielded by employees engaged on the front lines, at the team
level. The No Dark Corners method addresses gaps in traditional insider
defenses, leaving hostile infiltrators with fewer places to hide.

In OFirefighters and Information Sharing: Smart Practice or Bad Idea,O former
Deputy Fire Chief Bryan Heirston looks at the pros and cons of using firefighters
in intelligence gathering. Through the analysis of four domestic and international
information -sharing systems, Heirston confirms that U.S. fire personnel should
participate in terrorism -related information sharing at defi ned levels. To do this
effectively, firefighters need to be provided with information on threat levels,
target hazards, and methods of attack.

Finally, in a Letter to the Editor entitled OTwelve Questions Answered,Bamuel

H. Clovis, Jr. responds to Christopher Bellavita Os OChanging Homeland Security:
Twelve Questions from 2009,0 published in the January 2010 issue oHomeland
Security Affairs.

As always, we offer these essays and articles in the hopes of stimulating debate
about the evolving field of homeland defense and security. Please address your
guestions and comments to editor@hsaj.org.

The Editor



Homeland Security  -Related Education and the Private Liberal
Arts College

Gregory Moore, John G. Hatzadony, Kelley Cronin, Mary B. Breckenridge

The growth of academic programs in intelligence studies and homeland security
education since 9/11 reflects the gowing concern about the nationOs security and the
ability both to anticipate threats and respond to them. Today dozens of academic
programs have emerged around the country offering a variety of curriculum approaches
and levels of study. Students seeking b pursue careers in homeland security, emergency
management, or intelligence analysis can choose from offerings in homeland security
related fields at large research institutions, mid -size colleges and universities, smaller
private liberal arts colleges, and distance learning institutions where they may earn
certificates, associates, bachelors, or masters degrees, and even doctorates. At present
there is no general consensus on how a homeland security or intelligence studies
curriculum should be offered, although recommendations have been made by the
Homeland Security Defense Education Consortium regarding the curricula for
undergraduate and graduate level programs! Nor has any accrediting body for such
programs come into existence as of this writing.2

These issues have been addressed at a variety of conferences, seminars, and colloquia
but it is likely that some time will pass before any real agreement is reached on what
would comprise an ideal academic program in intelligence studies or homeland security.
Currently, those programs in existence tend to reflect the resources, capabilities,
support mechanisms, and faculty interests within those institutions that offer them. Not
all colleges or universities offer majors or minors in these new disciplines, nor do all of
them have graduate programs. Many schools have opted for certificate programs at
either the undergraduate or graduate level which are directed at adult learners seeking
to build on existing knowledge or skill sets or at those individuals considering a career
change. Certificate programs enable these schools to become involved in homeland
security education with a minimum allocation of resources and without subjecting
themselves to the more complex and time consuming process of developing a
baccalaureate or graduate program. Many homeland security programs are focused on
educating first responders and few offer an advanced degree to support homeland
security efforts on a public policy and administrative level. There is a real need for well-
educated and well-prepared individuals with policymaking and administrative abilities
in both the public and private sectors today. It is our belief that a small liberal arts
college provides an ideal environment to educate security and intelligence professionals.

LIBERAL ARTS -BASED HOMELAND SECUR ITY EDUCATION:
ADVANTAGES AND DISAD VANTAGES

Teaching homeland security programs in a small liberal arts college has a number of
advantages. Rather than focusing on and specializing in one area, a liberal arts program
provid es the student with a broad-based education. The student studies a variety of
different subjects to gain a holistic understanding of the world around him or her. In
todayOs global environment, this knowledge and understanding is crucial. Such a
rounded skill set is required for security analysts, administrators, and policy decision
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makers. Critical thinking, research, and communication become imperative. Those with
a general knowledge base in many different areas are better problem solvers and
communicators. A liberal arts education teaches the student how to think, learn, and
problem solve. Ultimately, the liberal arts -educated student knows how to train his or
her mind to think critically and in an ordered fashion. He or she is better equipped to
take gereral knowledge and develop an intellectual capacity with it. He or she is also
better prepared to deal with a diverse group of people, scenarios and problems.

A critical advantage for a small college is the ability to respond to market demands in
a timely manner by developing new programs. Any new initiative must be mission
sensitive. Part of the strategic plan at Notre Dame College is to attract new students by
developing new programs. From the enrollment perspective, this is a necessary survival
tactic b the more academic options a college has to offer, the more stdents it can expect
to attract. While the goal is enroliment driven, the responsibility for achieving the goal
falls to the Office of Academic Affairs since it is the faculty who has the authority to
develop curriculum. Because the bureaucratic structure at an institution such as Notre
Dame College is not considerable, it can be easier to facilitate an effective partnership
between faculty and administration to develop new programs that are both mission
sensitive and responsive to a changing marketplace.

Despite the advantages,for a small private liberal arts college developing a program
in intelligence studies or homeland security education can be quite a challenge.
Normally institutions such as these have limited resources to direct to such a project,
and must utilize what assets are available as expeditiously as possible. Not only must
faculty and administration buy into the program, but the institution must consider the
types of students it wishes to recruit, whether or not there are competing programs in
the region, the opportunities for employment for graduates locally or regionally, as well
as at the federal level, and if there are agencies and expert practitioners available who
can serveas advisers, partners, or faculty. Consideration has to be given to what can be
taught most effectively and who will teach the subjects within the new curriculum. The
programOs curriculum design will have to reflect all of these considerations as well.
Finally, the proposed new program or curriculum must pass successfully through both
the institutional and state processes for approval.

There are certain advantages, however, to building an intelligence studies or
homeland security education program at a small, private liberal college such as Notre
Dame College These include a strong faculty comnitment to teaching, low student -to-
faculty ratios, greater ease for student interactions with faculty, and the enhanced level
of personal attention students often enjoy. Smaller colleges may have more flexibility in
designing new majors or curricula, becausethere may be fewer layers of faculty and
administrative approval processes to work through. It may also be easier to develop
partnerships within the collegeOs aademic divisions or departments in regard to the
coursework offered within the intelligence or homeland security curriculum or in tying
existing courses into the curriculum as supporting electives or general education
requirements. Including courses from aher academic departments in the intelligence or
homeland security curriculum can make it easier to win faculty support as a whole, since
those faculty may come to feel that they have a stake in the program. This is the
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approach that was taken as a programin intelligence studies was developed at Notre
Dame College.

INTELLIGENCE STUDIES AT NOTRE DAME

Initial research into the existence of intelligence studies programs in 2003 -2004, when
the process of developing an intelligence studies program began, led tothe discovery
that there were very few colleges or universities offering any type of program of this kind
and that existing curriculum designs varied widely. Some institutions simply placed two
or three courses relating to intelligence within a larger pro gram, such as international
studies, while others offered a more comprehensive curriculum emphasizing both
theoretical and applied knowledge. Given Notre Dame CollegeOs focus on career
oriented liberal arts programs, the latter approach seemed like the bes way to design
the proposed program. The CollegeOs location in Cleveland, Ohio afforded the
opportunity to consult with practitioners working with the federal government, in law
enforcement, and from the private sector. These individuals unanimously supported a
curriculum design that included both applied and theoretical coursework.

Curriculum Design

The process of building the intelligence studies program went through three phases. In
the fall of 2004 the College launched a sixcourse certificate in intelligence analysis. The
courses offered were: Introduction to Intelligence Analysis, Methods of Research and
Analysis, Writing for Intelligence, Terrorism, Competitive Intelligence in a Global
Economy, and an independent study. The certificate program was drected toward adult
learners who were already working in intelligence or a related profession and who were
seeking to enhance their knowledge and skills, or who were considering a caeer change
into an intelligence -related field. The program was administered through the CollegeOs
Center for Professional Development with courses offered on weekends. The program
instructors were adjunct faculty who were current or retired practitioners with teaching
experience, an academic background, or both.

Meanwhile, the Department of History and Political Science, which was where the
new undergraduate program in intelligence studies would be housed, had undertaken
the task of designing that curriculum. As noted above, the decision was to design a
curriculum in intellige nce studies that would include courses that would teach students
basic skill sets needed to compete successfully for an entrjevel position as an
intelligence analyst as well as expose them to intelligence theory, practice, and history. A
set of core courses would be offered, supplemented by the CollegeOs general education
core and required electives. Finally, students would be required to complete twelve
credits of foreign language study in either Arabic or Spanish, the only languages
currently being taug ht at Notre Dame College. The final curriculum includes:

¥ Introduction to U.S. Intelligence
¥ Writing for Intelligence
¥ Methods of Research & Analysis
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History of Terrorism

Advanced Research & Analysis

Competitive (Business) Intelligence

Methods of Financial In vestigation & Research
Intelligence and National Security

¥ Strategic Intelligence

K K K K K

Each course listed above counts for three credits. In addition, students complete the
CollegeOs general education core, including courses in critical thinking, computer skills
mathematics, laboratory science, social science, literature, and writing. Elective
coursework in American Foreign Policy, International Relations, International Law,
Comparative Politics, non-western history,3 Anthropology, Economics, Literature,
Business, and a foreign language supplement the required coursework. The student also
completes an internship and a senior research project. The curriculum takes note of the
private sectorOs interest in intelligence analysis by offering two courses related to
competitive (business) intelligence in the core.

As with the certificate design, various practitioners were consulted, both locally and
nationally. When asked what skills a prospective intelligence analyst should possess, the
universal response emphasized god critical thinking/reasoning/analytical abilities,
strong communications skills (both oral and written), and good computer skills.
Repeatedly, practitioners argued for a solid liberal arts education as the foundation for
preparing future analysts. This input greatly affected the ultimate design of the
intelligence studies curriculum. In addition, those consulted either expressed a
willingness to teach in the program, helped recruit instructors , or agreed to serve as
members of an advisory board.

Program Im plementation

The curriculum design was completed by the end of the 2003-2004 academic year and
preparations for seeking faculty approval for the new program began. The process
required departmental approval (a given since the department chair was directing the
development of the program), followed by approval of the faculty Educational Policy and
Practices Committee, the Steering Committee of the Faculty Senate, and, finally, the
Faculty Senate.

Prior to beginning the process of moving the proposed program forward, a number of
senior faculty members were consulted for advice and suggestions regarding the best
method of doing so. A valuable suggestion was to prepare a binder containing a
description of the proposed program, the rationale for adding it to the curriculum,
course descriptions, and sample course syllabi.This proved invaluable in gaining faculty
approval. Presentations about the program were made to the Educational Policy and
Practices Committee, which unanimously recommended approval, and to the Faculty
Senate, where approval by a twethirds majority was necessary to add the curriculum to
the CollegeOs list of program offerings.

The faculty responded enthusiastically (particularly to the argument that the
intelligence studies program represented a nearly ideal liberal arts program) and the
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curriculum easily won approval. Faculty objections were few, although some expressed
concern about the creation of a Ospy schodD This objection was overcome by
emphasizing that the program was designed to prepare students for entry level positions

as intelligence analysts, rather than as espionage agents. A reiteration of the skills sets
needed by analysts and the value of a liberal arts foundation in their preparation for

careers as analysts served to overcom those concerns, as did noting that analysts are
also needed in law enforcement and the private sector. Administration endorsement was

likewise easily obtained, as the president of the college was a strong supporter of the
proposed program. The approval process was completed by the end of the fall 2004
semester.

Finally, in order to give the CollegeOs admissions office the maximum amount of time
to recruit students for the program, the decision was made to make the intelligence
studies program a concentration within the history major. This enabled the College to
circumvent seeking accreditation of the program as a new major by the Ohio Board of
Regents, a process that would have delayed launching the program until the 20062007
academic year.

In 2006, as a result of interest expressed by members of the private sector in
Northeast Ohio, a second certificate program in competitive intelligence was created.
Like the original certificate, the curriculum consisted of six courses and was
administered through the Center for Professional Development. Courses offered for this
certificate included: Introduction to Intelligence Analysis, Competitive Intelligence in a
Global Economy, Research and Decision Making for Competitive Intelligence, Analysis
Techniques for Competitive Intelligence, and an independent study. These courses were
also offered on weekends?

A HOMELAND SECURITY GRADUATE DEGREE: THE NEXT STEP

By 2008, the Department of History and Political Science had begun to consider adding
a graduate program related to homeland security to the CollegeOs curriculum. The
College had only one graduate program in place, in education, and adding a masterOs
degree on top of the undergraduate program in intelligence studies seemed like a logical
step. Because the Collegehad begun offering distance learning courses, using that
platform as the basis for creating and marketing a graduate degree in homeland security
would allow for a broader reach in seeking prospective students. The decision to develop
a graduate curriculum in homeland security also took into account the fact that this field
represented a better opportunity for the College. While there was only one homeland
security-related graduate program in the state, two established graduate programs in
intelligence studies existed relatively close by> Competing with them made less sense
than moving in a different, and hopefully more innovative , direction. Therefore, it
seemed reasonable to direct our efforts toward a program of graduate study in
homeland security. After some discussion within the History and Political Science
Department, it was decided to develop a program in Security and Policy Studies. The
idea was presented to the CollegeOs vice president of academidfairs, who was very
receptive to the proposal.
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!
Curriculum Design

As with intelligence studies, homeland security education presented the challenge of
being an emerging academic discipline. Unlike intelligence, which is a single area of
inquiry and study, homeland security is a much wider field that is i nclusive of a number
of subsets that can be developed as individual areas of knowledge. The challenge
confronting a smaller institution such as Notre Dame College was to determine how to
effectively create a graduate degree program in homeland security tha would take
advantage of the institutionOs strengths while utilizing its limited resources for
maximum effect.

Since the inception of the Department of Homeland Security, government and
academia have been striving for a precise definition of Ohomeland seurity .O However,
for educators at least, the real problem lay in the broad framework and architecture of
homeland security almost a decade later which includes emergency preparedness,
intelligence, critical infrastructure protection, border security, tr ansportation security,
biodefense, radiological detection, and searity research and development. These
concentration areas, in connection with a core introduction and research methods
course, fill out the basics of a traditional thirty -six-credit MA/MS de gree.

Curricula in the immediate aftermath of 9/11 were sector or thematic specific and
generally dominated by the field in which the sponsoring educational institution had a
previous specialty (which is still often the case today); i.e., law enforcement, seaurity, or
emergency management. Such programs concentrate and reinforce tactical mindsets
when, in reality, the graduate education should be strategic in nature B by far a much
more difficult and under -appreciated endeavor.

As noted above, due to theparticularly broad nature of homeland security policy and
management, the desire to offer concentrations in one or more of these areas initially
resulted in a ponderous and administratively complex graduate degree program that
would have taxed many universities let alone a small, liberal arts institution like Notre
Dame College. While these areas were included in the original curriculum design,
further reflection led to the realization that a more integrated approach might result in a
better outcome. The result is an integrated, policy-focused -curriculum that is
strategically oriented and plays to the strengths of a small liberal arts institution. This
fusion of the multiple elements that fall under the aegis of homeland security into one
program focusing on security and policy administration (rather than a single track or
multiple tracks dealing with the variety of elements with which homeland security is
concerned) offers a new and innovative approach to homeland security education at the
graduate level.

Accordingly, the synthesis of a multi-disciplinary graduate curriculum for Homeland
Security Studies falls neatly into the realm of the modern liberal arts college. The
availability to state, local, and federal professionals of emergency management and
security training eliminates the need to repeat this training at the graduate level. Rather,
what is needed is an integrative educational structure that brings specialists, line
officers, and tacticians into an intensive space that exposes them to nonspecialty fields,
theory, and the educational transition to staff officer positions and an integrated
strategic perspective. Intellectual and professional advancement in the field does not
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allow the luxury of tunnel -vision mindsets forcing a student to specialize in either

security or emergency management. A review of programs of study offered at other

institutions found that most programs were expansions of departmental core
competencies: law enforcement, emergency management, fire science, and so forth.
These pograms were designated as Homeland Security Studies withthe addition of a

core course, a research methods course and a thesjsand then marketed as something

new. This is not to say that the programs were being disreputableb far from it ; but by

reinforci ng their own core competencies as opposed to expanding into new fields
demanded by the new paradigm of homeland security, students were not being exposed
to what they didnOt know. TheNotre Dame College program aimed to resolve the issue
with a multi -disciplinary graduate program.

Ultimately, this has been the approach pursued at Notre Dame College. The
curriculum that has been initiated blends on -site and on-line best pedagogical practices
from other fields (particularly MBA/EMBA and Inte lligence Analysis programs).

The limitations of a masterOs degree curriculum correspondingto a thirty -six-credit-
hour program similarly simplified the program. Rather than have a traditional core
requirement and concentration system, the curriculum was revamped into a general,
integrative and strategic education program in which all courses are required.8 This
organizational structure also allow s students to enter at multiple points since all courses
are required (although there are prerequisite courses generally required).

To accomplish the desired learning outcomes?’ three on-site weekend intensive
courses are included at the beginning, intermediate , and end-stages of the program to
allow for cohort integration and team-building. The remaining course work is organized
into on-line courses, eight weeks in length, resulting in a two-year program of study. The
final curriculum design is given below:

¥ Leadership, Ethics and Decision-making (two credits)
Security Policy and Program Analysis (three credits)
Issues in Homeland Security (three credits)
Terrorism & Counterterrorism (three credits)

Critical Infrastructure: Thr eat Analysis & Resiliency(three credits)
Strategic Intelligence & Warning (three credits)
Analytical Crisis Exercise Program(two credits)
Geopolitics (three credits)

Transnational Threats (three credits)

Biodefense and Disease Surveillancgthree credits)
Science, Technologyand Security (three credits)
Capstone I (three credits)

Capstone Il (two credits)

K K K K K K K K K K K «

The final thirty -six-credit curricu lum represents in a unique, cutting-edge program
integrating all eight major field areas of Homeland Security as well as six hours of
geopolitical and transnational threat analysis, two areas generally disregarded in
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Homeland Security programs. The latter are included due to faculty membersO field
experience in law enforcement and homeland security and intelligence that
demonstrated the effect of international events on U.S. Homeland Security policy and
programs and highlighted the general lack of international experience and knowledge
on the part of state and local safety and security professionals.

A mid-program Analytical Crisis Exercise is included as an onsite integrative
experience to assess studentsO strategic analysis, decisiomaking and forecasting skills.
Finally, a two-part capstone experience of five credits is included. Rather than a
traditional six -credit MA/MS thesis project, a team -oriented real-world experience has
been included. State, regional, and local administrations, along with private enterprises,
are invited to participate and offer research projects for completion by one of the
program teams. Participating enterprises are required to provide access to the necessary
internal data and a single point-of-contact for each team. In return, the enterprise
receives an expertly researched and analyzed strategic product at no cost. Students in
turn receive the necessary research and analysis training on a reaworld project that
includes a final, live briefing, on campus, to the client enterprise and graduate faculty. It
was ultimately concluded that a traditional MA/MS thesis project provided little real -
world relevance to students, researchers and practitioners and that a multi -disciplinary
team approach (again borrowed from other bench-mark programs) provided the best
assessment tool.

Finally, the decision to introduce a complete systematic course of study allowed the
integration of educational elements across a number of course programs as opposed to a
single three credit course. Thus the final program not only integrates subject matter but
a course of study within the courses themselves. For example, case studies of disaster
recovery and resiliency can be included in the thematic course as well as biodefense or
terrorism. Overall, th e Security Policy Studies graduate program at Notre Dame College
aims to progress the developing field of Homeland Security Studies and Policy with a
unique program of study.

The Implementation Process

As noted earlier, the implementation of an undergraduate intelligence studies
curriculum at Notre Dame College did require administration approval, but because the
program was established as a concentration within an existing major (history) there was
no need to seek state approval for the program. That, howeer, was not the case in
regard to our proposed graduate program. Like the undergraduate program, the
graduate program went through a series of steps within the College to get the necessary
support and approval before being submitted to the State of Ohio for review. Similarly to
the undergraduate program, the graduate curriculum had to get the endorsement of the
Department of History and Political Science, the Division of Humanities, the faculty
Graduate Policy and Planning Committee, the Office of Academic Affairs, the Office of
the President, and final approval by the CollegeOs Board of Trustees.

The primary difference between shepherding the undergraduate program through the
internal consent process and obtaining consent for the graduate program was that the
graduate program did not require a vote of the entire faculty, but only those faculty
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members involved in graduate instruction. This process went very smoothly and was
completed before the end of the fall 2009 semester. Thus, a graduate curriculum
development process that had begun in the spring of 2009 was ready for presentation to
the Ohio Board of Regents by the end of the year,in the form of a formal proposal for
approval to offer the new degree program to prospective students.

It should be noted that the relative ease in receiving internal approval for the project
may reflect the CollegeOs efforts to grow enroliment by increasing program offerings and
to enhance its distance learning programs. Also, the proposed new program, if approved
by the Board of Regents, will be only the second graduate program offered by Notre
Dame College. Therefore, both faculty and administration were receptive to the proposal
as it fits in to the CollegeOs strategic planning and mission. Additionally, the graduate
program will serve as a complement to the CollegeOs undergraduate program in
intelligence studies, thereby making it a natural addition to the current curriculum.

Even before the internal approval process had been completed, preparations for
seeking state approval had gotten underway. A preliminary proposal was forwarded to
the state board of regents in July 2009; the state responded by returning a new template
for submitting new academic program proposals and work immediately began on
gathering the required in formation and writing it up in the format required by the state.
This required an intensive faculty effort and the involvement of the CollegeOs Office of
Academic Affairs. The role of the administration at this point in the development of a
new academic proposal was critical.

It is the responsibility of the college administration B or, more specifically, the vice
president for academic affairs B to assist the faculty in program development efforts.
Although assisting in the development process can take many forms (such as course
releases for developnent and financial incentives), a college must have committed
faculty members who have the passion and energy to see this bureaucratic process
through. The faculty typically have great ideas for new curricula and new majors. But
when it comes to actually developing an entire program and seeking the various
approvals, excitement can quickly wane. All programs must follow internal governance
approval guidelines, seek state approva] and more often than not in todayOs highly
regulatory environment, also seek their regional accreditorsO approval.

Comprehension of and adherence to the processes and protocols required by various
state and regional bodies is painstaking, but necessary. In most colleges, the vice
president for academic dfairs has the background and experience n addressing
regulatory issues. Using a collaborative approach, an administrator should assist with
the sections of the program proposal that are primarily administrative. Faculty know
their own discipline; they donOt know the administrative Oins and outsO that are
important in proposal/program development. It is also the administratorOs role to help
keep the faculty members involved motivated. This can be achieved when the
administrator becomes as involved as the faculty, when the administrator offers
encouragement, and when the administrator recognizes Ogood worlO

Another important role for a college administrator is keeping those invo lved on task
and on a timeline. The various faculty duties B from course preparations to committee
obligations to advising - can intrude upon and consume all of oneQOs timeAt Notre Dame
College, weekly or biweekly meetings of the team served to keep the energy level where
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it needed to be in the process as tle vice president of academic affairs brought the
resources of the Office of Academic Affairs and the faculty together to provide the
necessary data required by theBoard of Regents.

Meeting weekly or biweekly as necessary, the process of completing the terpart
template required by the state was accomplished over a period of several months. Data
about the CollegeOs mission, accreditation, resources, assessment procedures, student
resources, and, of course, the curriculum was collected and prepared for presatation to
the Board of Regents. The final product was a document more than forty pages in length
which was forwarded to the board in February 2010. On March 1, 2010 the board
responded with a number of comments and questions, and indicated that it was
prepared to move forward with the final step in the approval process: a visit by an
accrediting team to the campus in May. Should the College complete this process
successfully, it will be able to begin marketing the program and recruiting students.

CONCLUSI ON

We believe there is a need for careeroriented or focused academic programs in the
twenty-first century, and we also would argue that a strong grounding in the liberal arts
will enhance the preparation of todayOs students for success in their respective
endeavors. Programs in homeland security education and intelligence studies are
excellent examples of these types of careepriented academic programs of study that
are currently in demand and likely to remain so for the foreseeable future. They also
offer the smaller liberal arts-focused institutions an excellent way to add innovative
offerings to their curricula, prepare their students for new career opportunities, and
contribute to enhancing the nationOs security.

We are also aware that programs in intelligence and homeland security education or
studies are new to academia and a great deal of discussion is underway in regard to their
acceptance as scholarly disciplines within higher education. Numerous issues need to be
resolved in order for these programs to achieve the status they seek as recognized
academic disciplines, including general agreement on curricula, the development of a
body of literature, the education and training of new generations of teachers and
scholars, the question of accreditation, and how scholars and practitioners can best
work together to bring this all about. From the inception of our intelligence studies
program, Notre Dame College has been actively involved in the process and will
continue take part in these considerations. Homeland security and intelligence
education is an arena where small colleges can make a notable contribution and should
not shy away from doing so.

As in any organization, higher education follows a life cycle; colleges and universities
are continuously beginning and ending programs. Unencumbered by a massive
bureaucracy, Notre Dame College has been able to employ talented resources to develop
programs that attract student interest because of future job opportunities.
Commitment, encouragement, and recognition by the administrative team is critical,
along with the ability to work in partnership with a talented faculty that shares the
commitment to the growth of the College, to the development of exciting and innovative
programs that reflect the institution Os mission, and that combine a rigorous liberal arts
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education with career-focused programs. There is definitely a place for the small private
liberal arts college in the realm of homeland security or intelligence education. We hope
that our efforts will e ncourage other institutions such as ours to take on the challenge of
contributing to the evolution of these programs into true academic disciplines while
taking on the challenge of preparing the next generation of security and intelligence
professionals.

Gregory Moore s professor of History and Political Science, director of the Center for
Intelligence Studies and Chairperson of the Department of History and Political Science at
Notre Dame College in Cleveland, Ohio. He holds a doctorate in American Diplo matic History
from Kent State University. Dr. Moore may be contacted at gmoore@ndc.edu.

Kelley A. Cronin  is an associate professor at Notre Dame College of Ohio. She is the author
of a book chapter and several recent publications in the areas of homeland security, policing,
and administrative theory.

Mary B. Breckenridge serves as the vice president for Academic Affairs at Notre Dame
College. Dr. Breckenridge has a Bachelor of Arts in Political Science from Virginia Tech, a
Master of Science in Education from the University of Southern California, teaching
certification in Social Science and a doctoral degree in Educational Leadership from Indiana
University of Pennsylvania.

Dr. John Hatzadony is an assistant professor of Intelligence Studies at the Notre Dame
College Center for Intelligence Studies in Cleveland, Ohio and director of the forthcoming
graduate program in Security Policy Studies . He holds a PhD in Political Science from Case
Western Reserve University and is a Certified Anti Money Laundering Specialist
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APPENDIX

Notre Dame College
Security Policy Studies Program Goals and Objectives

GOAL 1: Provide future public and private leaders with the necessary framework and
practical skills to succeed in contemporary and future security environments.

¥ Objective 1. Understand and apply the process of designing and implementing
policy to protect the safety and freedom of the public.
o0 SPS 510: Security Policy and Program Analysis
o0 SPS 530: Critical Infrastructure: Th reat Analysis and Resiliency
0 SPS 550: Analytical Crisis Exercise Program
¥ Objective 2: Demonstrate an understanding and appreciation of the legal and

ethical dimensions of personal and professional judgments to be applied in the
private or public sector and in positions of leadership.

o0 SPS 500: Leadership, Ethics and DecisiorMaking
0 SPS 511: Issues in Homeland Security
0 SPS 550: Analytical Crisis Exercise Program
¥ Objective 3: Compare, contrast and analyze different risk management
methodologies for resource alocation based on threat, probability and magnitude.
o0 SPS 510: Security Policy and Program Analysis
o0 SPS 531: Strategic Intelligence & Warning
0 SPS 550: Analytical Crisis Exercise Program

GOAL 2 : Prepare students to develop strategies, plans and programs forman-made
and natural incidents across the spectrum including: terrorism, mass -casualty events
and pandemic outbreaks:

¥ Objective 1: Evaluate current homeland security policies, strategies, operational
theories and issues from both domestic and international perspectives.
0 SPS 511: Issues in Homeland Security
0 SPS 550: Analytical Crisis Exercise Program
o0 SPS 610: Transnational Threats

¥ Objective 2: Describe and critically analyze policy issues related to cooperation
among the international community, state gover nments, local jurisdictions and
private industry in facilitating intelligence operations, infrastructure protections and

resiliency, emergency preparedness, responses to terrorism and terrorist incidents
and the development of homeland security.

0 SPS 520: Terrorism & Counterterrorism
o SPS 530: Critical Infrastructure: Threat Analysis and Resiliency
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SPS 531: Strategic Intelligence & Warning

SPS 550: Analytical Crisis Exercise Program
SPS 610: Transnational Threats

SPS 620: Biodefense and Disease Surveillance

o O O O

¥ Objective 3: Understand, explain and respond to the vast array of transnational
man-made and naturally occurring threat vectors from areas other than the
studentOs specialty field (including, but not limited to: detection sensors, target
hardening, crowd control, public health and event planning).

0 SPS 520: Terrorism & Counterterrorism

SPS 540: Geopolitics

SPS 550: Analytical Crisis Exercise Program
SPS 620: Biodefense and Disease Surveillance
SPS 630: Science, Technology and Security

O O O O

GOAL 3: Prepare students to contribute to the development of the emerging discipline
of homeland security through the application of domestic and international security
policy analysis, related theories and research into effective practice.

¥ Objective 1: Demonstrate the critical thinking and reasoning skills necessary to
provide leadership and support to the public/private security community.

SPS 500: Leadership, Ethics and DecisionrMaking

SPS 510: Security Policy and Program Analysis

SPS 531.: Strategic Intelligence & Warning

SPS550: Analytical Crisis Exercise Program

SPS 640: Capstone |

¥ Objective 2: Critically analyze current security policies and practices and be able to

apply decision-making tools and methodologies in order to foster and implement
ideas to resolve or overcome dfficult homeland security issues.

0 SPS 510: Security Policy and Program Analysis

0 SPS 550: Analytical Crisis Exercise Program

0 SPS 640: Capstone |

0 SPS 641: Capstone Il

¥ Objective 3: Contribute original research and scholarship in order to advance the

development and growth of the academic discipline.

0 SPS 640: Capstone |

0 SPS 641: Capstone |l

o O O O O
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1See the Homeland Security Defense EducationConsortium recommendations at
http://www.chds.us/resources/uapi/HSDEC_Graduate_Course_Recommendations.ppt and
http://www.chds.us/resources/uapi/mcc_final_brief ver_2.ppt . To date the International Association
for Intelligence Education (IAFIE) has not made any recommendations regarding curricul a for
intelligence education studies programs at the college/university level. Dr. Moore participated in the
HSDEC 2009 Model Undergraduate Curriculum conference, and serves a vice dair of IAFIE.

2 The Homeland Security Defense Education Consortium Association (HSDECA) is seeking recognition
from the Department of Education as an accrediting body for Homeland Security Education; IAFIE is in
the process of considering whether or not to attempt to become an accrediting body for intelligence
education or intelligence studies programs.

3 Students select from courses in Chinese, Japanese, Indian, Middle Eastern, African, or Latin American
History.

4 Today, as a result of Notre Dame CollegeOs entrance into distance learning, the certificate progras have
ceased to offer faceto-face courses. The certificate programs have been revampe and will now offer four
eight-week online courses. Conversion of the certifcate courses to an online format is presently underway
and is scheduled for completion by June 2010.

5 These programs are offered & Mercyhurst College and the University of Detroit Mercy.

6 Interim iterations of t he curriculum were as high as forty-eight credit hours (one faculty member
advocated a sixty-credit curriculum) , but this was eventudly reduced to a traditional thirty -six-credit
course of study.

7 Program goals and objectives may be found in the appendix included at the end of this article.

HOMELAND SECURITY AFFAIRS, VOLUME VI, NO. 2 (M AY 2010) Www .HSAJ.ORG



Homeland Security: An Aristotelian Approach to
Professional Development

Philip J. Palin

Homeland security may be emerging as a new profession.Ilt need not B | will argue
should not B become another specialization. Claiming the core characteristics of a
profession is how homeland security can best serve the public interest.

For much of Western history there have been three learned professions: the
priesthood, lawyers, and physicians. The learned professions have been distinguished
from other occupations by three characteristics:

1. An extended period of education and apprenticeship focused on mastery of a
shared body of literature and way of thinking.

2. Those successfully completing education and apprenticeship have professed a
self-sacrificing commitment to serving society, abiding by shared principles of
ethical behavior, and advancing transcendent goalsb e.g. spiritual salvation,
justice, and human healing.

3. Substantial freedom to self-organize and selfregulate as a community of
professionals.

The three core characteristics are tightly linked. The selfsacrificing pursuit of
transcendent goals has justified the freedom to <lf-organize and selfregulate.
Professional education traditionally focused on the ethos of the profession as much as
the specific skills of the profession. When (I might write, as) self-regulation has failed,
the process of professional preparation has been blamed, and the profession has
suffered reduced social esteem, independence, and effectiveness.

Over the centuries other ocaupations have been conspicuous and honored. But
without all three of these characteristics the other occupations have not B until quite
recently B been considered professions. In the modern era architecture, engineering, the
military, accounting, journalis m, and many others have aspired to become professions
by emulating the three core characteristics of the traditional learned professions.

Today, across the Western world, there is a diluted sense of professionalism This has
profoundly affected the three learned professions. In particular, the ethos of self-
sacrifice can sometimes seem difficult to find among either the traditional or parvenu
professions. But if there is to be any longterm value to homeland security as its own
field of academic study, it will emerge from a process of professional preparation that
reflects the society-serving, transcendent, and selfsacrificing ethos of a true profession.

If we are to be professionals, what do we profess?How do we behave? Who do we
serve? What is the goal & our service? What ought we be prepared to sacrifice?

Taking Vows

A professional is someone who professes, who declares publically a certain
commitment; usually someone who makes a vow or swears an oathPerhaps the best
known professional oath is that of Hippocrates, administered to physicians for nearly
2,500 years. The Hippocratic Oath is mostly about what the physician will not do. A
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professional is sufficiently aware of self and context to exercise mindful restraint: Do no
harm.

The homeland we seek b secure has emergedrom the Constitution. The homelandOs
physical aspects havechanged dramatically over time. What has largely persisted is the
set of principles, simple rules, and relationships set out in the Constitution. The
founders put in place effective processes for a certain sort of comingto-be.

The profession of homeland security should not impede the ability of the people to
Oform a more perfect Union, establish Justice, insure domestic Tranquility, provide for
the common defence, promote the general Welfare and secure the Blessings of Liberty to
ourselves and our Posterity.O Fundamental to being a homeland security professional in
the United States should be to do no harm to the Constitution.

The tensions between securityand liberty are real. Those who specialize in security
will, with the best of intentions, seek to protect and defend the nation with whatever it
takes. Homeland security professionals should honor the expertise and intentions of
security specialists. But homeland security professionals have a different role.

There are also those who specializein liberty. With a passion and integrity equal to
the security specialists, zealous advocates of liberty will resist any step that might lead
us down the slippery slope to tyranny. Homeland security professionals should honor
the expertise and intentions of those who specialize in liberty. But homeland security
professionals have a different role.

Others pursue specific elements that reflect the boundaries and possibilities woven
into the Constitution. As a profession homeland security is focused on preserving and
advancing the constitutional system through which the specific elements contribute to
an ongoing process of the whole fulfilling its potential and becoming completely itself.

Less widely known than the Hippocratic Oath is the Lawyers Oath, yet something
very similar to the Michigan example (shown on page 5)is administered to new lawyers
in the vast majority of jurisdictions. Once again, there is considerable attention to
restraint.

The LawyerOs Oath also includes a positive obligation to advance the cause of justice,
regardless of personal cost: Owill never reject, from any consideration personal to
myself, the cause of the defenseless or oppressed, or delay any cause fordie or
maliceEO

The long tradition of pro bono publico B lawyering without compensation for the
public good b reflects this professional commitment. While not fully articulated in the
Hippocratic Oath, a similar ethos can be found in hundreds of free public medical
clinics, the work of Doctors Without Borders, and similar cases of free medical careThe
distinction often made that pay is what differentiates amateurs from professionals is a
perversion. Fulfilling obligations without concern for compensatio n is fundamental to
being a true professional.
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What is so fundamental to the practice of homeland security that it should, if
necessary, be performed without concern for budget, compensation, or other aspects of
OlucreO?

Recently | taught an advanced Terrorism Liaison Officer class in California. The class
completed a regional analysis of threat, vulnerability, and consequence. The final
assignment was to deliver an intelligence brief on the highest risk identified.
Surprisingly two separate teams identified the same place and institution. Moreover, the
process led theclass to perceive the risk they had identified as much more than just an
academic exercise.

The intelligence briefing targeted the senior security official at the high-risk
institution. 1 role-played the senior security official. A federal law enforcement officer
and a local firefighter teamed to give one of the briefs. The brief reflected the prior
expertise they each brought to the broader homeland security goal. They also
incorporated strategic and analytical skills covered in the class.

During the bri ef | resisted a bit. As | resisted, the briefing team gradually moved from
an objective stance B which my instructions had encouraged D to something close to
advocacy. After the brief one of the other students questioned the shift in tone: Ols it
appropriate for a professional to push as hard as they did?0

| acknowledged the concern as appropriate and asked the briefers if the shft was
purposeful. They would have preferred to keep a more objective stance, the team
explained, but the decision-maker (the role | was playing) did not seem to be listening.
They felt compelled to push. From their perspective, the risk was real, OeverimminentO
as one of them said. They recognized there could be career consequences from pushing
too hard, but their professional ju dgment regarding the risk to the public required such
action.

The Hippocratic Oath requires that in serving patients the physician will act,
Gxaccording to my ability and judgment; | will keep them from harm and injustice.O How
should homeland security education help aspiring professionals recognize those
moments when their professional obligations require potential self -sacrifice? How can
we prepare them to engage such momen$ courageously and effectively?How can we
strengthen both ability and judgment?

Embracing Ambiguity

There is a particular need for homeland security professionals to have the ability and
judgment to deal with ambiguity, uncertainty, and complexity. Where the issues at hand
are definable, understandable, and predictable, homeland secuity is not needed.

When the expertise of others has the issue weHin-hand, homeland security
professionals should defer to such eyertise and exercise restraint. But when the
challenge exceeds the experience, perspective, or knowledge of such experts, heeland
security professionals should be able to helpfully frame the situation, explicate the
context, and probe for innovative approaches to engage the ambiguity.
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There is also a role for homeland security professionals when experts try to force
novel problems into traditional definitions . This is the innate hubris of experts. An
expert scans his or her environment for repeating patterns and categories of patterns. A
homeland security professional should scan for aberration, randomness, and change.
Such preparation goes beyond typical approaches to training or education.

Aristotle gives us two different B but related D types of knowledge: episteme is
knowledge of objects that do not change, while techne is knowledge of objects that
change? Both sorts of knowledge are valuable. But within AristotleOs concept otechne
we can find theory and practice, art and sciernce, flexibility and discipline. Aristotle
explains that techne is Oa productive capacity involving true reasoning.®My summary:
techne is the reasoned application of theory to practice and the assessment of theory
through practice.

The natural, accidental, and intentional threats around which homeland security has
emerged have prehistoric pedigrees. A wide range of expertise exists to prevent,
mitigate, and otherwise engage these threats. For Aristotle such threats are thematerial
components of reality.

While earthquake, pandemic, and the evil we do one another are persistentb and
may even be predictableb the immediate expression or form of the material depends on
a range of contextual contingencies that seriously complicates accurate prediction of the
threatOs effectAs context changes, how the threatis expressed will also change.
Homeland security can contribute most by attending closely to context and
interdependencies within the context. For example the urban density of South Florida is
an important i ssue of changing context. Hurricane seasons are persistent.

Since the Enlightenment, Western science has profitably focused on uncovering
unchanging and predictable patterns. Yet today much of our cutting-edge science is
focused on what cannot be predicted As an academic field and a profession homeland
security will contribute most when it focuses on change.

AristotleOs classic notion oftechne b as a way to engage chang® resonates with
contemporary work on Complex Adaptive Systems (CAS).In both techne and CAS we
recognize the key role of randomness. As Aristotle wrote, OChance andechne are
concerned with the same objectsETechne loves chance and chance lovesechne.3 Even
where there is specific intention, chance persists in both complicating and
complementing what we earnestly intend.

Since Isaac Newton we have learned a great deal abdunechanistic cause and effect.
But there is an increasing awareness that NewtonOs universis not our only universe. In
biology, sub-atomic physics, human society, and more it is often not possible to predict
an activityOs outcome.lt is possible to observe B and come to better understand B
behavior and outcome by recognizing the relationships involved in the activity.

Developing a deliberate framework for engaging the reality of change b a reality of
becoming D is at the core of any meaningful academic treatment of homeland security.
Testing and refining this framework in practice is essential to any meaningful profession
of homeland security. AristotleOs notion oftechne is such a framework.
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Acting and Reflecting

Aristotle is keen to distinguish between poesis and praxis .* Poesisis activity to finish
something: a poem, a building, a criminal case. The activityOs meaning is established by
how it is finished. Praxis is an ongoing, never finished yet seli-fulfilling activity. With
praxis the activityOs meaning is established by how the activityOs purpose is advanced.

When law enforcement is understood as making an arrest, it is poesis. When
firefighting is defined as suppressing a fire, it is poesis. But when these and other
specializations are reconceived as, for example, protecting the community, they have the
potential to become examples of praxis. Rather than something that can be finished,
praxis is an ongoing process of becoming.

Poesis and praxis require different skills and mind sets. While poesis finishes its
activity, it typically does not cre ate anything fundamentally new. Aristotle suggests
poesis is often a repetitive and imitative activity without creative purpose. Praxis, in
contrast, is able to give an account of its purpose(s) and adapt to changing conditions for
achieving its purpose. Praxis self-organizes on the edge of chaos, spawning variety and
creating new possibilities.

Praxis is action. At its best praxis is thoughtful, purposeful, imaginative, and creative
action. Techneinforms how action is taken. Action or, rather, reflection -on-action also
informs techne. Becausetechne is knowledge of objects that have variability and that
change, action creates the potential for new knowledge. Aristotle explains,

Now experience seems to be almost the same as knowledge of things that do not
change (episteme) or knowledge of things that change (techne), but for human
beings episteme and techne result from e)perience, for experience makes
techneE but inexperience makes chance. Techne comes into being when out of
experience comes many conceptions and one universal judgment arises about
those that are similarE We think that knowing and understanding are present in
techne more than is experience and we take the possessors of techne to be wiser
than people with experience only, as though in every instance wisdom is more
something resulting from and following along with knowing; and this is because
the ones know the cause while others do not. For people with experience know
the what, but do not know the why, but the others are acquainted with the why
and the cause®

Just as techne informs praxis and is informed by praxis, so is praxis informed by
practical reasoning (phronesis). There can be a disciplined way of reflecting on action
and the results of acting. Nancy Sherman, a Georgetown University professor of
philosophy explains, OAristotle insists that the good life is a life studying oneOs actions,
choices, and envotional responses, and studying them in a way in which one remains
open to criticism and reform.0¢

Aristotle is especially interested in reasoning about and reflecting on particular
actions in particular situations. Because change is fundamental, Aristotle insists we
must carefully consider both unchanging matter and changeable form. Unlike
Socrates/Plato, in Aristotle there is no immutable model of justice, beauty, truth, or any
other excellence. Rather, there is the best possible outome in a particular situation. An
Aristotelian approach to homeland security is not paralyzed by the vision of some ideal
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outcome. It will, instead, be concerned with the best possible given the concrete realities
at hand.

Reality is composite. It is made up of what changesand what persists. To be wise is to
be realistic. So our reasoning must give attention to the material elements of reality that
do not change and how the material assumes new forms in response to changing
context.

All perceptible independent things have material. And what underlies something

is its thinghood, and in one sense this is the material (and by material | mean that
which, while not being actively a this, is a this potentially), but in another sense
what underlies something is its articulation and fo rm, which being a this, is
separate in articulation; and a third sort of underlying thing is what is composed

of these, of which alone there is coming into being and destruction, and which is
separate simply.”

It is precisely AristotleOs embrace of changand his situational ethic that is so effectively
calibrated with the needs of homeland security.

Despite manifest evidence of constant change, our intellectual and operational habits
are more Platonic than Aristotelian. Despite the demonstrated unpredictability of
Quantum Mechanics, we still prefer Newtonian certitude. This is especially true of our
typical approach to organizational management where we continue to worship at the
altar of Frederick TaylorOs vision of systematic efficiency: seeking predictale answers
that are always right.

Aristotle warns of such excess. Plato is not wrong, but PlatoOs insights must be
applied to fit the specific case. Newton is not wrong, but Newton is only right in certain
contexts. Frederick Taylor continues to have value in some situations, but not in all.
Because change is realjudgment is required. Judgment, reason, principled reflection,
phronesis can be learned. This is fundamental to any homeland security curriculum.

A significant portion of AristotleOs body of wak is committed to explaining phronesis
and how it is learned. Hans-Georg Gadamer heroically attempts a summation,

The old Aristotelian distinction between practical and theoretical knowledge is
operative here b a distinction which cannot be reduced to that between the true
and the probable. Practical knowledge, phronesis, is another kind of knowledge.
Primarily, this means it is directed towards the concrete situations. Thus it must
grasp the OcircumstancesO in their infinite varietyE this kind of knowledge exists
outside the rational concept of knowledge, but this is not in fact mere resignation.
The Aristotelian distinction refers to something other than the distinction
between knowing on the basis of universal principles and on the basis of the
concrete. Nor does (this) mean only the capacity to subsume the individual case
under a universal category B what we call Ojudgment.O Rather there is a positive
ethical motif that merges into the Roman Stoic doctrine of sensus communis.
The grasp and moral control of the concrete situation require subsuming what is
given under the universal b that is, the goal that one is pursuing so that the right
thing may result. Hence it presupposes a direction of the will B i.e., moral being.
That is why Aristotle considers phronesis an Ointellectual virtue.O He sees it not
only as a capacity, but as a determination of moral being which cannot exist
without the totality of the Oethical virtues,O which in turn cannot exist without it.
Although practicing this virtue means th at one distinguishes what should be done
from what should not, it is not simply practical shrewdness and general
cleverness. The distinction between what should and should not be done includes
HOMELAND SECURITY AFFAIRS, VOLUME VI, NO. 2 (MAY 2010) www .HSAJ.ORG



PALIN, AN ARISTOTELIAN APPROACH 9

the distinction between the proper and improper and thus supposes a moral
attitude, which it continues to develop. 8

In the concrete context of homeland security what are GadamerOB and AristotleOD key
take-aways? Thisis Oanother kind of knowledge.@hronesis reasons about change, what
is unpredictable, shifting and uncertain. As such, it is especially appropriate to the
natural, accidental, and intentional threats of concern to homeland security.

Phronesis is, among other things, reasoning that articulates the shared wisdom of a
community. It requires participation , collaboration and deliberation across whatever
boundaries divide a community. This is especially valuable to homeland security where
threat, vulnerability and consequence are characteristics of neighborhoods,
communities, and regions.

Phronesis depends am a clear purpose. To effectively practice phronesis homeland
security must make clear its targets and intended outcomes. Given that our homeland
security purpose is X, Y, Z and not A, B, or C, what do we know and how can we advance
our purposes using what we know?

Phronesis requires a moral capacity and commitment. We are, | suggest, back to
taking vows. OMoral excellence comes about as a result of habitE no aspect of moral
excellence arises in us by natureE states of character arise out of like activities This is
why the activities we exhibit must be of a certain kind; it is because states of character
correspond to the difference between these.©

Fundamentals of Professional Development for Homeland Security

Western education has, especially in the lastsixty years, suffered from misapplication of
Newtonian princ iples to all sorts of learning. The profound success of science since the
Enlightenment engendered envy among other academic disciplines. Envy encouraged
emulation. Emulation has resulted in awkward B even perverse b efforts to apply
knowledge of what does not change to contexts that are constantly changing.

As a new or, at least, potential discipline, homeland security can avoid this dead end.
Academic programs in homeland security should focus on the properties of change.
What do we know about change?

We know that change is explored through action and principled reflection on action.
This is AristotleOspraxis. By combining what we know about what changes and what
does not changeb about both material and formal reality B we can begin to accuraely
observe reality as a whole.The disciplines of praxis are essential to any profession of
homeland security and should be prominent in any academic preparation for the
profession.

Did our action produce a resut consistent with our purpose? Did we understand our
purpose sufficiently to calibrate it with what we know about change and changelessness,
about material and formal reality? Was our choice of action well-suited to reality? Did
we nudge emerging reality in our desired direction or did we unleash an unintended
consequence that upended our purpose? These are questions ophronesis: practical
reasoning over purposeful action. Learning to ask such questions may be the most
important aspect of academic preparation for the activity of homeland security.
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What these three interactive processes of learning do not tell usb cannot tell us b is why
we act. What function does homeland security fulfill? What is the purpose(s) of
homeland security? Without such purpose it is difficult to assess the value of what we
learn. This is, though, hardly unprecedented. Purpose b or what Aristotle calls telos D is
simultaneously of great importance and notoriously elusive. But here too Aristotle
provides some clues.

Given the prominence of change in AristotleOs work, he gives careful attention to the
sequence of emergencé? Each step creates preconditionsb even the causeb for each
subsequent step. Aristotle gives particular attention to four aspects of an object or
activity. By understanding the preconditions of homeland securityOs purpose, we might
better discern our purpose.

¥ Material Cause: Of what materials does homeland security consist? It consists of
various specializations B law enforcement, firefighting, emergency management,
public health, private security, intelligence, military, and many more. It consists of
risk management, prevention, mitigation, response, recovery, and other concepts
and practices.

¥ Efficient Cause: What knowledge is the Oprimary source of novement or restO
within homeland security? Is this, perhaps, unexpected death, injury, and
destruction? Certainly 9/11 and Katrina are specific efficient causes of what we
know as homeland security. Legislation, regulation, and funding cause movement
withi n homeland security. The efficient cause brings together the material from
which the object or activity emerges.

¥ Formal Cause: What is the Oessential formula and the classes which contain itE
and the parts of the formulaO that make the dject or activity r ecognizable?! would
argue that this has not yet been achievel in a coherent way. But we seem to be best
able to differentiate homeland security from its material components when there is
collaboration and strategic integration of the material components f ocused on
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meaningful aspects of the efficient cause. The formal cause is a particular
organizing of material.

¥ Final cause: To what end do the material, efficient, and formal causes point? What
is the essential function of homeland security? How is that fun ction fulfilled? What
is the telos of homeland security?

For Aristotle while purpose may be deliberate, it can also be innate. In organizing
material to achieve a particular form, we attempt to endow object or activity with
particular purpose. But the thing may have immanent purpose beyond any explicit
concept of form or function. To discern the final cause b the true purpose b of any
object or activity Aristotle encourages us to examine the relationships between material,
efficient, and formal causes and to study the outcomes of the object or activity.
Discerning homeland securityOs final cause is an appropriate and important academic
task. Itis not yet apparent. Often it is in dispute.

Doing Homeland Security

As with most of Aristotelian reality, homelan d security is a coming-to-be or a passing
away. If homeland security persists as a comingto-be it will find or craft a functionE
purposeE telosE that unfolds toward fulfillment, as an aco rn unfolds into an oak. If not
it will pass away.

While purpose is fundamental to AristotleOs understanding of reality, his sort of
purpose cannot be proclaimed by the White House, QHSR, or in a speech by the
secretary of homeland security. Each of these activities may contribute to knowledge of
the final cause or telos of this homeland security thing, but so will a host of other b and
often contrary b actions and intentions.

Aristotle argues that every activity, such as homeland security, has two beginnings:
that of resolve (ou eneka) and that of movement (ou kenesig. We can certainly perceive
movement in homeland security. Can we perceive resolve?

| perceive a multiplicity of resolves. Depending on the specifics of threat,
vulnerability, consequence, and each perceiverOs angle on each object or activity, resolve
proliferates, complicates, and occasionally complements spawning reverberations
worthy of the most complex fractal.

Any academic treatment of homeland security must engage both random movement
and this multiplicity of resolves . As Aristotle shows us, there is vallte in an organized,
explicit effort to categorize experiences and make sense of the various elements and
relationships that constitute experience. We can be surprised to find predictability
where, in the absence of careful examination, we assumed there wasonly ceaseless
change. Or where we confirm change, careful examination and explanation may help us
know the characteristics of change.

But while an academic engagement with homeland security may helpfully describe its
reality, the thing -itself will be created from practice. The telos of homeland security, if
any, will emerge from its praxis.

This brings us back to being a profession, which is largely about what we will profess
as our purpose. Professing does notb as we can see in the behavior of many lawgrs,
physicians, and priests b ensure the purpose is achieved or even consistently embraced.
But professing may have some influence on how the comingto-be will unfold.
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Acknowledging we seldom achieve all that we undertake, regardless of strength or
sincerity, what might be the long -term outcomes of a profession seriously engaged in
actualizing the following?

| resolve to fulfill according to my ability and judgment this public
commitment:

| will preserve and protect the Constitution of the United States of
America.

| will apply all that | know to preserve and protect the people of the United
States; | will keep them from harm and injustice.

| will increase my knowledge of threat, vulnerability, and consequence;
seeking to deal responsibly and realistically with risk.

| will increase my knowledge of collaboration, deliberation, decision, and
action; seeking to prevent harm and strengthen resilience.

| will honor the relationships that emerge from shared learning and doing.

| will embrace change and variability as susceptible to understanding,
imagination, and creativity.

| will avoid mistaking personal preference for considered judgment and will
daily endeavor to strengthen the humility, knowledge, awareness, and
discipline whereby | may contribute, along with others, to a true and
reasoned capacity to act with regard to what is good or bad for
humankind.**

Intention is not sufficient to do good, but it is something. If a hundred or a thousand or
ten thousand share similar intentions B and act with intention ® how might this shape
emerging reality?

Homeland security is emerging. It is changing. Homeland security is of the class of
knowledge in which change is continuous. As professionals B and as those trying to
prepare professionals b we can share wha we know about change, we can share what we
know about choosing and acting in the midst of change, and we can reflect together
about how we might more effectively choose and act in the future. Our reason is limited,
but it is the best we have to offer.

Philip J. Palin is a research f ellow with the Pace University graduate program in
Management for Public Safety and Homeland Security Professionals. He is the principal
author of the Catastrophe Preparation and Prevention series from McGraw -Hill. Other
publications include Consequence Managemen{2008) and Threat, Vulnerability,
Consequence, Risk(2009). Mr. Palin chaired the General Preparedness Working Group of the
Obama presidential campaignOs Homeland Security Advisory Council. He is a former college
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president, foundation executive, and corporate chief executive officer. Mr. Palin can be
contacted at ppalin@nisp.us.

1 Aristotle, Nicomachean Ethics, 1139, ab. The quotations and analysis of Aristotle noted in this essay
draw on the Nicomachean Ethics and the Metaphysics. Citations reflect the so-called Bekker number of
the quotation. There are many translations of Aristotle. In the mid-19th century Immanuel Bekker
produced an authoritative corpus of AristotleOs original Greek for the Prussian Acdemy of Sciences.
Bekker numbers allow a reader to identify the place of a reference regardless of translation, layout, or
other variations. | have sometimes given my own twist to the translation. As a result it would be wrong to
share blame with other translators | may have consulted. With Aristotle it is worth remembering that
most of what has come down to us are roughdraft lecture notes, not carefully crafted final drafts.
Reasonable people may disagree over AristotleOs meaning. | expect this ambigyihas much to do with
why Aristotle can be so perpetually fresh.

2 Nicomachean Ethics, 1140.

3 Nicomachean Ethics, 1139.

4 Metaphysics, 1069.

5 Ibid.

6 Nancy Sherman, Making a Necessity of Virtue: Aristotle and Kant on Virtue (Cambridge University
Press, D97), 245.

7 Metaphysics, 1042.

8 Hans-Georg Gadamer, Truth and Method (Continuum Press,1998), 21:22.

9 Nicomachean Ethics, 1103.

10 Metaphysics, 1013

1 The final phrase, OF true and reasoned capacity to act with regard to what is good or bad for

humankind Gis from Nicomachean Ethics, 1112and is key to AristotleOs definition ofphronesis.
!
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Partnership in Progress: A Model for Development of a
Homeland Security Graduate Degree Program

Cheryl J. Polson, John M. Persyn, and O. Shawn Cupp

INTRODUCTION (HOW IT BEGAN)

Following the devastating terrorist attacks of 9/11, all of American society began to
reexamine our homeland security procedures and paradigms. Ultimately, this scrutiny
led to dramatic policy changes and reorganization at the highest levels of the federal
government and to significant enhancements in emergency services training and
security at the local government and community levels. Higher education did not escape
this review, either, as leaders sought ways to enhance knowledge and skills of homeland
security professionals as a means to mitigate future threats to the homeland. In 2002,
David Mcintyre offered a scathing critigue of the homeland security education
landscape that existed in those early days of this national self-examination:

There is no nationally recognized program of higher education at all. In fact,

there is no generally accepted curriculum for homeland security, because there is

no generally accepted body of knowledge upon which to base an academic

disciplineE.

Worse, there is no tradition of education for the senior practitioners of

homeland security. Mayors, business leaders, staffs, and senior officials generally

learn by doing: they donOt even know what concepts and organizing principles

are missing.?!
In the seven years since Mcintyre offered his critical perspective on homeland security
higher education, some things have changed B and some have not. Yes, the national
emphasis on homeland security has soared, illuminating the critical need and demand
for quality educational programs that provide professionals the fundamental knowledge
and skills to meet the current and future diverse national homeland security
requirements. In turn, this has led to the creation of some government-sponsored
educational programs, including the Center for Homeland Defense and Security (CHDS)
masterOs degree program and the Department of Homeland Security University Systen.
Additionally, the Homeland Security and Defense Education Consortium (HSDEC) was
founded to address educational issues relevant to the homeland security and homeland
defense enterprise as the emerging academic discipline continues to mature and take on
increasing significance.®  Augmenting these efforts are the hundreds of academic
institutions that have initiated or expanded existing degree programs in response to the
pivotal events of 9/11. In 2007, the Homeland Security Education Survey Project
reported there were 215 homeland security-related degree and certificate programs?
Just two years later, that number has grown significantly, as evidenced by the 271
programs listed on the CHDS partner institutions web page. ®

Yet, despite this expansion of available programs, some of the challenges of 2002 still

linger as colleges attempt to meet the increasing demand for quality degree and
certificate programs in homeland security and emergency management. As the numbers
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continue to grow, the question more and more prospective providers will be, or should
be, asking is: How can we build an effective, viable homeland security graduate
program? As Christopher Bellavita and Ellen Gordon observed, there is certainly no
shortage of alternative approaches with Oat least four dozen ways colleges, universities,
agencies, and textbook publishers have conceptualized homeland security education.®
Still, some suggest that the availability of quality graduate programs continues to trail
behind demand by homeland security professionals.” Anecdotal and limited empirical
evidence from several sources supports this view. Examples include the continuing
growth in the number of institutions offering graduate programs, as well as anecdotal
comments by program managers of new programs describing the dramatic growth in
enrollments. The vast size of the homeland security professional community and its
forecasted continued growth provides ancillary evidence of the associated need for
additional quality educational programs D at least some of them at the graduate level®

This article describes a collaborative endeavor by two complementary graduate
education providers to build an interdisciplinary graduate degree program that helps
meet this growing demand for quality, effective, and viable homeland security
educational programs. In the Midwest, this program begins the Otradition of educationO
for homeland security professionals that McEntyre found lacking by augmenting their
experience-based knowledge with academic study of the key concepts and organizing
principles relevant to the field.

In order to provide the context for how the program was developed, and how it will be
situated in the homeland security profession, this article addresses three inter-related
components of the Kansas State University (K-State) and U.S. Army Command and
General Staff College (CGSC) Homeland Security Graduate Degree Program
development. First, to provide the historical context, a brief overview traces the
evolution of homeland security graduate education since 2001. Next, the article reviews
the literature relating to identification of fundamental elements that experts and
scholars have suggested should constitute a graduate homeland security curriculum.
Finally, the article details the process used to develop the K-State/CGSC Homeland
Security Graduate Program. This discussion is offered as an aid to others involved in or
considering the development of their own regionally-responsive homeland security
graduate degree program.

THE EVOLUTION OF HOMELAND SECURITY GRADUATE EDUCATION

Who We Are and Where We Are Going

Kansas State University (K-State) and the U.S. Army Command and General Staff
College (CGSC) both have expertise of value in developing a homeland security graduate
degree program. This program takes advantage of that expertise while building upon an
already well-established history of collaboration that began in 1990.

K-State has existing courses and expertise in six different colleges addressing
homeland security-related issues. Key areas include food safety, agriculture security and
emergency planning, cyber-infrastructure and cyber-security, all-hazards emergency
operations and planning, and infectious disease (human, animal and plant) parameters
impacting public health. A particular strength is found in the food-animal disease arena,
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with curriculum development within the Colleges of Veterinary Medicine, Agriculture,

and Arts and Sciences. K-StateOs expertise in this focus area led the U.S. Department of
Homeland Security (DHS) to select the university as a Center of Excellence for
Emerging and Zoonotic Animal Diseases?® In that capacity, K-State will develop and
validate vaccines, create innovative devices to detect and diagnose threatening diseases,
and help implement systems to curtail human and animal disease threats. Additionally,
the U.S. Department of AgricultureOs Arthropod-Borne Animal Disease Research Unit is
relocating to K-State.'® These activities have validated the DHS decision to site the
National Bio and Agro-Defense Facility on land contiguous with K-State at Manhattan,
KS.

The U.S. Army Command and General Staff College is the largest graduate-level
military service college in the United States and is accredited by the Higher Learning
Commission of the North Central Association of Colleges and Schools (NCA) to grant a
Master of Military Art and Science degree.!! The ten-month curriculum emphasizes
development of mid-career and senior officer skills in planning and conducting military
operations B essential military skills that frequently parallel those required by homeland
security professionals in the field.'?> Moreover, many CGSC faculty and students bring
with them real-world training and experience commensurate with many of their
homeland security professional peers: most have confronted the challenges associated
with combating terrorism, protection of critical infrastructure, or consequence
management through their participation in foreign security assistance missions around
the globe; many have also assisted with domestic and international disaster assistance
activities supporting relief efforts such as Hurricane Katrina, the tsunami in Indonesia,
or the recent Haiti earthquake. 13

As professionals in homeland security have learned, if relationships are established
with counterparts in other key agencies before a crisis, then coordination after a crisis is
more responsive and more effective. Despite their separate chains of command and
their unique roles and responsibilities, military and civilian groups are often called upon
to work side by side in crisis response and disaster assistance operations. While some
critics might be concerned by increased military influence in domestic security-related
matters, dealing with the complexities and uncertainties of the homeland security
environment requires the high-level critical and creative thinking that results from
considering the multiple perspectives that are reflective of a diverse group of homeland
security practitioners and professionals. Combining these groups in educational
programs can help to limit the impact of training and communications differences that
otherwise might not be evident until they find themselves in the midst of a large-scale
incident. Furthermore, this interagency and civil-military integration during homeland
security planning processes may also have significant crisis deterrent or prevention
possibilities. This opportunity for direct classroom integration of these two diverse
groups of military and civilian homeland security professionals represents a key
strength of the collaboration between K-State and CGSC. Complementary opportunities
for integration of diverse regional assets enhance this strength.

A number of regional facilities and capabilities also provide potential for interagency
educational integration. Ft. Leavenworth houses some of the most sophisticated
simulations capabilities in the military, including the National Simulation Center, “4and
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various simulation and exercise planning systems provided by and managed through the
CGSC Digital Leader Development Center!> While security classifications might
preclude participation by non-military personnel, the use of selected simulation
capabilities potentially could be expanded to include appropriately-cleared homeland
security professionals. A multi-use Homeland Security training facility, funded and
supported by the State of Kansas, offers an additional integrated educational
opportunity for homeland security professionals. Located at the Great Plains Regional
Training Center in Salina, KS, Crisis City provides a realistic simulation or exercise
setting in which to practice interagency planning or crisis response.'¢ Additionally,
within a one-hour drive of the Ft. Leavenworth campus are three key governmental
organizations that represent federal, state, and city homeland security entities. The
headquarters for Federal Emergency Management Agency Region VIl is located in
Kansas City, MO, just thirty miles to the southeast; the Kansas State Adjutant General,
dual-hatted as the Director of Emergency Management and Homeland Security, is
located in Topeka, KS, fifty-five miles to the southwest. Finally, the Mid-America
Regional CouncilOs Regional Homeland Security Coordinating Committee integrates the
Kansas City area emergency response efforts and maximizes the sharing and
coordination of resources among the various municipalities throughout eight counties in
Kansas and Missouri.l” Collectively, these regional resources and capabilities can help
provide a robust graduate educational experience for a diverse group of military and
civilian homeland security professionals.

Together, as other educational institutions have done before them, K-State and CGSC
have sought to fill a niche need for homeland security graduate education in order to
better serve homeland security professionals regionally. Toward that goal, program
developers have conscientiously and systematically addressed the complexity of issues
which surround building such a curriculum B particularly given the uncertainties
inherent in this new field of study. Equally important, rather than hastily constructing a
program by merely piecing together existing courses, this collaboration has focused on
building a core curriculum from scratch, informed by a review of current literature, and,
most importantly, a deliberate needs analysis of homeland professionals and other
stakeholders in the region. Program developers have placed priority on meeting the
regional homeland security educational needs, rather than on profiting from quick
implementation and rapid growth of enrollments.

Previous Approaches to Curriculum Development

Foremost in developing a new graduate degree program should be a commitment to
meeting identified needs of homeland security professionals at all levels. A review of the
literature highlights some of the prevalent curriculum development questions that must
be examined or considered. Even before the 9/11 attacks, the Office for Domestic
Preparedness (ODP) had sought to determine whether existing training programs were
meeting the needs of the various jurisdictions within the U.S. Department of Justice. In
August 2001, a collaborative team of training, education, and strategic planners, and
subject matter experts completed the ODP Training Strategy that focused on five key
guestions:

1. Who should be trained?
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2. What tasks should they be trained to perform?

3. Which training instruction/delivery methods and training sites should be paired
with which tasks to maximize success in training?

4. Which methods are most capable of evaluating competencies and performance upon
completion of training?

5. What gaps need to be remedied in existing training to assure consistency with the
findings of the training strategy? 8

From that study, ODP determined that key gaps existed in training programs associated
with the more complex upper-level leadership challenges requiring critical thinking and
problem-solving approaches; filling these gaps would require an educational, vice
training, approach. With the 9/11 attacks just one month later, the ODP
recommendations gained momentum, and in April 2002, the U.S. Department of
Justice (DoJ) and the U.S. Department of Defense (DoD), with the support of Congress,
signed an interagency agreement to establish the Center for Homeland Defense and
Security (CHDS) at the Naval Postgraduate School in Monterey, CA° The Center
immediately embarked on building the first post-9/11 homeland security graduate
program incorporating an evidence-based curriculum D that is, a curriculum designed
around policy, practice, and program needs identified through empirical research. 2°

In January 2003, CHDS welcomed its first cohort of students into a new, inquiry-
based homeland security masterOs degree program. This program was an innovative
approach to serve the homeland security educational needs of senior leaders of local,
state, and federal government agencies across the country. From that initial start, the
program has grown steadily. The Center has established the Executive Leaders Program,
a certificate program designed to meet the needs of senior leaders who prefer a shorter,
more focused program. It has also created the Mobile Education Team program to
provide strategic-level seminars to governors and their cabinets and major urban area
leaders.?! The expanded CHDS role now also includes development and stewardship of
the Homeland Security Digital Library, publication of the Homeland Security Affairs
Journal, and the encouragement of professional networking among higher education
institutions through the University and Agency Partnership Initiative (UAPI). 22

The CHDS program is a sound model for development of a quality graduate program
and addresses a need defined by national leaders to fill a critical gap in graduate-level
education. In the CHDS approach, a needs analysis of the national shortfalls led logically
to the development of a nationally-focused, broad-based masterOs degree program.
Students participating in that program have represented all areas of homeland security,
every level of government, and most of the fifty states. The impact of CHDS is
unmistakable.

Despite the success of the CHDS programs, they still only serve a small segment of
the homeland security profession. Because of congressional prohibitions, the CHDS
program is not available to private-sector attendees B an educational gap that must be
served by other institutions. For eligible public-sector applicants, acceptance into the
CHDS masterOs degree program is a highly competitive process; only 28 percent of those
who complete the entire application process are selected into the program. As of
December 31, 2008, 262 students had earned masterOs degrees through CHI3S.Yet,
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there were at least an additional 1,000 who completed the entire application process but
were not admitted, and an estimated 9,000 who began, but did not complete the
application process.?* Clearly, there are thousands of homeland security officials and
professionals throughout the country who would benefit from a homeland security
graduate degree, but who are not eligible for the CHDS masterOs degree program.

In light of the capacity limitations of CHDS, homeland security professionals created
a parallel demand for alternative opportunities offered through other accessible
homeland security educational providers. As a result, hundreds of academic, credit-
bearing, undergraduate and masterOs degree programs have been developed to meet the
growing needs of homeland security professionals. Representative programs can be
found at Pennsylvania State University, Long Island UniversityOs Homeland Security
Management Institute (HSMI), San Diego State University, Tulane University, and
California Polytechnic State University.

One of the more established homeland security graduate degree programs is the
thirty-three-credit-hour Master of Homeland Security in Public Health Preparedness
first offered by Pennsylvania State University in 2005. This multi-disciplinary face-to-
face program exploits the institutionOs strengths in its niche area of public health by
drawing upon the expertise of seven colleges that contribute in such key areas as
agricultural sciences, medicine, engineering, and information sciences and technology.

Another seasoned program can be found at Long Island UniversityOs Homeland
Security Management Institute. In 2006, the HSMI expanded its 15-credit graduate
credential program to offer a thirty-six-credit masterOs degree in Homeland Security
Management. This fully online degree program serves homeland security personnel
from across the country; its students, mostly working professionals, also represent a
broad spectrum of homeland security and emergency management occupations.
Additionally, through federally-funded research as a member of the National Security
Center of Excellence for the Department of Homeland Security, the Homeland Security
Management Institute contributes directly to the body of knowledge on issues relating
to transportation security. 2°

More recently, the San Diego State University Graduate Program in Homeland
Security has created a face-to-face masterOs degree program that reflects a distinct,
regional focus associated with the schoolOs proximity to Mexico. Established in 2007, the
program offers specializations in such regional-relevant areas as border security,
terrorism, and irregular warfare, and includes a unique study abroad requirement. 26

The Master of Professional Studies Homeland Security Program at Tulane University
also serves a working professional student population. Accepting its first students in
spring 2010, this face-to-face program, offered through the UniversityOs School of
Continuing Studies, emphasizes an all-hazards perspective, concentrating on
managerial roles of leadership and decision-making in terrorism and disaster
responses?’

The California Polytechnic State University, in partnership with the California
Emergency Management Agency, is expanding its offerings for homeland security and
disaster management professionals. This includes the addition of a new online program
developed from a pre-existing graduate certificate program. The new MasterOs of
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Professional Studies Program in Disaster Management and Homeland Security is
expected to open in fall 2010.28

Each of these examples represents the institutionOs effort to develop a homeland
security program that addresses questions similar to those asked by the early CHDS
educators. Each institution has separately sought answers to the fundamental questions:
who should the program serve and what should it teach? Each has endeavored to meet
the needs of its own constituency by effectively incorporating program concentrations
and specializations that are most relevant to that institutionOs particular setting. As
these examples illustrate, there is no one-size-fits-all solution to homeland security
graduate program development. Thus, despite the great work done by those building
effective programs such as these, for those just embarking on building a program, the
answers to questions regarding program design may still seem as elusive today as they
did in 2002.

ELEMENTS OF HOMELAND SECURITY GRADUATE EDUCATION
PROGRAMS

Creating New Academic Programs: The Challenge

In a recent critigue, Robert McCreight identified four issues, strikingly similar to those
expressed seven years earlier, that continue to challenge the higher education
community: reconciliation of the distinctions between homeland security and
emergency management, the degree of standardization necessary or appropriate for
instruction in these complex subjects, the extent to which educational programs prepare
students to perform successfully as emergency managers or homeland security
professionals, and determination of topics and concepts to be taught?® Some things
have not changed. As McCreight acknowledges, given the diverse nature of the
homeland security field, resolving these issues will not be an easy task; but overlooking
these issues would be irresponsible in any new program development. He further asserts
that, Othere ought to be consensus among practitioners, scholars, and related
professionals alike that certain fundamentals become part of a thirty-three-credit hour
graduate program or a twenty-four-credit hour undergraduate requirementO 3°

The Questions of Standardization and Quality

Through the years, numerous attempts have been made to reach the consensus that
McCreight calls for. As new homeland security issues and challenges emerged, content
emphasis changed accordingly. For example, the termall hazards was not generally part
of the homeland security lexicon until after the Hurricane Katrina catastrophe in late
August 2005; since then, it has become a popular descriptor for comprehensive
homeland security programs and approaches. Mcintyre described the top homeland
security priorities defined when the Department of Homeland Security (DHS) was first
established, as reflected in the national strategy and in the initial organization of the
department: borders, bioterrorism (and threats from weapons of mass destruction),
training first responders, intelligence sharing, and alerts (system and response).3! While
these may have been a good starting point for defining the priorities for homeland
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security in general, they are clearly not sufficient to guide the development of homeland
security educational programs.

The Homeland Security/Defense Education Consortium (HSDEC) attempted to find
the common ground and to propose standardized educational outcomes that would
encourage more rigor and accountability across homeland security related programs. In
August 2005, HSDEC hosted a workshop comprising twenty-five representatives from
twenty universities to identify common topic areas that should be included in graduate-
level homeland security educational programs. The result was a set of core content areas
recommended for emphasis in homeland security graduate programs: current and
emerging threats; context and organizations; policies, strategies, and legal issues;
processes and management; and practical applications3?

The Homeland Security Education Survey Project, sponsored by HSDEC, collected
data and conducted an analysis of the commonalities, differences, and trends among the
various academic programs in emergency management, homeland security, and fire
protection/science. 33 The project final report, published in May 2007, identified the
prevalent homeland security educational challenges illuminated by a review of more
than 200 degree and certificate programs. Specifically, the final report identified issues
that detract from the otherwise growing legitimacy of homeland security as an area of
academic study. It was found that, although academic collaboration is increasing in the
homeland security academic field, so are concerns regarding program standards and
eventual program accreditation, and methods by which to assess program graduate
competencies 3

Notwithstanding McCreightOs call for consensus, it is difficult, if not impossible, to
establish a uniform set of standards for all academic programs that span the homeland
security-related professions from local emergency responders to national policy-makers.
Certainly, these areas may overlap in their knowledge and skills requirements; however,
painting them all with the same brush ignores some significant differences in purpose
and application. It is possible that the proliferation of new degree and certificate
programs has compounded this problem of standardization with imprecise program or
course names that imply stronger connections to homeland security content than
actually exist.

In the Homeland Security Education Survey Project, John Rollins and Joseph Rowan
found that little standardization existed from one program to the next in course design,
content, or delivery system.3® Many pre-9/11 emergency management, disaster
management, or public policy programs had been merely re-badged with the title
Ohomeland security;O in some cases the link to homeland security was suspect, perhaps
driven by funding and recruitment factors, rather than a truthful description of a
program.3¢ Just as some degree programs were merely renamed, others were cobbled
together from a few existing political science, public administration, and other courses
to create a new program with an in-vogue homeland security title. In both cases, they
noted that degree titles did not necessarily reflect the focus of the courses comprising
the programs; and programs with similar course titles might differ dramatically in
course content.3” Presumably, most were legitimate efforts to help meet the emergent
homeland security education needs; however, others may have been driven more by a
desire to capitalize on the national emphasis on homeland security and the once
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seemingly plentiful source of federal funding that was initially tied to it. These
inconsistencies relating to program naming and content highlight McCreightOs concern
regarding standardization. 38

Further exacerbating the problem of standardization, no uniform program
requirements or overarching program outcomes have been established to serve as
guidelines for curriculum development. Currently, higher education programs are
required by accreditation agencies to show how the program meets the standards of the
accrediting body. Approval of newly created degree programs is dependent upon having
a comprehensive assessment plan and the ability to document program outcomes?®®
But, without established, agreed-upon outcomes, accreditation of homeland security
degree programs becomes problematic. To address this deficiency, as other extant
professional disciplines have, HSDECA has championed the development of homeland
security program outcomes and has initiated efforts to pursue recognition as an
accrediting organization to ensure consistent quality and focus.*® While these
accreditation efforts may provide the impetus for program enhancements and
drastically improve the homeland security educational system, caution must be
exercised before blindly adopting accreditation standards for homeland security
educational programs. As the 2006 Spellings Commission report noted, OAccreditation
and federal and state regulations, while designed to assure quality in higher education,
can sometimes impede innovation and limit the outside capital investment that is vital
for expansion and capacity building.&* In the young and still evolving field of homeland
security graduate education, limitations on program innovation, expansion, and
capacity building could be counterproductive. Nevertheless, institutions building new
homeland security programs could benefit if the field was able to assist them in
identifying core program outcomes.

In part, the difficulty in defining a standardized set of educational outcomes stems
from the lack of a common definition of homeland security and from parochial views
about what is most important within the field. 42 Viewpoints are as wide as the field
itself. As Bellavita observed, definitions of homeland security often align with
jurisdictional perspectives:

In my experience, the emergency management Ocommunity of interestO and the
fire services tend to constellate around the All Hazards definition, law
enforcement tends to cohere around Homeland Security as Preventing
Terrorism , people who work for a federal agency tend toward Terrorism and
Major Catastrophes, and the Department of Defense sees homeland security as
what civilians do. 43 [Emphasis in original]

Bellavita proceeded to offer seven definitions of homeland security that he suggested
describe fundamental discipline-specific beliefs about homeland security. As with the
DHS homeland security priorities, while these definitions may help define the scope of
the diverse field of homeland security, they are insufficient to outline a core set of
graduate homeland security courses; however, they do hint at possible specialization
areas to be included in an interdisciplinary program.

Competencies and Outcomes

HOMELAND SECURITY AFFAIRS, VOLUME VI, NO. 2 (M AY 2010) WWW .HSAJ.ORG



POLSON, ET AL, PARTNERSHIP IN PROGRESS 10

Several other authors have also explored what content areas should comprise a graduate
homeland security core curriculum. Lists typically include such fundamental common
areas as threats and vulnerabilities, science and technology issues, roles and
responsibilities of the varied levels of government, roles of other public and private
entities, planning procedures and processes, interagency coordination and cooperation,
legal aspects, and intelligence and information sharing. These key areas were reflected
in McintyreOs 2002 list and continue to be considered as basic academic underpinnings
of contemporary homeland security curricula. 44 Yet, in the authorsO descriptions of these
common areas, there is also a notable shift in emphasis coinciding with the occurrence
of the Hurricane Katrina catastrophe: pre-Katrina lists emphasize combating terrorism
while post-Katrina lists focus more on an all-hazards perspective.4®

Bellavita and Gordon also emphasize those common areas listed above. While
described and combined somewhat differently, their list details the twelve competency
areas that define the core instruction for the CHDS masterOs degree prograrfé Evident
in their list, however, is a distinct emphasis on combating terrorism. In five instances,
the term terrorists or terrorism is expressly used to describe a given competency; in
several others, this focus is alluded to indirectly. For example, the emphasis on the role
of terrorism in homeland security is made explicitly in highlighting the requirement to
understand the Ologics, strategies, methods, and consequences of terrorism;O this
emphasis is made implicitly, but equally clearly, in their call to emphasize Oscience and
technology of weapons of mass destruction.O

At the Workshop on National Needs (WON2), cosponsored by the Homeland
Security and Defense Education Consortium and Texas A&M University in 2007,
representatives from ten prominent universities sought to identify OWhat Employers
Want from Graduate Education in Homeland Security.O*’ To provide a basis for their
assessment, they invited key homeland security stakeholders to share their personal,
vice institutional, perspectives. These stakeholders represented a cross-section of
federal, state, and local government, and private industry, and included homeland
security-related disciplines ranging from law enforcement and emergency management
to veterinary medicine and food safety. The results indicated that these employers of
homeland security professionals affirmed the competencies previously identified and
displayed a distinctive post-Katrina emphasis on all-hazards planning and response.

Specifically, the following knowledge, skills, and abilities were prominently cited as
core competencies: applying basic technology; a basic understanding of science,
especially the biological sciences; effective communications (written, oral and
interpersonal); critical thinking and analysis; resource management (planning,
budgeting and project management); and Oreal world experience.O While it could be
argued that effective communications and critical thinking and analysis are hallmarks of
educated people in general, these skills have been repeatedly cited as important for
homeland security professionals, suggesting these skills may take on even greater
significance in the complex, ambiguous, and hazardous world of homeland security.
Additionally, the following discipline-specific content areas were emphasized:
fundamentals of homeland security; fundamentals of government; business principles;
criminal justice and law enforcement; emergency management; national defense and
intelligence apparatus; risk management; and international considerations. 48
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McCreightOs own list included twelve key topic areas that correlated closely with other
lists. Contrasted with Bellavita and Gordon, McCreight did not expressly include
terrorism in any of his competencies; instead, he emphasized more of an all-hazards
perspective, using the term emergency management in five of the twelve areas in his
list. Also appearing in McCreightOs list was a focus on exercise design and coordination
principles, 4° as reflected in the HSDEC recommended content areas and related to the
WON2 emphasis on real world experience.

More recently, in his address at the Fourth Annual Homeland Defense and Security
Education Summit, Michael Chertoff, secretary of the U.S. Department of Homeland
Security from 2005 to 2009, suggested seven core curriculum elements integral to
homeland security education: (1) intelligence, to include collection, analysis (with due
consideration of the language, psychology, and risk factors of terrorists), and
dissemination; (2) technology capabilities focusing on software, detectors, and new
systems; (3) emergency management, including community preparation, planning
(which he described as a well-defined military skill set less frequently visible in the civil
sector), and response with a special focus on helping communities to become resilient
by building backup systems; (4) understanding of legal constraints that underpin all
military and governmental doctrines and actions; (5) international relations and
processes, to include border security and immigration, as well as relations and
constraints specific to the European Union vice its constituent nations; (6) cyber-
security, and (7) social psychology, with a increasing focus on the need to incentivize
behaviors.?? ChertoffOs list overlapped with many of the other recommendations
previously summarized. Again, a post-Katrina all-hazards perspective was emphasized,;
however, Chertoff also added a new focal point by emphasizing the psychological aspect
of homeland security and the importance of positively influencing behaviors in
preparedness and mitigation aspects of crisis response.

Without a well-defined set of standardized educational outcomes to guide program
development, early pioneers in homeland security graduate education were forced to
build their programs Ofrom scratch,O relying on inputs from homeland security
stakeholders to help refine the program design. In fact, CHDS attributes some of its
success to the early emphasis on tailoring the program to the needs of the homeland
security leadership and practitioners the program would serve.>! Based on their lessons
learned through the development of the Pennsylvania State University masterOs program
from infancy to maturity, Peter Forster and Jeremy Plant offer these invaluable insights
for others seeking to build and institutionalize a quality interdisciplinary homeland
security graduate program: the program should be based on market research, faculty
must be committed to teaching in a homeland security program, solid program
development is time intensive and cannot be rushed, and the established program must
be responsive to students and connect with the fieldOs practitioners?

The Workshop on National Needs discussed earlier is an excellent example of the use
of effective market research to identify what competencies employers want from
homeland security professionals. Forster and Plant also suggest that effective market
research will aid in selecting the most appropriate program delivery mode B whether it
should be offered in residence, online, or in combination. >3 To ensure the most qualified
continue to be hired or promoted, quality programs that fit individual professional
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needs must be readily accessible to homeland security professionals. For some, access to
online programs may satisfy their needs. Others may prefer programs that offer a more
traditional face-to-face educational experience. In either case, programs should be
provided through respected, accredited institutions, and taught by qualified faculty with
subject matter expertise in their teaching area. K-State and CGSC are two such
institutions.

Since those early days in the development of homeland security educational
programs, experts and practitioners have attempted to more narrowly define specific
program outcomes that would address specific competencies associated with the field of
homeland security. At every institution in which graduate homeland security programs
have been or are being developed, program planners must address this issue. Although
these planners may give due consideration to what other institutions have included, in
the end, their interpretations of what should be included and what should be
emphasized invariably results in a program distinct from any of those that may have
served as models. In his remarks at the WON2, Stanley Supinski, a perennial pioneer
and contributor to the homeland security education effort, highlighted the significance
of the institution-specific approach to the development of homeland security graduate
educational programs: OThe programs and curricula we develop will take many shapes,
and certainly the quality and applicability to certain sectors of the workforce will vary.O 54
Quoting from Drabek, he continued,

But the independence and autonomy of the universities, and those working
within all settings of higher learning, must be maintained. Decisions regarding
curricular content and assessments of academic excellence must come from
within these institutions and accreditation procedures and bodies they construct.
As the professions of emergency management and homeland security continue to
evolve, they must become more active participants in the standard setting
process.>®

In this context, K-State and CGSC began their homeland security graduate degree
program development.

HSDEC and DoD Recommendations and Guidelines

Faced with the wide range of perspectives reflected in the literature, curriculum
developers sought to identify the most appropriate framework for the development of
the K-State/CGSC Homeland Security Graduate Degree Program. Their search brought
them back to the recommendations of the initial HSDEC-sponsored workshop. >®
Although they were developed in 2005, and prior to the more recent emphasis on all-
hazards planning and response, the HSDEC recommendations were a consensus
perspective of twenty-five identified homeland security educational experts and they
continue to be widely recognized and accepted. Not only do they encompass the critical
curriculum components addressed in earlier literature, but they also stress the
importance of including practical applications and exercises, an important aspect that
had previously been overlooked or downplayed by some authors. Furthermore, the
HSDEC-suggested content areas are concisely organized, easily transferrable to newly-
created degree programs, and useful in identifying critical curriculum content
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requirements. In short, they were well-suited for use in the development of the K-State/
CGSC graduate program.

Finally, because the joint K-State/CGSC graduate program will include a significant
number of military students, curriculum planners also examined those competencies
considered by the Department of Defense to be necessary for homeland security
professionals. The twelve DoD competencies include the following areas: ethics,
collaboration, communication, creative and critical thinking, cultural awareness,
strategic leadership, management and planning skills, adaptability, crisis management,
critical expertise, science and technology expertise, and risk management>’ Together,
the HSDEC content area recommendations and the DoD competencies have been used
to aid in the comprehensive and on-going curriculum development of the K-State/CGSC
Homeland Security Graduate Degree Program.

Recognizing its value, the Obuild-from-scratchO approach employed out of necessity
by those early programs was adopted by choice in the development of the K-State/CGSC
curriculum. The development began with a comprehensive analysis of the needs of the
regional homeland security professionals and a correlation of those expressed needs
with the established HSDEC and DoD recommendations. Ultimately, this deliberate and
systematic planning process is creating an entirely new program P not merely including
or modifying existing courses. When finalized, the new program will comprise an
entirely new set of core courses specifically tailored to match the needs of those whom
the program will serve.

DEVELOPING A REGIONALLY-RESPONSIVE PROGRAM:
THE K-STATE/CGSC APPROACH

Methodology

At the 4" Annual Homeland Defense and Security Education Summit, Barbara
Yagerman, education, training and outreach director for the Office of Infrastructure
Protection, Department of Homeland Security, described the approach that she sees as
essential to the development of sound homeland security educational programs.

We need to foster development of a multi-disciplinary academic framework for
homeland security education. There is a need for a "holistic approach" to
homeland security education that provides the opportunity to focus, or specialize
in discrete disciplines B such as infrastructure protection B within the
overarching umbrella. 58

This Oholistic approachO calls for a flexible and comprehensive program planning
process. This process involves negotiations between and among the various stakeholders
with their own organizational complexities, traditions, needs, and interests. 59
Considering the wide range of individual and institutional interests involved, Rosemary
CaffarellaOs interactive model of program planning was used as the basis for the
development of this proposed interdisciplinary homeland security graduate program in
an attempt to reflect the varied interests of the regional homeland security stakeholders.

In her interactive planning model, Caffarella describes twelve components that
should be considered when planning programs for adults.®° While all program planning
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components apply to the development of the K-State/CGSC Homeland Security
Graduate Program, planners initially paid particular attention to five key components:
building a solid base of support, discerning the context, identifying program ideas,
sorting and prioritizing program ideas, and developing program objectives.

Listening to Homeland Security Professionals

Building a Solid Base of Support

Rather than institutionalizing a curriculum that merely reflected the perspectives of
those in the academe, K-State and CGSC began to build a solid base of support by
seeking input from diverse groups of homeland security providers. Planners from both
institutions jointly conducted a Regional Homeland Security Educational Needs
Analysis Workshop to collect regional-specific data that could help shape the
development of a viable homeland security graduate program designed to serve the
diverse needs of homeland security professionals throughout the Midwest. The 100
attending stakeholders represented academic, first responder, government (federal,
state, tribal, and local), health, private industry, and military perspectives. Data was
collected using both written surveys and facilitated focus groups. These data were then
aligned with previously identified HSDEC content areas and DoD competencies to form
core common areas that should be included in the proposed masterOs degree program.

Six randomly assigned focus groups, with an average of sixteen participants each,
were asked to respond to three discussion questions, adhering to workshop ground rules
established to ensure a free exchange of ideas in an environment of open and respectful
debate. The following discussion questions guided the focus groups in identifying
program ideas:

1. Identify and describe homeland security as a profession and as a field of study. As

concisely as possible, tell us what homeland security signifies to you.

2. What are the regional specialized emphasis areas needed?

3. What are the key skill sets and required knowledge critical to this specialization?

For each focus group, K-State and CGSC shared responsibility to provide a facilitator
and an information technology manager to moderate and collect group discussion key
points.

Discerning the Context

Question 1 asked participants to Oidentify and describe homeland security as a
profession and as a field of study.O This question served as an ice breaker to encourage
attendees to share their perspectives and as a means to ensure that the group members
had a common understanding of the professional and academic contexts in which
development of the graduate program would take place. While the groups gained
consensus on this without significant disagreement, their responses nevertheless
represented a range of emphasis areas that seemed to align with individualsO
concentration areas b just as Bellavita had concluded from his own experiences’! At the
end of the first hour, each groupOs comments were saved on a common access network
drive and made available to other groups for review.
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Identifying Program ldeas

The second hour of the focus group sessions began with a review of other groupsO
responses to the first question to informally compare and contrast with their own
groupOs response and to determine if the group wanted to make any adjustments or
refinements to its definition as a result of this review. Still in their original groups,
participants then addressed the second discussion question: OWhat are the regional
specialized emphasis areas needed?@\t the end of the second hour, workshop
coordinators and facilitators reviewed the focus group responses to identify common
specialization areas. Six representative areas emerged from this initial review:
agriculture and food, health and medical, information management and cyber security,
strategic communication, homeland defense and civil support, and all-hazards planning
and policy.

Sorting and Prioritizing Ideas

All workshop participants were then reconvened as a large group to review the focus
group discussion summaries and the six specializations areas defined by previous
sessions. For the final question, attendees were asked to participate in the specialization
focus group that best reflected their own expertise. This self-selection was designed to
ensure that those most expert in a given area were the ones proposing curriculum
content information. The groups were to consider: OWhat are the key skill sets and
required knowledge critical to this specialization? List content areas required for this
specialization.O Although groups were asked to focus specifically on skills unique to their
areas of expertise, the group responses overlapped, highlighting the following key skill
sets:

¥ Understanding communications and language

¥ Leadership, public speaking, and critical thinking
¥ Infrastructure protection and assessment

¥ Emergency and/or disaster management

An additional theme appeared important to a majority of participants, but had no
specific curriculum implications: each content area specialization group highlighted the
importance of understanding the differences between public health and medical
services. Other responses during this focus group session affirmed the discussions in the
earlier sessions regarding what skills and knowledge homeland security professionals
need; however, little information was gleaned to guide specific course content
development.

Unsure of what data the focus groups would produce, and to augment the data
collected through the focus group sessions, attendees were also asked to complete a
written survey through which they could provide individual perspectives that might not
have been fully reflected in the entire groupOs work. Fifty-six completed surveys were
received from 100 attendees for a 56 percent response rate. Table 1 shows the sample
distribution by employment area.

Table 1. Survey Sample Distribution by Employment Area
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Number of Percent of Percent of
Employment Area Surveys Respondents Attendees
State government 7 12.5% 7.0%
Federal Government 14 25.0% 14.0%
First responders 6 10.7% 6.0%
Health/Medical 3 5.4% 3.0%
Business 2 3.6% 2.0%
Academia 7 12.5% 7.0%
Military 6 10.7% 6.0%
Other” 11 19.6% 11.0%
Total 56 100.0% 56.0%

“Includes representatives of local government, chamber of commerce, public health, retired, emergency
management, and a private consultant.

These surveys also highlighted some important common themes. For example, one
question asked respondents to recommend a program name: Oln your opinion, what is
the most appropriate name for a degree program that provides both a broad overview of
homeland security and, on an elective basis, specific in-depth focus in areas of
specialization?O Responses to this question reflected a wide range of options consistent
with the range of program names described by Rollins and Rowan in the Homeland
Security Education Survey Project.f2 Not surprisingly, and reinforcing BellavitaOs
conclusions, the recommendations often emphasized the respondentsO areas of interest
within homeland security. 8 Most recommendations included homeland security as the
root, with additional descriptors appended to focus on such areas as policy and
management, emergency management, or preparedness. Others included homeland
security as the emphasis area for a degree in public health, public administration, or
business administration.

Responses to the survey questions also closely paralleled the focus group results. On
the survey, respondents were asked to Oldentify and describe what you believe are the
core professional competencies required by those involved in delivering Homeland
Security. What do all graduates of this program need to know?O A review of the
responses to this question yielded five areas that attendees considered core
competencies for homeland security professionals: homeland security structures,
authorities, roles, and responsibilities (30.4 percent); management and leadership,
including decision-making, interpersonal skills, and critical thinking (21.4 percent);
planning and capabilities (19.6 percent); common language and understanding (16.1
percent); and knowledge of incident command systems, including the National Incident
Management System (NIMS) and the National Response Framework (NRF) (12.5
percent).

In a third question, attendees were asked: OIf you were to develop 3 to 4 required,
core courses in Homeland Security curriculum, what courses would you include? If
possible, provide a 2 to 3 sentence description of these proposed courses.Responses to
this question also aligned closely with the results of the focus groups, as well as with the
recommendations made by Bellavita and Gordon, McCreight, and others.%* The most
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commonly cited recommendations from the surveys included these areas: risk, threat,
and vulnerability assessment (28.6 percent); incident command, NIMS, and NRF (25.0
percent); communication and understanding language (19.6 percent); history (14.3
percent); legal considerations (14.3 percent); and strategic policy (14.3 percent).

Correlating Regional Data with HSDEC Recommended Content Areas and
DoD Competencies

Through the comprehensive analysis of focus group and survey data, the needs analysis
workshop helped to identify fifteen discrete region-defined core competencies and
highlighted the need for an interdisciplinary program to address each of those diverse
competencies. These results were then correlated with the HSDEC Graduate Program
Recommended Content Areas and DoD Competencies to help define program core
course content. The correlation of the workshop regional data to HSDEC educational
content areas and DoD homeland security competencies is shown in Table 2.

Table 2. Alignment of Workshop Core Common Areas with HSDEC Recommended Content

Areas and DoD Competencies

Historical aspects of domestic incidents Critical expertise

Human factors and psychology of domestic incidents, sociology, |Cultural Awareness
needs of people (resiliency)
Understand and identify characteristics of domestic threats Risk Management
(manmade and natural; accidental and purposeful) and hazards
(chemical, biological, natural, terrorism, domestic threats, etc.)
Policy, roles, and responsibilities at National, Tribal, State and Critical expertise
Local organizational levels (including preparation, preparedness/
rotection, response, and recovery)

Policy, roles, and responsibilities of non-profits, volunteers, and Critical expertise
private sectors (within crisis continuum preparation, preparedness/
rotection, response, and recovery)

Common language, understand and learn acronyms, TEN code Communication
common terms, Homeland Security terminology
Role of military in domestic incidents Critical expertise

Crisis Management
Core focus on state and local level structures Critical expertise
Legal aspects of domestic incidents Ethics
Common national plan and emergency systems (National Collaboration
Response Framework (NRF) and National Incident Management
System (NIMS))
Border and transportation security Critical expertise
Infrastructure protection, critical infrastructure and impact on Science and Technology
homeland functions Expertise
Understand and identify assets for use in domestic incidents Management and
Planning Skills
Leadership in crisis situations from the local, state, tribal, and Strategic Leadership
ederal levels (communication with the public)
Exercises, training, practicum as part of course (Table Top /Adaptability
Exercise, training scenario, vignette-based practical exercise) Creative and Critical
Thinking
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Developing Program Objectives and Core Courses

Based on this comprehensive analysis, the program areas were defined and aligned with
each institutionOs content area and discipline strengths. From this conceptual
framework, specific program objectives were developed to support each of the
workshop-defined competency areas. These program objectives were then prioritized to
define common core requirements and specialization areas of emphasis. The resultant
proposed curriculum included fifteen credit hours devoted to core required courses and
fifteen credit hours within an emphasis area.

Core courses were defined to address the foundational and interdisciplinary program
objectives and will focus on five broad areas. Proposed course titles include Foundations
of Homeland Security, Homeland Threats, Organizations Amid Crisis, Homeland
Security Processes and Management, and Homeland Security in Practice. As previously
referenced, Yagerman suggested homeland security professionals need educational
programs that provide a broad-based understanding of the field while also allowing
them to focus in their areas of specialization.®> While a general homeland security
curriculum will initially be launched incorporating the core courses identified above,
curriculum planners also envision the development of six additional emphasis areas,
building upon the strengths of K-State and CGSC. These emphasis areas will include
agriculture and food, health and medicine, information management and cyber security,
strategic communications, all-hazards planning and policy, and homeland defense and
civil support. Within each of the emphasis areas, new courses will be developed to
support the program objectives. In addition to developing program objectives and core
courses, other important issues must be considered before a program is fully
implemented.

Institutional Challenges

Unique institutional issues are created when developing new interdisciplinary degree
programs, including decisions as to where the program should be housed, what
admissions standards should be applied, and other critical concerns. Building
institution-wide support can also be problematic. Institutional support waxes and wanes
in the face of shifting leadership priorities, and may completely collapse as institutional
leadership changes. The homeland security field has already witnessed the demise of
potentially premier academic degree programs in the face of withering institutional
support or critical personnel changes. These concerns, coupled with budgetary
constraints that accompany the building of new academic programs in times of
economic stress, challenge even the best curriculum development plan. Undeniably,
institutions opting to build homeland security programs from existing degrees are more
efficient in terms of time and money but the question remains to what degree are they
meeting the identified needs of homeland security professionals.

As previously discussed, a fundamental planning consideration for this graduate
program was to ensure that the final design would represent a built-from-scratch
approach to meeting the actual educational needs of the homeland security
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professionals it will serve, rather than merely repackaging and remarketing courses that
currently existed in the two collaborating institutions. As a result, extensive curriculum
development to create new, relevant courses is currently underway. Significant progress
has been made, but significant work also remains to be done.

CONCLUSION

Throughout higher education, significant emphasis has been placed on improving the
accessibility and quality of homeland security graduate educational offerings. Thus far,
the catalyst for these efforts has been the federal government through a number of
organizations, including the Department of Homeland Security, the Center for
Homeland Defense and Security hosted at the Naval Postgraduate School, and the
Homeland Security and Defense Education Consortium (originally established by the
U.S. Northern Command, and now replaced by the Homeland Security and Defense
Education Consortium Association). While these efforts have been productive, future
success will depend not only on the collective and collaborative efforts of these federally-
sponsored homeland security entities, but also on the research, innovation, and
knowledge expansion provided by key educational institutions which have expertise in
these areas. This article has described the efforts of two such institutions, K-State and
CGSC, which have collaborated to develop a homeland security graduate degree
program using a novel approach to ensure the expressed educational needs of homeland
security professionals are addressed. More broadly, this article has traced the growing
maturity of homeland security as the profession moves toward a theory of curriculum.

As Forster and Plant observed, building and institutionalizing a quality
interdisciplinary homeland security graduate program takes time if it is to be done well.
Program development must, therefore, be accomplished in a deliberate and methodical
manner. The program must be based on appropriate market research to ensure the
content and delivery methods are aligned with the needs of the prospective students and
the priorities of the homeland security entities the program will serve; it must be
responsive to students and connected to practitioners; and it must be delivered by
knowledgeable faculty who are genuinely interested in homeland security.5®

An issue that many institutions may face is the matter of qualified and committed
faculty, defined by Forster and Plant to be an essential element of a viable graduate
program. As Supinski pointed out in a 2009 homeland security education update, 7
identifying individuals who have the academic credentials and the research and
scholarship background required to become faculty members is one of the most pressing
issues facing institutions developing graduate level homeland security degree programs.
This issue is further magnified by the dearth of homeland security-specific doctoral
programs or the identification of a complementary doctoral degree program that would
support the intellectual development required of individuals who could serve as the
primary program instructors.

Over the past two years, K-State and CGSC have conducted a thorough and deliberate
program planning process that models the Forster and Plant recommendations.%8 First,
they conducted targeted market research through focus groups and surveys of various
stakeholders, including homeland security practitioners and employers. That data was
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then analyzed and aligned with the HSDEC Recommended Content Areas and the DoD
Competencies to help define program outcomes and course objectives. This analysis
yielded a set of fifteen core common areas that were then organized into five core areas
and six specialization areas of emphasis.

Although creating a interdisciplinary program enables homeland security
professionals to concentrate in their discipline-specific emphasis areas, this approach
also complicates the process of identifying program outcomes and demands that
individual disciplines share in the learning outcome and assessment processes to
contribute to program improvement. To address this challenge, next steps include
developing program assessments (in partnership with discipline-specific subject matter
experts) that will enable program critique and improvement through the assessment of
learning outcomes. These assessments will include various instruments such as
embedded course assignments and portfolios to ensure students achieve the level of
professional preparation dictated by the program outcomes. While in the initial stages of
defining the assessment process, it is expected that one key assessment instrument will
capitalize on a specific CGSC strength by incorporating a capstone simulation exercise to
evaluate studentsO abilities to apply program knowledge in a realistic homeland security
scenario.

The proposed Homeland Security Graduate Degree Program consolidates the
strengths of two institutions to fulfill the regional needs identified by the key homeland
security stakeholders at the federal, state, tribal, and local levels. Development of this
program capitalized on the long-standing educational partnership between these
institutions, drawing on the expertise of six different K-State colleges and five teaching
departments within CGSC. The result was the creation of new program focused on
meeting the specific regional needs of the homeland security profession, rather than
merely revising existing programs to generate rapid enrollment growth and financial
gain.

Finally, this collaboration between K-State and CGSC represents an important step
toward building a community of practice in support of Homeland Security research and
education and, ultimately, better protection of American citizens from future
catastrophic terrorist attacks or natural disasters. Clearly there is still a need for
additional quality homeland security graduate programs. Other institutions considering
adding new (or revising existing) homeland security graduate programs should consider
the use of the HSDEC and DoD competencies as a framework for program analysis and
design, as emphasis on these areas may help to reduce the accreditation,
standardization, instructional quality, and competency measurement concerns. The
process described here may serve as a useful model to ensure that the resulting program
effectively meets the standards for quality and rigor expected by the homeland security
educational community; that it adequate accommodates the access and relevance
demands of the regionOs homeland security professionals; and that it fulfills the
expectations of value and applicability for the federal, state, tribal and local homeland
security agencies and other stakeholders.
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programs offered at Fort Leavenworth and is responsible for new degree program initiatives

at this off-campus site. She earned her doctorate at Kansas State University in higher
education administration and completed post doctoral coursework in adult education at the
University of Missouri-Kansas City. Dr. Polson can be contacted at cpolson@ksu.edu

John M. Persyn is an assistant professor at the U.S. Army Command and General Staff
College (CGSC). He currently teaches faculty development and curriculum development
courses for the Faculty and Staff Development Division. He earned a masterOs and a doctorate
in adult education from Kansas State University and a masterOs in national security and
strategic studies from the Naval War College. Dr. Persyn may be contacted at
john.persyn@us.army.mil .

O. Shawn Cupp is an associate professor at the U.S. Army Command and General Staff
College (CGSC). He currently teaches homeland security and logistics courses for the
Directorate of Logistics and Resource Operations. Dr. Cupp earned a doctorate in adult
education from Kansas State University and masterOs degrees in vocational education from
Virginia Tech, and operational research from the U.S. Army Command and General Staff
College. He may be contacted atorville.cupp@us.army.mil .
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