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Amazon Cloud Services Pilot

TAC
(Technology
Assistance Center)

Normal Operating
Hours are:
Mon—Thurs
0800—1600
Friday
0800—1315

CLOSED
10 DEC
1000-1200

(EC2), Amazon Simple Storage Service (S3), and
AWS Elastic Beanstalk just to name a few.
ITACS will work with the pilot participants and
the NPS Contracting team to determine how to
migrate this service from a pilot to an NPS Enterprise Service in the future. The greatest
benefit of this new service is that ITACS will be
able to deploy IT infrastructure to support
campus Research and IT development efforts
without requiring unacceptable procurement
lead times to purchase, install, and operate
new IT equipment.
POC Chris Gaucher 831-656-3417

SmartDocs Spoof
They're still out there!
Fake SmartDoc emails are being sent with links, requesting personal
information or even reporting false problems with your pay. Be safe by
avoiding URLs that direct you to improper myPay sites. The proper
sites are: myPay (https://mypay.dfas.mil/) or link through the DFAS
(www.dfas.mil) website. Lastly, make sure you manually type URLs into
your browser for extra precaution .

Current schedule can
be found on the TAC
wiki by navigating
from NPS’ Intranet
home page
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In an effort to explore
the exciting world of cloud
services, ITACS initiated a
pilot program offering Amazon Web Services (AWS)
to several groups on campus. The participants include many diverse
teams from across NPS such as ITACS, the Remote Sensing Center, research teams from the
Computer Science department, the Library and
the Thesis Processing Office. Utilizing Amazon’s cloud infrastructure, ITACS is able to
offer its pilot participants access to many services including: Amazon Elastic Compute Cloud
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New Students Guide for IT Services
What Services are Available:
The ITACS (Information Technology and
Communications Services) name reflects the
incorporation of all communication services,
telephone support, and network support into
the core computing functions that have been
provided by the Naval Postgraduate School
since 1953. IT support is provided for everyone
at NPS campus— students, faculty, and staff—
for a variety of needs.
All requests for IT-related service — whether for problem resolution, new computer
equipment, application or web services, network questions, firewall requests, or projectrelated needs — begin with the Technology

Assistance Center (TAC).
Staff Members are prepared to handle questions dealing with NPS IT facilities and services.
If they cannot provide a direct answer, they
will forward your query to an
NPS individual who specializes in that area.
Contact the TAC:
831.656.1046 –or– x1046
Ingersoll Hall Room 151
Monday-Friday 0800-1600
*The TAC is closed Fridays from 1315-1445 for
mandatory training.
tac@nps.eduhttps://wiki.nps.edu/tac

Improved Sakai and Collaborate Assistance Request Process
The Sakai and Collaborate Assistance Request Process has
The development of the improved Collaborate Learning
been enhanced to include 3 ‘Trigger’ tabs embedded in a Wiki Environment (CLE) ticketing system outshines the previous
Page, https://wiki.nps.edu/display/SakaiCLE/CLE+Requests
email request system by providing convenience to the customer, as well as enabling ITACS to track important metrics.
The ITACS CLE primarily consists of the Sakai Learning Management System. Sakai is an interactive portal supporting NPS’
learning and research activities where instructors and learners
share knowledge, collaborate, and engage in a wide spectrum
of technology-enabled learning experiences, supported by an
intuitive, modern user interface.
The other major component of the ITACS CLE is Blackboard
Collaborate which is a cutting edge web-conferencing system
featuring multi-point video, built-in phone conferencing, interactive whiteboard, application and desktop sharing.
ITACS Sakai & Collaborate Support Assistance:
When clicking on any of the 3 trigger-tabs, the user will be
831-656-2020
provided with drop-down choices, as well as the ability to proDSN: 756-2020
vide a narrative of their request. When submitting the reclehelp@nps.edu
quest, a ticket is created that enables the user to track the
ticket, as well as post additional comments.

Did you know…?
ITACS defends against 120,000—150,000 attempted cyber security incidents daily which reinforce the vulnerability of the end
user as part of the network. The key to keeping the network secure is end user awareness and education, please do your part to
keep our network secure.

ITACS’ Annual Accountability Report—Stay Connected
At the end of each year fiscal year, the
hard work at ITACS is captured and faithfully recorded in one 20+ page report, the
ITACS Annual Accountability Report. It is
specifically written for a generalized, varied audience rather than as a niche technical journal. These pages contain fascinating stories and analytic data which
frame ITACS’ major accomplishments over
the past year. This is a great way for NPS

staff to be exposed to new productivity software and faculty
to learn about new classroom initiatives. Interesting developments in FY15 include the greatly-improved lab and classroom
re-image process, and Kanban—a process tool used by ITACS.
Think of it as the prototypical technology news section in your
local Sunday reader with a dash of Navy Higher Education.
Pick up your copy today by searching for ‘ITACS Publications’
on the NPS wiki!
POC: Jarret Edelen x3440

Symantec Anti-virus - End of DOD License

As mentioned on the NPS Intranet
page, the DOD did not renew nor will
it any longer support Symantec antivirus after September 2015. There-
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fore, ITACS will no longer be distributing Symantec anti-virus for home
use. Instead, McAfee VirusScan Enterprise is available on the ITACS software
download page (https://www.nps.edu/
Technology/Downloads/
SoftwareLibrary.html). Users are encouraged to upgrade to that software,
or another antivirus software package
of their choosing, for personally owned
computers.
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ITACS has purchased 2200 Symantec
anti-virus licenses for use on government
-furnished, ITACS managed machines.
These licenses are valid for one year.
ITACS will continue to provide service
desk support for any machine using an
ITACS licensed version of Symantec antivirus.
For more information or assistance,
please contact the Technical Assistance
Center at x-1046, or TAC@nps.edu.

IT Task Force: Piecing Together Your IT Needs
The Information Technology Task Force (ITTF) provides an open forum for the review of NPS’ Information Technology strategic decision-making. The ITTF provides guidance and input to the Chief Information Officer (CIO) and Director of ITACS in the development and annual update of the NPS ITACS
strategic plan.
The ITTF meets on a monthly basis. The following were items discussed during the scheduled meetings (Sept—Nov):
Cybersecurity (CS) Updates:
In response to the discovery of the second major OPM.gov data breach this year, OPM has procured Theft Guard Solutions,
LLC to protect over 21.5 million people.
Cybersecurity continues to improve ERN security with technical updates to security software (Symantec EndPoint Protection
& SafeConnect).
October is National Cybersecurity Awareness Month (https://my.nps.edu/web/tech/ncsam). Remember to keep yourself
secure online. Admiral Branch's message: “We are all in the cyber fight, it's an all hands effort.”
The recent "Your Mailbox is Full" phishing attack aimed at NPS directed users to a website which requested login credentials. Three NPS users provided information - none of the three had attended CS training. ITACS will NOT ask for your password. Be vigilant, at times suspicious. We cannot make our .EDU vulnerable.
Workstation reboots are required: Via LANDesk users will get a notification to reboot their computers. The reboot of your
system is essential to ensure patches and other applications are applied.
Tasking Order received from Fleet Cyber Command: regarding combatting “Spear Phishing”.
New Personnel @ ITACS:
 ITCS Bryan Docker
 Incident Handler Ricky Estrada (contractor)
 Selection in progress to fill two GS civilian ISSM positions
Note: Resource Management is working with HR to evaluate pay structures in place to ensure ITACS stays competitive.
Cloud Computing Update:
AWS (Amazon Web Services) is a private cloud concept. AWS services were purchased and agreements signed after months
of planning and negotiations with Internet2. As of FY16, NPS officially has an Amazon Web Services (AWS) contract in place.
Deployment has begun for Box Storage. ITACS intends to offer Box as the enterprise service for unlimited file storage. Authentication/SSO crucial for broader deployment. Currently developing back office processes for provisioning and monitoring.
Network Outage:
10 Nov outage affected Herrmann and Glasgow Halls. The root cause still under investigation. On-site we will have storage
engineers and network vendors look at our design and operations to assist in the determination where the issues are and to
eliminate these types of outages in the future. ITACS will also focus on communication during these outages.
Customer Service:
ITACS is serious about customer service, and soliciting feedback. ITACS must align our helpdesk services to meet mission
requirements. Timeliness and responsiveness are currently being evaluated. x6911 service is for faculty who are in the
midst of class and need immediate resolution.
New Ticketing System @ TAC
TAC has migrated from old ticketing system e-Helpdesk to JIRA. JIRA is a better tracking system allows easy integration with
other ITACS projects and areas of specialty. Customers can also track and comment on their own tickets.
New Voicemail System
The Avaya voicemail system in place since 2004 will be replaced 12/15/15 as the current application (Modular Messaging)
falls out of Avaya Support in Jan 2016 and the Windows 2003 server platform fell out of support in Aug 2015. The selected
replacement is AVST CX-E. The user interface is virtually the same. Customers will need to change their password PIN and
re-record their name announcements. Vmail Update: by 30 Nov all need to ensure their extensions are correct in Outlook
and if not, update Python.
Windows 10 Update:
Windows 10 has been released by Microsoft and TAC technicians are testing compatibility with software we use at NPS.
Although initial findings are good, the TAC currently recommends staying with Windows 7.
ITTF Notes, continued on page 4. . .
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ITTF Notes, continued. . .
CIO Update:
Overview of recent briefings with Admiral Tighe of Fleet Cyber Command. Some of the things she has learned from NPS she
wants to deploy throughout Fleet Cyber Command. Briefing occurred to Board of Advisors. SecDef encourages us to work
with vendor community to ensure vendor sets are right for our requirements. This is our mode of operations. We must
maintain flexible solutions for our future, create risk zones. Work in the research realm has elements of risk, presents challenges. We have a solution – EDU Security Operations Center, a consortium of USNWC, USNA, and NPS.
Apple Tips!
Challenges have been experienced with Apple’s El Capitan operating system compatibility with Microsoft Outlook. This is a
known issue. Solution is to upgrade to Microsoft Office 2016 for MAC’s.
Web Content Management Update:
In response to customer concerns, the Web Advisory Board has decided to take a phased approach. Feb end date for Rhythmyx has been delayed. The goal remains the same - to make a successful transition. Please take a look at your content, start
marking it up. Training can be found online (https://my.nps.edu/web/support/). Craig Vershaw is now the project lead. Review of content prior to migration is key. Kudos to Diane for the great support with web content migration.
Laser Projector Install:
100 new laser projectors are ready to install in our learning spaces. Viewer experience is enhanced (HD enabled), devices are
virtually maintenance free with reduced sound. To reduce response time, GVE, Global Viewing Enterprise will give the technicians the option to remote in if there are any issues.
All meeting agendas, comments/ideas, links and presentations are posted on the Information Technology Task Force Wiki
page: https://wiki.nps.edu/x/qYCWEQ (case sensitive)
For questions contact Chris Gaucher at x 3417

Think Before You Click
This holiday season could be the most
wonderful time of year for cyber criminals,
according to digital identity company ThreatMetrix. In a new report, the firm reveals that
it has detected a 25% increase in attacks.
1. Black Friday/Cyber Monday Specials. This
time of year, online scams use a variety of
lures to get unsuspecting buyers to click on
links or open attachments. Predators build
complete copies of well-known sites, send emails promoting
great deals, sell products and take credit card information –
but never deliver the goods. Sites that seem to have incredible
discounts should be a red flag. Remember that when a "special
offer" is too good to be true, it usually is. For instance, never
click on links in emails or popups with very deep discount
offers for watches, phones or tablets. Go to the website yourself through your browser and check if that offer is legit.
2. Complimentary Vouchers or Gift Cards. A popular holiday
scam is big discounts on gift cards. Don't fall for offers from
retailers or social media posts that offer phony vouchers or gift
cards (i.e. Starbucks) paired with special promotions or contests. Some posts or emails even appear to be shared by a
friend (who may have been hacked). Develop a healthy dose of
skepticism and Think Before You Click on offers or attachments
with any gift cards or vouchers!
3. Bogus Shipping Notices From UPS and FedEx. Reportedly
there are emails circulating from UPS and FedEx that claim
ITACS
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there is a problem with a delivery. Many of these are phishing attacks that try to entice you to click on a link or open an
attachment. However, when you do that, your computer
gets infected with a virus or even ransomware, which holds
all your files hostage until you pay the monetary ransom.
Call UPS or FED EX directly to verify the shipping notice.
4. Holiday Refund Scams. These emails seem to come from
retail chains or e-commerce companies such as Amazon or
eBay claiming there's a "transaction issue" and prompt you
to click the refund link. The link prompts a form requiring
personal information to be filled in, which will be sold to
cyber criminals. Call the company directly to verify that the
transaction issue is valid.
5. Phishing on the Dark Side. A new phishing email has begun circulating that tricks people into thinking they could
win movie tickets for the highly-anticipated film. However,
the email is a phishing attack. Leading up to a film’s release,
and shortly after, watch out for this social engineering attack
and do not fall for the scam. Remember– if it’s too good to
be true it probably is!
BONUS TIPS:
Never use an unsecure public Wi-Fi to shop with your credit
card. Only shop with a secure connection at home. Never,
never, never pay online with a debit card, only use credit
cards that have a reputable claim dispute process.
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