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DETECTIONOFFREQUENCY-HOPPEDWAVEFORMSEMBEDDED
IN INTERFERENCEWAVEFORMS

Christopher Brown, Kyle Kowalske, and Clark Robertson
Naval Postgraduate School

Monterey, CA

ABSTRACT

Military communication systems do not necessarily
operate within FCCfrequency bands. Hence, they
may be subject to interference from other waveforms
using the same frequency band. In this paper we first
investigate a technique to estimate the spectrum of
competing signals utilizing the same bandwidth as a
desiredfrequency-hopped waveform. Next, we show
that the desired frequency-hopped waveform can be
recoveredfrom the composite received signal by di-
viding the composite signal spectrum by an estimate
of the interference spectrum. Since the interference
estimate is imperfect, spectral division is significantly
better than spectral subtraction of the interference
spectrum from the composite spectrum for the detec-
tion offrequency-hopped waveforms.

I. INTRODUCTION

Frequency-hopped spread spectrum waveforms are
vital to military operations that rely on robust com-
munications systems. These signals may be inten-
tionally jammed but may also be unintentionally
jammed if they are transmitted in the same band as
other communications signals. A receiver that has a
sense of the environment it is operating in is more
likely to be able to resolve frequency-hopped signals
than a simple receiver without such information. Us-
ing an estimate of the interference signal spectrum,
we can extract the frequency-hopped waveform from
the composite signal.
This paper investigates the recovery of a frequency-
hopped signal that is eclipsed by other high power
wideband signals. In Section 3, a technique for a re-
ceiver to form an estimate of the operating environ-
ment, which contains other communications signals,
is explored. For a receiver that is jammed by additive
white Gaussian noise, the power spectral density is
flat across all frequencies [1]. In contrast, other
waveforms are not necessarily flat. They contain
spectral spikes, nulls, and lobes that cannot simply be

approximated by assuming that the noise power is flat
across the spectrum. Previous work in this area, de-
scribed in [2], [3], and [4], addressed normalization of
noise signals by modeling the interference as a Gaus-
sian process. This paper takes into account the prop-
erties of an uneven noise power spectral density.
Creating an algorithm to remove the desired fre-
quency-hopped signal from the total received signal
spectrum, leaving only the interfering signals, is the
focus in the third section.
In Section 4, a technique that uses the interference
estimate obtained in Section 3 to recover the fre-
quency-hopped signal is described. From a compari-
son of the received signal spectrum with the interfer-
ence estimate, the receiver is able to distinguish
differences at the hop frequencies. The method pre-
sented in this paper is called noise-normalization.
The frequency-hopped signal is detected by allowing
the receiver to look at hops relative to just the noise
floor instead of the other signals within the operating
band.

II. SIMULATION

This technique was tested with a MATLABsimula-
tion and multiple signal files, each containing
1,032,192 points. The desired signal was a fre-
quency-hopped, minimum-shift keyed (FH/MSK)
waveform with a carrier frequency of 10 MHz. A
frequency domain representation of the signal is
shown in Figure 1. Since it is the spectral picture that
is important and not actual numerical values, the
magnitude of the fast Fourier transform (FFT) was
used to simplify the frequency domain representation
of the signal. The power spectral density is propor-
tional to the FFT of a signal, allowing the FFT to il-
lustrate the relative intensities of specific frequencies
in the signal.
At the receiver this signal is combined with multiple
interference waveforms present within the operating
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band. The interference file was a combination of two
waveforms. The first is a file containing multiple
continuous waves (CW) operating at 21 different fre-
quencies within the band of interest. An FFT of the
CWsignal is shown in Figure 2.

Figure 1. Fourier transform of FH/MSK transmitted signal.
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Figure 2. Fourier transform of continuous wave signal.

In addition to the CWinterference, other interference
in the form of a binary phase-shift keyed (BPSK) sig-
nal with a carrier frequency of 10 MHzwas assumed.
A plot of the spectrum of the BPSKsignal is shown in
Figure 3. Figure 4 contains an FFT of the combined
interfering signals, which were summed in the time
domain. Comparing Figure 4 with Figure 1, we note
that the bandwidth of the BPSKportion of the inter-

ference is significantly larger than the bandwidth of
the desired MSKsignal.

Figure 3. Fourier transform of BPSKsignal.

Figure 4. FFT of complete interference signal.

These interfering signals may confuse a receiver try-
ing to recover the FH signal. Frequency hops that
happen to land in a spectral null may possibly be de-
tected, but those within a side lobe or the main lobe
are barely recognizable.

III. INTERFERENCEESTIMATION

The term interference estimation refers to a fre-
quency-domain representation of the interference sig-
nal. In order to recover the frequency-hopped signal
embedded in the interference signal, an acceptable
estimate of the composite BPSK and CWsignal is
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required. As a first step, the frequency-hopped signal
is removed from the total received signal spectrum.
An estimate of the interference signal was formed us-
ing an exponential average. The discrete signal was
broken into windows and each window was converted
to the frequency domain by taking the magnitude of
the FFT. The windows were then averaged according
to the equation

X[i]=(1-R) X[i-1]+R C[i] (1)

where X[i] is the i-th averaged window in the signal
known as the reference frame, R is a weight factor
between 0 and 1, C[i] is an FFT of the current win-
dow in the signal, i = 1,2,..., L, and L = 1, 032,192/N,
the number of frames contained in the discrete signal.
The final averaged window, X [L], is the interference
estimate. In this paper the words "frame" and "win-
dow" are used interchangeably.
The algorithm that removes the frequency-hopped
signal assumes that one frequency hop duration is
much smaller than the duration of interference signal.
Since a specific frequency hop is only a small portion
of the total received signal, over the entire duration of
the received signal the frequency hops have little ef-
fect on the averaged spectrum. A frequency hop that
is present in one FFT window may not be present in
the next. Therefore, the dominating signal when all
FFT windows are averaged together will be the inter-
ference signal and little contribution from the fre-
quency hops will be present.
For a discrete time signal, (1) implies three variables
in forming an estimate of the noise signal: weight fac-
tor, FFT window size, and the number of frames av-
eraged to form the estimate. The number of frames
and FFT size are inversely proportional. For a dis-
crete signal of a fixed length, as the FFT size in-
creases the number of frames in the average de-
creases. Too many points per FFT forces the estimate
to be calculated from a small number of frames and
may not integrate out all the signals moving in fre-
quency, thus corrupting the estimate. Moreover,
processing large FFTs may be computationally inten-
sive for the signal processing circuits. This is
problematic, as it does not allow the frequency-
hopped signal to be eliminated. Moreover, large
frames may sample the time signal over a period that
contains two frequency hops. In order to prevent this

frequency hops. In order to prevent this from occur-
ring, the frame size is limited by

N<Tho
F-shop

(2)

where F, is the sample rate, Th0p is the hop duration,
and N is the FFT window size. Too small of an FFT
size, however, does not accurately capture the shape
and details of the signal spectrum. For this reason a
balance must be achieved between the number of
windows used and frame size.
The size chosen for this simulation was a 24,576-
point FFT window. This particular number had suffi-
cient resolution but did not force MATLABto handle
long arrays that prolonged the simulation. Windows
larger than 49,152 points increase the noise floor
power relative to the desired signal power during
normalization. Various window sizes, up to 147,456
points in length, were tested. A 24,576-point window
samples a portion of the received signal that is 491.52

ts in duration. With seven frequency hops in a
1,032,192-point signal, a hop occurs every 2.949 ms.
This window size is, therefore, well under the limit
set by (2).
The weight factor R in the averaging algorithm de-
termines the contribution that the current frame makes
to the estimate. While an equal weight average of
1/L could be applied, the number of frames that will
be used to form the estimate is not necessarily known
at start of executing the algorithm. The exponential
average allows an estimate to be quickly formed, and
each new frame will adjust the estimate only slightly.
For the BPSK and CWinterference, the best weight
was determined to be between 0.15 and 0.25. This
range is small enough to not place too much emphasis
on the last, or most current, frame. It is large enough,
however, that a new frame can affect the interference
estimate. The best weight for actually resolving fre-
quency hops is discussed in the next section.
Interference estimate quality was judged based on two
characteristics. First, the number of frequency hops
that each weight factor diminished below the level of
the BPSK power spectral density was an important
criterion. If a hop remains in the estimate, then it will
be assumed to be interference and will not be sepa-
rated during normalization. The second characteristic
was overall resemblance to the actual interference
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spectrum. The amount that hop power was reduced
relative to the power level of the BPSKsignal was of
particular notice. If a hop cannot be completely re-
moved, it is desirable to minimize it as much as pos-
sible.
The exponential average estimate does not remove the
entire frequency-hopped signal. Weights between
0.01 and 0.1 left the more of the frequency-hopped
signal, but remaining frequency hops were diminished
the most. Weights 0.25 and greater removed the most
hops, but the ones that were not removed from the
spectrum were significant and became more pro-
nounced as the weight increased and the final hops
were given more emphasis in the estimate. Table 1
lists the number of hops that remained in the interfer-
ence estimate for different weight factors.
Table 1. Characteristics of interference estimate for
various weight values.

Weight Number
Of Hops

Remaining
0.01 4
0.05 7
0.1 4

0.15 3
0.2 3

0.25 2
0.3 2
0.4 2
0.5 2
0.7 1

While a weight of 0.05 provided the best overall
shape of the estimate, the larger weights removed the
most hops, thus giving the greatest probability for re-

covery of hops that had been adequately diminished.

Figure 4 shows a plot of the interference estimate ob-
tained with a weight factor of 0.15. Although three
frequency hops remain they are at an acceptable level.
The hops occur at 7 MHz, 9.6 MHz, and 12 MHz.
The hop at 12 MHz is particularly difficult to remove

because it falls directly on a spectral null of the BPSK
signal. The plot in Figure 5 shows the estimate ob-
tained with a weight factor of 0.25. Although the fre-
quency hop at 9.6 MHzhas more power in this esti-

mate than the estimate using R = 0.15, the hop at 7
MHzis barely visible.

Figure 4. Interference estimate with weight of 0. 15.

Figure 5. Interference estimate with weight of 0.25.

IV. FREQUENCYHOPRECOVERY

With an accurate estimate of the interference, the re-

ceiver can now process the received signal to resolve
the frequency-hopped signal. Ideally, the only differ-
ence between a frame of the received signal and the
interference estimate of the same length would be the
presence of a frequency hop.
For this paper the estimate is created from the entire
received signal before any recovery begins. The en-

tire signal does not need to be known to the receiver
to perform this technique, but the estimate created can
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only be used to normalize the portion of the received
signal from which it was produced.
The best recovery process is a simple normalization
through division. Subtraction of the estimate from the
received signal does not separate the frequency hops
because only a small portion of the hop component is
left after subtraction. To appear in the spectrum, a
frequency hop must have much more power than the
interference signal at that frequency. Furthermore,
much of the interference signal remains after spectral
subtraction because the estimate is imperfect and the
difference between the estimate and the received sig-
nal varies greatly across the operating band. This is
not a practical method for recovering the frequency-
hopped signal. Figure 6 shows an FFT of the normal-
ized signal after using spectral subtraction.

Figure 6. Normalization using spectral subtraction, R
0.25.

In order to effectively normalize the frequency-
hopped signal, a frame-by-frame division of the re-
ceived signal by the interference estimate was com-
puted. This differs from [3] and [5] which normalize
the received signal at the end of each hop. As men-
tioned earlier, hops that are positioned at a spectral
null will contribute more than a hop that is buried in
noise. The previous work also differs because the
noise power estimate is derived from signals present
only during the hop period.
After a frame-by-frame normalization of the received
signal, the individual frames were summed to create a
spectral image that was 24,576 points long. Resolved
frequency hops then appeared in the spectrum. This

technique allowed at least five of the seven frequency
hops in the signal to be recognized. Frequency hops
that were present in earlier frames produced a positive
result. As the current FFT window moved along and
became separated in time from a frequency hop, the
hop appeared to have more strength. In Figure 7 the
normalized spectrum is shown. Numbers indicate the
hops and the order in which they were transmitted.
Hops 1 through 5 are clearly differentiated at their
specific frequencies. Hop 6 appears to have the
strength of the noise floor because it was one of the
last hops transmitted. The same principle applies for
hop 7, which, relative to the noise floor, is actually
negative. If the estimate were formed using frames of
the signal that occur later in time, hops 6 and 7 would
be clearly differentiated.
The weight that yielded the most hops and the best
overall normalized spectrum was 0.25. Smaller
weights like 0.1 5 also produced well defined fre-
quency hops but only recovered four hops through
normalization. As the weight increased more hops
were positive, but the noise floor increased as well,
making it difficult to clearly differentiate a hop from
noise.

Figure 7. Spectrum of normalized received signal, R=0.25.

A second simulation using a composite signal that
contained fourteen frequency hops in the band of in-
terest along with the BPSKand CWinterference was
conducted. The fourteen hop signal was formed by
concatenating the original seven hops with a signal
containing seven hops at different frequencies. The
concatenated signal was combined with interference
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waveforms to form the composite received signal.
The resulting normalized spectrum for the fourteen
frequency hop simulation is shown in Figure 8.

Figure 8. Spectrum of normalized fourteen frequency hop
signal with appended interference file, R=0.3.

Normalization of the longer received signal yielded
more frequency hops. As can be seen in Figure 8,
hops 6 and 7 were resolved in this simulation. From
this it can be assumed that the earlier a hop is in the
sequence, the more likely that it will be resolved.
This follows intuitively because only the late-time
hops were not averaged out in the estimate. Since
hops thirteen and fourteen are significant in the esti-
mate, they do not stand out when the received signal
is normalized by the estimate. The normalized spec-
trum shown in Figure 8 was achieved with a weight
factor of 0.3, only slightly larger than the weight used
for the signal with seven frequency hops. From this it
is evident that this noise-normalization technique is
not perfect in detecting all transmitted hops but does
allow a receiver to resolve k-2 hops of a signal
containing k frequency hops.

V. BIT ERRORRATESIMULATION

A simulation of the performance obtained with this
normalization technique was done with a MATLAB
simulation measuring bit error rate (BER) against
noise power. It was assumed that a generic fre-
quency-hopped, binary frequency-shift keyed
(FH/BFSK) signal buried in the CWand BPSKnoise
signals was received. If perfect de-hopping is as-
sumed, then a BFSK signal embedded in a noise sig-
nal is left.

Bit error rate measurements were taken for three dif-
ferent simulations. The first was transmission of a
BFSK signal through a channel consisting of just ad-
ditive white Gaussian noise (AWGN). The second
simulation measured the BER for the BFSK signal
embedded in the interference signal and AWGN. The
final measurement was for a BFSK signal in the nor-

malized noise environment and AWGN. Figure 9
shows a block diagram of the simulations. Spectral
division was performed on the interference signal,
leaving a noise level as if the normalization algorithm
had been applied to the received signal. The inverse
fast Fourier transform (IFFT) of the normalized spec-
trum was then added to the transmitted BFSKsignal.
The BFSK signal was orthogonal with carriers at

f, ± Af where Af = l/Td = 3.125 MHzand

f=1O MHz. The signal contained 65,536 symbols
in order to effectively measure the bit error rate down
to 1.

Figure 9. Block diagram of bit error rate simulation
consisting of a BFSK signal transmitted through a channel
with various types of interference.

For a BFSK signal buried in the interference signal
and AWGN,the BERwas approximately 0.44, essen-

tially receiver failure. After normalizing the BFSK
signal with the noise estimate, the BERwas approxi-
mately 0.00003, the same as the simulation run with
only AWGN.

A simulation was done to measure how much the in-
terference signal power had to be reduced to achieve
the same bit error rates as the normalized case. Fig-
ure 10 shows a plot indicating the change in error rate
as the noise power is reduced, assuming a constant
energy per bit. The BERlevel of the normalized case

is also shown in order to highlight
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Figure 10. Plot of BERvs. reduction in interference signal
power.

From Figure 10 it is evident that the same bit error
rates as the normalization technique provides are
achieved after a 50 dB reduction in noise signal
power. Since 50 dB is a significant reduction in inter-
ference signal power a normalized signal is received
as if there were no interference signal at all.

VI. CONCLUSIONS

In this paper a technique for recovering a frequency-
hopped signal embedded in interference waveforms
was described. Forming an estimate of the interfer-
ence gives the receiver an advantage by being knowl-
edgeable of the environment it is operating in. This
estimate can be used to normalize the received signal
and subsequently detect the frequency-hopped signal.
By applying an exponential averaging algorithm to
frames of the received signal in the frequency do-
main, an estimate of the interference can be formed.
Averaging allows the contribution of frequency hops
that would otherwise be present in an FFT of the en-
tire signal to be minimized in the interference esti-
mate. For an FFT size of 24,576 points and a weight
of either 0.15 or 0.25, the estimate was close to the
power spectral density of just the interfering signals
and the most frequency hops were resolved after
normalization, depending on the received signal.
Spectral division is a more effective method of noise-
normalization than spectral subtraction in order to de-
tect the frequency-hopped signal. A frame-by-frame
division of an FFT by the interference estimate pro-
duces a significant noise power reduction for that

frame. A summation of all normalized frames creates
a spectral picture of the recovered frequency hops.
In the future, applying this technique to a signal in
real-time, either in simulation or hardware, could be
explored. Noise reduction for other types of interfer-
ing signals such as M-ary frequency-shift keying (M-
FSK), M-ary phase-shift keying (M-PSK), M-ary
quadrature amplitude modulation (M-QAM), and or-
thogonal frequency-division multiplexing (OFDM)
should be tested.
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