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Abstract—This paper presents a novel application of computer-assisted formal methods for systematically specifying, documenting,
statically and dynamically checking, and maintaining human-centered workflow processes. This approach provides for end-to-end
verification and validation of process workflows, which is needed for process workflows that are intended for use in developing and
maintaining high-integrity systems. We demonstrate the technical feasibility of our approach by applying it on the development of the
US government’s process workflow for implementing, certifying, and accrediting cross-domain computer security solutions. Our
approach involves identifying human-in-the-loop decision points in the process activities and then modeling these via statechart
assertions. We developed techniques to specify and enforce workflow hierarchies, which was a challenge due to the existence of
concurrent activities within complex workflow processes. Some of the key advantages of our approach are: it results in development of
a model that is executable, supporting both upfront and runtime checking of process-workflow requirements; aids comprehension and
communication among stakeholders and process engineers; and provides for incorporating accountability and risk management into
the engineering of process workflows.
Index Terms—Formal methods, information assurance, process modeling, software engineering, statechart assertions, verification and
validation
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INTRODUCTION

P

ROCESSES

are a fundamental component of most activities undertaken by humans. According to Webster’s
New Universal Unabridged Dictionary, a process is “a particular method of doing something, generally involving a
number of steps or operations” [1]. In software engineering
and information assurance, in particular, it is important that
processes be understandable, documentable, and repeatable
so as to ensure that the process outcomes are consistent and
satisfy end-user requirements. The ability to formally represent and reason about human-based decision-making processes is a prerequisite for implementing these processes in
information systems.
We developed a novel approach to process creation, documentation, checking, and maintenance. Our statechart
assertion-based approach applies mathematical formalism
to the engineering of processes. We focus on human-based
processes, that is, processes that rely in large measure on
human decision-making to advance the process flow; however, this modeling approach is sufficiently general for
application to any type of process.
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Our approach utilizes statechart-based formal process
modeling and the use of embedded statechart assertions to
ensure the modeled process adheres to stated requirements,
thus providing traceability1 between the process requirements and the process implementation. Formal methods
have been most frequently used in the software engineering
of highly automated mission- and safety-critical systems. In
contrast, our research demonstrates the use of formal methods to specify and reason about primarily human-based
processes, such as the process used by the US government
to implement, certify, and accredit cross-domain solutions
(CDS). This process is titled the CDS Workflow and serves
as a demonstrative exemplar of our modeling approach.
The intent of our approach is to impart a high degree
of precision to our understanding of the process, as well
as to provide an automated means of validating that the
process exhibits only the behaviors we expect. In addition, our approach provides for runtime monitoring of
the process. Runtime monitoring is useful for both validation which is about answering the question “Is our formal
specification of the natural language description of the
process correct?” as well as verification which is about
answering the question “Have we correctly implemented
the process?” Runtime monitoring is possible because one
of the artifacts produced by our modeling approach is an
executable representation of the process. In essence, runtime monitoring uses an executable version of the process
and assertions about the process to evaluate input scenarios and classify them as good or bad [2].
1. We apply the IEEE 610.12-1990 definition of traceability stated as,
“The degree to which each element in a software development product
establishes its reason for existing; for example, the degree to which
each element in a bubble chart references the requirement it satisfies.”
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Fig. 1. A continuous V&V process from [4].

As Gabbar pointed out, the use of formal representation provides a systematic framework to construct and
validate the syntax of the underlying system towards
building standard representation approaches [3]. Michael
et al. show us that (vide Fig. 1) we can translate customer
requirements to formal specification then employ validation and verification (V&V) throughout the development
process in order to ensure that the model satisfies stakeholder expectations [4].
We have analyzed the CDS Workflow process in terms of
our modeling approach and used the approach to develop a
formal process model. We do so using formal methodsbased techniques and tools that support them such as those
described in [2], [3], [5]. The resultant model provides the
level of formality necessary for rigorously analyzing the
exemplar process.
In order to understand a series of activities conducing
to an end completely, especially when that end directly
relates to the level of trust we place in high-assurance
systems, we must be able to: rigorously articulate the process; consistently predict the process outcomes; and
enforce requirements on the process and its individual
steps.
In order to implement, certify, and accredit systems
for operation at the highest levels of assurance, we need
to be able to both understand and trust in the process
through which we implement, certify, and accredit those
systems. Ultimately, our work in defining a formal
model of the CDS workflow process helps build the evidence necessary to certify and accredit high-assurance
CDS systems. However, a process that is well-defined,
validated, and documented is only enough to guarantee
safety (i.e., ensure that nothing bad happens). The reification (i.e., mapping) from the formal model to the
implementation is also needed to guarantee security
properties. In other words, V&V of the process is a necessary but not sufficient condition for obtaining a trusted
system. This insufficiency stems from the general noncomputability results of other desired properties such as
liveness and non-existence of covert channels in composable workflows.
The rest of this paper is organized as follows. Section 2
provides an assessment and discussion of related
research. In Section 3 we introduce our systematic formal
approach to process modeling. In Section 4 we present the
results of applying the modeling approach to a real-world
decision-making process. In Section 5 we present our conclusions and avenues for further refining and applying
our approach.
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BACKGROUND RESEARCH

2.1 Introduction
There is a long history of research on the modeling of
software and security processes, such as those used for
the purposes of life-cycle development including but not
limited to requirements elicitation, requirements specification, system development, testing, maintenance, and in
particular for V&V, certification and accreditation (C&A).
For example, the primary focus of the First International
Conference on the Software Process held in Redondo
Beach, California in 1991 was on high-level processes
such as those by which software is developed as opposed
to low-level processes such as those managed by an operating system (i.e., execution streams in the context of particular process states). Subsequent to the conference, the
field of formal process modeling continued to evolve not
only for software engineering processes but also for business processes. Researchers in both fields experimented
with a wide variety of tools and techniques in the effort
to find ways to formally specify, validate, and verify
high-level software development and business processes.
Additionally, a significant body of research exists on the
development of executable process models from formal
specifications. However, a gap exists in the open literature
with regard to conducting runtime verification of the executable process models. Our work addresses this need by
providing a systematic process modeling approach that
includes runtime verification of the executable process
model via embedded statechart assertions.
2.2 Formal Methods in Process Modeling
Gruhn and Emmerich introduced a software process modeling language called FUNSOFT nets. These are essentially
Petri nets with a formally defined semantics in terms of
Predicate/Transition (Pr/T) nets and extended by multisets [6]. Gruhn describes software process modeling as:
focusing on software process models that can be used for
governing software processes with the intent of automatically detecting incongruities between a software development process and its associated model. Executable software
process models, according to Gruhn, contribute to increased
software development productivity and software quality.
Gruhn extended the discussion of FUNSOFT nets to encompass social processes represented by software development
teams [7]. He points out that the incorporation of human
social interactions into software process models represents
an area of research that is not well understood though he
does suggest that the dialogue artifacts inherent in FUNSOFT nets may provide a means of describing these interactions in the context of software processes [6]. Gruhn
concludes that the non-linear factors involved in human
social interactions prevent the modeler from doing more
than pointing out explicitly where human interaction and
cooperation impacts software development.
Hibdon and Hartrum examine the development of an
organizational process model based on object-oriented
design concepts and formal software engineering methods. They apply a sequential design process that builds
an informal Rumbaugh model, translates it to a Z based
specification, and then translates the Z specification into
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the Refine language and builds an executable model
via the software refinery environment [8]. In our
approach, the statechart-based model and the embedded
assertions are designed with the same modeling techniques in the same formalized language.
An experimental application of process modeling technology at British Airways showed that there is value in
using flexible modeling tools as the modeling process can
reveal flaws and inconsistencies in the original process. If
this results in a change to the original process, the model
needs to be changeable to reflect the adjustments [9]. Our
modeling approach addresses this issue by using a modeling tool that is flexible enough to apply rapid changes yet
maintains consistency within the model.
Business process models have become increasingly complex, making it steadily more difficult to implement the
models within an information system. Koehler et al. claim
that a dichotomy exists between the tools and methods
used to describe a business process and the tools and methods used to describe the information technology (IT) artifacts implementing the process. They make the case that
process requirements should be made explicit and demonstrate the use of basic model checking techniques to verify a
model’s global properties of reachability and liveliness [10].
Here, the term “global properties” refers to those properties
that apply to the entire model. While verification of these
properties is useful in terms of a basic understanding of
how the model specifies system behavior, it leaves the correctness of the enforcement mechanisms as outside of the
verification domain. In other words, these properties are
agnostic to the contents of the model. Our research
addresses the need for contextual verification of a model’s
internal properties through the runtime application of
embedded statechart assertions.
As pointed out by Gruhn and Lane, the building of
business process models can benefit from well-established
practices in software engineering [11]. Business process
modeling notation (BPMN) is an emerging standard that
allows business processes to be captured in a standardized format. The initial incarnations of BPMN lack formal
semantics which leaves many of its features open to interpretation and hinders verification of processes described
in BPMN. Ye et al. proposed a methodology for mapping
a subset of BPMN elements to yet another workflow language (YAWL) specification language formal, set-notation
based definitions [12]. Their work provided an initial step
toward the type of formalization required for BPMN
model verification. It also highlights the challenges of taking a model developed in a language lacking formal
semantics and translating that model to a sufficiently formal language to allow verification. Wong and Gibbons
demonstrated a technique for representing BPMN process
models in CSP in order to provide a semantics for formal
analysis and comparison of BPMN diagrams [13]. Our
modeling approach also provides an alternative semantics
and thereby provides the process engineer with the capability to both design and verify process models within the
same formal specification language.
Grady offered a universal architecture description framework (UADF) and showed how the combination of UML
and SysML can be applied to modern-day problem spaces
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to provide organized methods for identification of specialty
engineering/quality, environmental requirements, product
entities, and the map between models and product entities
borrowed from traditional structured analysis (TSA) [14].
Grady points out the difficulty in connecting a design with
the verification process through which we prove that a
design satisfies its driving requirements. Our work in
applying statechart-based assertions to the modeling of processes addresses this by modeling requirements in the same
statechart-based notation as the modeled process and
embedding those assertions within the modeled process to
enable runtime enforcement.
The integration of human interactions into process modeling can be challenging due to the unpredictable nature of
human behavior. It is important to find ways to formally
specify human interactions within a process in order to facilitate process V&V. Zongyang et al. propose a formalization of
human interactions within business processes through the
introduction of the human processes and artifact (HP/A)
model. This model applies rigorous, set notation-based definitions to human processes combined with statechart visual
representations of the human interactions within a business
process. However, the authors identify a gap in the verification of models that incorporate human interactions due to
the ability of humans to make unpredictable choices [15].
Our work contributes to closing this gap in human-based
model verification by integrating the representation of
human choices within the process models designed through
our modeling approach. As a result, requirements or constraints on human choices can be modeled and enforced at
runtime using statechart-embedded assertions within an
executable model, facilitating runtime verification of models
that integrate the representation of human choices.
Hurtado et al. point out that the software process models
can be sophisticated and large [16], [17]. As a means of
reducing complexity, they demonstrate the analysis and
visualization for software process assessment (AVISPA)
tool for analyzing and identifying errors as an a priori way
to measure the quality of the process prior to execution.
Hurtado et al. point out that formal V&V techniques for
measuring and testing discrepancies between a model and
its execution can only be carried out on a process model
that has been implemented, tailored, and enacted. Our process modeling approach addresses this concern by providing the process engineer with an iterative approach for use
in process design that integrates V&V throughout and
includes the development of an executable representation
of the process model.

2.3 Safety
Bishop provides an introduction to the concepts of information leakage and safety in information systems. These terms
are used rather than secure and insecure because safety
refers to the abstract model and security refers to the actual
implementation [18]. Safety as described by Bishop is critical for CDS. These systems must employ access controls
that guarantee safety in order to prevent the inadvertent
transfer or disclosure of sensitive or classified information. However we cannot analyze the process for developing a system in terms of its safety guarantees unless we
precisely understand that process. Our statechart-based
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approach to formal process modeling provides the level
of precision necessary to analyze the process model in
terms of its safety guarantees.

2.4 Statecharts
Harel introduced statecharts to address a well-recognized
problem with regard to the difficulty of specifying and
designing reactive systems [19]. A reactive system, in contrast to a transformational system, is characterized by being,
to a large extent, event-driven and continuously reacting to
external and internal stimuli, such as in automotive collision-avoidance systems or adaptive networks of wireless
sensors. Harel’s seminal work on visual specification has
been applied in a wide variety of subsequent research on
the application of statecharts and their successor, UML
statecharts.
Dong and Shensheng demonstrate that statecharts can be
used to model business workflows by modeling an international travel agency’s process for handling customer travel
requests. They show that it is possible to represent hierarchal levels of the workflow and transition between levels
by leveraging the AND/OR decomposition of statecharts.
Additionally, they suggest that the well-defined semantics
of statecharts allow for the verification of statechart-based
workflow models [19], [20].
Drusinsky applied UML statecharts to real-world specification and verification in [2], [21], [22]. Though the concepts
and techniques introduced by Harel and Drusinsky focus
on using statecharts for the specification and development
of reactive systems, we show that these same techniques
enable us to formally specify and reason about the largely
human-based CDS Workflow process. Drusinsky uses a
Java-based statechart notation (i.e., any Java statement can
be written as a statechart action, any Java condition can be
written as a statechart transition guard, and any Java
method name can be written as a transition event) as a basis
for describing reactive systems [2], [23]. In other words, this
Java-based statechart notation is Turing-equivalent. The
notion of Turing equivalence in our chosen notation is
important as this equivalence relationship tells us that the
language described by the notation computes precisely
the same class of functions as Turing machines. Therefore,
the deep body of research on the power of Turing machines
applies to this Java-based statechart notation. For additional
details, authors such as Sipser, Hopcroft, and Kelley provide a more complete discussion of the Turing machines
and their range of computable functions [24], [25], [26].
Drusinsky and Shing extend UML statecharts to include
K-statecharts [27]. K-statecharts support the use of knowledge logic formulae—a form of modal logic used for modeling and reasoning about multi-agent systems whose
behavior depends on knowledge and belief statements
made by the system agents. Their model provides inter-visibility amongst the agents. The ability of an agent to observe
and act on the behavior (i.e., states) of another agent allows
the development of formalized, executable models for
multi-agent systems.
Crane and Dingel explore the syntactic and semantic differences between three different statechart formalisms:
Classical, UML, and Rhapsody [28]. Their results indicate a
lack of standardization between these formalisms. They
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show that due to subtle semantic and syntactic differences a
model that is a well-formed statechart in all three of these
formalisms may exhibit different behaviors in each of the
separate formalisms; this is not a concern in our approach
as we use a single formalism—UML statecharts.

2.5 Requirements
In the field of formal verification of systems or systems of
systems, we ensure that the behavior of a subject system
complies with its formal correctness specification. However,
the formal specifications are typically based on natural language (NL) requirements specifications. Drusinsky points
out that NL specifications can be ambiguous and we must
be careful when writing formal specifications from NL specifications. This ambiguity creates the potential for differences in perception and interpretation of requirements by
stakeholders. Thus we must ensure that the translation of
NL requirements is as accurate and precise as possible. Several ongoing research efforts address this open problem.
Bruegge and Dutoit articulated a UML-based model for
requirements elicitation and analysis that demonstrates the
capturing of customer requirements, typically in natural
language and subsequent translation to formal or semi-formal notation. The transformation to a more formal notation
ensures that system developers work from a common
understanding of the requirements provided by system
stakeholders [29]. Drusinsky showed us how to identify NL
requirements of interest from UML analysis diagrams (e.g.,
activity and message sequence diagrams) [22].
It is important to validate formal requirements specifications to ensure they correctly represent the intended behavior. In the case of requirements specifications written as
statechart assertions, Drusinsky et al. introduced a patternbased methodology for validating them against their NL
requirements; this is particularly useful when the assertions
are grouped into libraries of reusable formal specification
assertions. The underlying concept for this approach is that
statechart assertions are often focused on a specific, coherent concern. This suggests a likelihood of ensuring they correctly represent the intended behaviors by testing them
against a finite, representative set of validation scenarios.
The pattern-based methodology uses representative groups
of tests (i.e., patterns) such as obvious success, obvious failure, event repetition, and multiple time intervals to ensure
that testing includes the type of scenarios often overlooked
in the validation process [23], [30].
Our work addresses validation of requirements for
human-based processes by facilitating a clear, visually
appealing articulation of requirements in the same notation
used to model a process under examination. When articulated in this manner, post facto analysis and modification of
these requirements may be performed in a rigorous and
well-structured manner. Our work addresses the requirements verification concern for software engineering-related
human-based processes by ensuring process adherence to
requirements articulated in statechart assertions and
embedded within our statechart-based process models.
2.6 Research Gaps
In the preceding subsections we identified gaps in the wide
body of research on process engineering and process V&V.
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TABLE 1
Some Desirable Attributes of a Formal Language
for Process Modeling Approach

A significant body of research exists on the development of
executable software development and business process
models from formal specifications. However, a gap exists
with regard to conducting runtime verification of the executable process models. Our work addresses this gap by
providing a formal process modeling approach with runtime verification of the executable process model via
embedded statechart assertions. We achieve this by treating
human-based processes as reactive systems.
From the perspective of applying formal methods in realworld projects, it is not realistic to expect engineers to construct a model in a language lacking formal semantics and
then translate that model to a sufficiently formal language
to allow for V&V. Our approach addresses this problem by
using a single formal specification language for construction, validation, and verification of the model.

3
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PROCESS MODELING APPROACH

3.1

Assessment of Formal Methods Tools
and Techniques
3.1.1 Desirable Attributes of Formal Methods to
Support the Modeling Approach
The prior work reported on in Section 2 revealed knowledge
gaps in the field of applying formal methods to high-level
processes. We developed a set of desirable attributes for a
formal specification language and associated tools to support the modeling of high-level, human-based processes
and address the identified knowledge gaps.
The language should have a well-defined syntax and
semantics in order to provide the level of formality necessary to unambiguously model and facilitate V&V of the process. The visual representation of the language should be
sufficiently understandable as to provide a good communication medium between users, stakeholders, and process
engineers. The language needs to provide mechanisms or
artifacts that allow the formal specification of human-inthe-loop decision-making. The language needs to be able to
represent attributes such as hierarchy and concurrency that
are often found in complex human-based processes. The
formal specification of the model and the artifacts necessary
for verification of the model should all be expressible in the
same language. Table 1 compares several languages using
the aforementioned desirable attributes.
The language’s associated tools should provide a mechanism for building a visual representation of the models
using the chosen language. The modeling tools should provide the flexibility to make adjustments to the process
model as necessary. They should also be able to generate an
executable representation of the model. The associated tools
should provide the ability to conduct runtime verification
of the modeled process and an automated means of verifying an executing model’s adherence to specified properties
or requirements. This would require a means of monitoring
the process model in execution and enforcing desirable runtime properties of the executing process model, such as
ensuring adherence to temporal constraints.
We hypothesized and demonstrated via case studies
that a formal language and associated tools that have, at
a minimum, the listed attributes will enable the formal

specification, maintenance, validation, and runtime verification of a model that accurately represents a partially
automated, human-based, C&A process and provide a
viable communication medium for discussing the process
among users, stakeholders, and process engineers [31].

3.1.2

Assessment of Formal Methods for
Desirable Attributes
We assessed several formal languages and their associated
tools, such as communicating sequential processes (CSP)
[32], Petri nets [6], the Z formal language, and UML statecharts [2] to determine whether they possessed the attributes listed in Section 3.1.1. These languages are compared in
Table 1 on the basis of how closely each one matches the set
of desirable attributes.
Ryan and Schneider used CSP as a modeling mechanism
for a variety of security protocols [33]. Wong and Gibbons
demonstrated a technique for representing BPMN process
models in CSP in order to provide a semantics for formal
analysis and comparison of BPMN diagrams [13]. As discussed in Section 2 of this paper, CSP is based on a relatively
complex mathematical notation. Many researchers in the
field of process modeling have discussed the importance of
reducing the complexity and increasing the ease of understanding formal process models in order to be better able to
communicate with process users, stakeholders, and process
engineers [9], [10], [15], [16], [17], [34].
There have been attempts to apply Petri nets to highlevel processes as a means of formal specification. The
works of Emmerich and Gruhn [6], Gruhn [7], Van Der
Aalst and Van Hee [35], and van Dongen et al. [36]

SCHUMANN ET AL.: MODELING HUMAN-IN-THE-LOOP SECURITY ANALYSIS AND DECISION-MAKING PROCESSES

demonstrate a variety of methods of applying Petri nets as a
tool for process modeling. The graphical nature of Petri nets
makes them an excellent tool for communicating about a
process under examination. However, researchers have
pointed out that Petri nets do not scale well for the visual
representation of large, complex processes as the basic Petri
net formalism lacks artifacts for representation of hierarchy.
Clempner proposed an extension to represent hierarchy in a
subclass of Petri nets known as decision process Petri Nets
(DPPNS) though his work is still in a formative stage [37].
Hibdon and Hartrum built an executable model of a US
Air Force component known as a wing. In this context
“wing” refers to an organizational unit of the US Air Force
vice a physical component of an airplane. Their modeling
process required creation of an informal Rumbaugh object
model, translation to the formal language Z, and subsequent translation into Refine constructs for execution [8],
[38]. The final product of their multi-step approach is an
executable model. However the Z language and the Refine
construct are both complex, non-visual representational
formalisms.
UML statecharts are a visual formalism that has been used
for specification of systems, architectures, and processes.
Researchers have demonstrated that UML statecharts have
well-defined semantics with artifacts expressive enough to
capture elements of human-in-the-loop decision-making
(vide Section 2). They have been shown to be an effective
visual medium for communicating about processes [20].
Specifications written as statechart assertions and embedded
within a statechart-based process model enable runtime verification of the model. UML statechart assertions are a class of
statecharts and as such written in the same language.
UML statecharts possess the desired attributes for a formal specification language that we outlined in Section 3.1.1.
This formal language was the best fit in terms of its
potential for use in addressing the research gaps identified
in Section 2.
After selecting a language that satisfies the stated desired
attributes, we needed to determine whether any of the currently available tools for working with UML statecharts
would satisfy the requirements stated in Section 3.1.1. Both
research protoype and commercial tools exist for the design
and manipulation of statechart-based models. We looked
into several of these tools such as VisualSTATE, Yakindu,
and StateRover [2], [39], [40].
VisualSTATE is a standalone statechart-based modeling
tool that also provides a point-and-click interface for easy
development and editing of models. This software has a
built-in module for code-generation to automatically create
an executable representation of the model in Cþþ. The software automatically performs syntactic verification to ensure
model compliance with the underlying language rules. The
verification module includes the functionality for static
analysis of the model to ensure compliance with both pre-defined and custom properties. VisualSTATE has a dynamic
analysis module that can provide an animated view of how
specific events affect a model. Events are fed into the simulation via an interface with the ability to replay sequences of
logged events. However, VisualSTATE does not provide for
enforcing requirements in conjunction with runtime execution monitoring.
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Yakindu is a statechart-based modeling tool that operates
as a plug-in for the Eclipse integrated development environment (IDE). Yakindu supports visual specification and automated generation of an executable model. The tool also has
a point-and-click interface for building and dynamically
adjusting models. The Yakindu plug-in can interface with
an external code-generator module capable of mapping a
statechart model to C or Java source code. However, the
code generator module is experimental and must be
installed separately from the Yakindu plug-in. The plug-in
applies automatic syntactic verification rules to each statechart model and reports discrepancies to the model developer via visual and textual cueing. Yakindu provides a
simulation function that executes the generated code but it
does not support runtime verification.
StateRover is a UML statechart-based modeling plug-in
for the Eclipse IDE. This tool includes a built-in code generation module that automatically maps a statechart model to
C, Cþþ, or Java source code. Model design is accomplished
through a point-and-click interface that makes it easy to
build and dynamically adjust or reuse models. The tool
includes an automated syntactic and semantic validation
module to ensure model compliance with the underlying
statechart syntax rules and semantics. In addition, code generation will not run unless the model is able to successfully
pass the syntactic and semantic validation with no errors.
StateRover provides the functionality for runtime verification of a statechart model through the application of embedded statechart assertions enforced within the model during
execution. StateRover provides an integrated, white-box
test generator that builds test cases for use in automated
testing. The generated test cases are used within the JUnit
test framework to provide runtime execution monitoring
of the model as it enacts the generated test cases. Embedded
statechart assertions serve to enforce runtime properties or
constraints placed on the model (e.g., temporal constraints).
Of the statechart modeling tools surveyed, StateRover
possesses the desired attributes for a tool (vide Section 3.1.1)
designed to enable modeling in our chosen formal language. This tool was a best-fit in terms of its potential for
use in addressing the research gaps (vide Section 2).

3.2 Procedure
The diagram shown in Fig. 2 outlines our process modeling
approach. Solid lines represent the process flows. Dashed
lines represent ongoing communication with process-stakeholders to ensure a modeled process aligns with and
achieves their desired outcomes as originally specified in
stakeholder requirements. This ongoing feedback loop is
one component of model validation.
Our approach provides the level of formalism necessary
to rigorously specify a partially automated, human-based,
C&A process and conduct runtime verification on that process to ensure the process behaves exactly as it was designed.
This allows the process engineers and stakeholders to ensure
that the process flows exactly as it is intended. Formalization
has the potential to improve the final product of a process for
developing, implementing, and certifying and accrediting
cross-domain solutions designed to facilitate and guard the
flow of information between various security domains.
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3.3.1 Process Selection
Process selection is a non-trivial matter. Informal processes
or well-defined processes whose outcomes are not missionor safety-critical may not require the level of formality
afforded by our approach. The application of our statechartbased modeling approach requires a time investment to
analyze the process and apply formal methods. However, it
is a worthwhile investment for the types of processes that
we are interested in formally specifying and reasoning
about. The modeled process will be easier to understand
and communicate about, while the resulting process model
will be amenable to testing, debugging, and maintenance.

Fig. 2. Overview of statechart-based process modeling approach.

Formalizing the process can help ensure that it provides a
product that is well-defined, well-developed, and consistent
in its execution.

3.2.1 Iterative Design
Our modeling approach allows the process engineer to iteratively create a process model in conjunction with creation
of the process itself. Once the process is established, the process engineer can use this approach to adjust the model
throughout the lifecycle of the underlying process.
3.2.2 Terminology
We define the following terms in the context of humanbased processes:
Thread. An activity that is orthogonal to other activities
within the same process.
Process step. An atomic action within a process.
Sub-process. A set of two or more steps grouped together
based on their degree of cohesion and coherence.
Transition. Movement from a step, sub-process, or statechart assertion to another.
Decision point. Places where a decision must be made
(e.g., yes or no, approve or disapprove) and that decision’s outcome falls within an expected range of values.
The decision is modeled as a conditional- or value-based
transition between components within the model.
Timing. Quantifiable time constraints or restraints, such
as the time at which something must occur or the time
within which something must occur.
Complexity. A metric expressed as a summation of joins
and splits (AND, OR, or XOR) in a process.
Layering. Representing nested levels within a process
model.
Scenario. A combined collection of desired properties,
timings, human decisions, and/or conditions applied visa-vis a process model in order to exercise or stimulate various aspects or behaviors of the model.
3.3 Modeling Approach
In this section we provide the details of each step of our process modeling approach shown in Fig. 2.

3.3.2 Process Analysis
Prior to constructing the process model in StateRover, it is
helpful to analyze the process. During this phase of our
modeling approach we identify components of the process
that can be specified as artifacts in a statechart-based formal
model. This is also where we identify specific requirements
that we model as assertion statecharts using formal specifications. Process analysis facilitates the development of a
robust, granular, and high-fidelity model via the thorough a
priori inspection of the process during model development.
Similarly, process analysis provides the process engineer an
opportunity to identify many if not all of the process components and timing considerations.
Process formalization requires thorough analysis of the
chosen process as a key component of developing the formal model in StateRover. Through analysis, we develop an
understanding of the process under examination and begin
to formulate a plan for contextualizing individual components vis-
a-vis our modeling approach with its associated
views and terminology. We must understand threads, transitions, decision points, process requirements, timing, complexity, layering, and important steps in the process.
The process engineer uses a combination of available
sources such as informal drawings, interviews with stakeholders, mission statements, modeling diagrams (e.g.,
UML activity diagrams, YAWL workflow charts), or basic
flowcharts. The focus of this phase of our modeling
approach is to develop as complete an understanding of
the process as possible. One hurdle in process analysis is
that the stakeholders’ understanding and documentation
of the process could range from the subject matter
expert’s domain-specific knowledge held by one or a few
individuals to more flowcharts or other types of models
based on notations like BPMN.
During this phase of the modeling approach the process
engineer also gathers requirements from stakeholders in the
process. These requirements will provide the source material for developing embedded statechart assertions—a key
element to enable runtime execution monitoring of the process model.
3.3.3 Construct Process Model
It is during this step of the modeling approach that the process engineer builds the statechart-based process model.
Leveraging the products of the “Process Analysis” step the
process engineer visually specifies the process using the
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Fig. 4. Example of a statechart assertion.
Fig. 3. Top-level statechart model of CDS workflow process.

formal language and tools chosen for their adherence to the
desirable attributes listed in Section 3.1.1.
We previously demonstrated the novel use of UML statecharts as a medium and the StateRover modeling tool as a
mechanism for formally modeling the cross domain implementation process (CDIP), a partially automated, humanbased, C&A process [41]. In this paper we demonstrate the
use of UML statecharts as a fundamental component of the
process modeling approach shown in Fig. 2.
Because our chosen modeling tool generates an executable model in Java we are able to add Java code to just
about any component of the model such as states, transitions, or flowchart boxes. This helps ensure that embedded assertions are enforced at runtime. UML statecharts
provide a vehicle for the articulation of, formalization of,
and communication about a process model such as the
one shown in Fig. 3, a process model for our demonstrative exemplar, the CDS workflow process. In addition, we
are able to take full advantage of automated statecharthandling capabilities built into StateRover such as hierarchy, concurrency, non-determinism, syntactic validation,
workflow modeling, automated testing, and runtime
monitoring.
During the design process, the process engineer is able to
use the immediate feedback from StateRover’s rule-checking mechanisms to identify possible errors within the process model. This is an enabler for applying a systematic and
iterative approach to detecting and removing errors and
improving upon the process model.

3.3.4 Construct Statechart Assertions
In this step, the process engineer transforms the requirements developed during “process analysis” into statechart
assertions. The UML statechart specification of each requirement is in the same statechart-based language as the rest of
the model. This provides a precise way of stating requirements that directly takes advantage of the formalisms used
to develop the process model. During the execution phase
of our approach, embedded statechart assertions are
employed as enforceable runtime specifications.
Embedded statechart assertions are a key ingredient of
our approach: They facilitate runtime execution monitoring
as well as enforcement of desirable properties or

requirements placed on the process (e.g., submission timeline for a request necessary for process progression).
Statechart assertions have two fundamental differences
from the statecharts used throughout the rest of our modeling process: (i) they have a built-in mechanism for indicating Boolean success or failure (true/false), which makes
them suitable for formal specification and (ii) they can be
nondeterministic if desired [2]. Fig. 4 shows a statechart
assertion specifying the NL requirement “R1: The CDS
implementation must remain secure during the ‘operate
and monitor’ phase of its lifecycle.”
Sindre and Opdahl postulate that a visually appealing
approach may actually be more successful than a textual
approach when capturing requirements. This is because
simple and intuitive diagrams provide a better overview of
the functionality of a system and make it easier to see each
stakeholder’s interest in the system which in turn makes it
easier to communicate about the captured requirements
[42]. The combination of UML statecharts and embedded
statechart assertions provides us with a visually appealing
formal process modeling approach wherein the model and
the assertions that enforce properties of the model are written in the same language, in this case UML statecharts. This
addresses one of the challenges seen in previous formal process modeling research, that being the integration of a separate formal specification language in order to add
formalisms to the process modeling approach [6].
According to the Oxford English Dictionary, an oracle is
“an opinion or declaration regarded as authoritative and
infallible” [43]. Since both our process model and the statechart assertions that represent requirements on the model
are derived from NL descriptions, it cannot be assumed
that one is more of an oracle than the other. However, the
properties upon which we base statechart assertions are
typically small enough that they do not require more than
five to ten validation tests. This suggests that we can use a
relatively small number of tests to build a body of evidence for using the assertions as an oracle for testing the
behaviors of a process model. We adopted the patternbased methodology of Drusinsky et al. because it helps
ensure that we cover often overlooked testing areas when
writing validation tests for our assertions [23], [30]. They
describe scenario test patterns such as obvious success, obvious failure, full scenario success, and full scenario failure.
Fig. 5 shows a test scenario to ensure that an assertion
succeeds when it is supposed to for a simple set of
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Fig. 5. Timeline diagram for “obvious success” assertion test scenario.

conditions (i.e., obvious success test pattern). Once the
assertion has entered state Timer it must see a Requirements_Valid() event within 100 time units or the assertion
fails. The event Requirements_ Valid() occurs at time 90
and no further events or transitions occur so we expect
this assertion to succeed during testing.

3.3.5 Embed Assertions in Process Model
During this step of the modeling approach, representative
artifacts for each statechart assertion are embedded in the
process model.
We previously examined testing of statechart-based formal process models and showed that embedded assertions
could be applied to formal models of human-based processes as a means of enforcing requirements [44]. When testing the model, failures to adhere to the requirements of the
assertion are recorded and reported by the testing module.
This ensures that the model behaves as expected under a
wide variety of conditions while the executable version of
the model is running. This technique allows us to use
embedded assertions as an enforcement tool for process
requirements because the embedded assertions are located
within the model, which provides unique access to the process model’s events, variables, and timing structures as it
executes. This positioning is the enabler for embedded statechart assertions to act in an enforcement role. The SecAssertion box of Fig. 6 is an example of the method by which a
statechart assertion is embedded within a process model.
The SecAssertion box acts as a placeholder and insertion
point for the statechart assertion of Fig. 4. An added advantage of embedded statechart assertions is that they are naturally scoped by the context of their substatechart [2]. Hence
they are only active when their substatechart is entered and
they cease to be active when the process transitions out of
the containing substatechart. This property of embedded
statechart assertions lends itself to hierarchy and scalability
in the process modeling approach. This property also allows
the process engineer to better deal with process complexity
by providing the ability to enforce process requirements at
runtime at a variety of levels and with varying scope. This
also facilitates development, testing, debugging, and maintenance as the process engineer can ascertain the scope of
each embedded statechart assertion.
3.3.6 V&V of the Process Model
During this step of the modeling approach, we leverage the
components and capabilities of our chosen formal modeling
tool to validate and verify statechart-based process models.
Our approach uses three types of validation: (i) automated syntactic validation via algorithms built into our

Fig. 6. Statechart assertion scoped by substatechart Op_Monitor.

chosen modeling tool; (ii) validation of statechart assertions
to ensure they accurately represent stakeholder requirements; and (iii) validation against stakeholder expectations
which requires process engineers to compare the model to
requirements derived during the Process Analysis step of
our approach and to maintain a review and feedback loop
with process stakeholders. The intent of validation is to
ensure the process model remains synchronized with stakeholder expectations throughout the design process; in Fig. 2
we use dashed lines to delineate the feedback loop.
We employ two types of verification in the modeling
approach: manual testing and runtime execution monitoring. Each of these uses test cases which are an important construct for verifying that the executable version of a process
model operates as intended. For the type of partially automated, human-based, C&A processes that we are interested
in modeling, test cases equate to sequences of real-world process-related events, conditions, timing, and human decisions. Our objective here is to examine the response or flow
of a process model in a simulated test environment.
The process engineer uses manually generated test cases
for multiple purposes. During the Construct Process Model
and Construct Statechart Assertions steps, the process engineer manually develops tests to iteratively ensure components of the model behave as expected as well as that the
model as a whole accurately reflects the process being modeled and that the process produces expected results for specific scenarios. The engineer also constructs tests to examine
one or more portions of the process during development,
testing, debugging, and maintenance.
During the manual testing phase, the process engineer
works at a micro scale, setting variables and sending events
to an executing process model via handcrafted test cases. In
contrast, during automated testing the tester works at the
macro scale, adjusting test parameters such as number of
tests, test length, number of permissible loops or choosing
between stochastic and deterministic testing algorithms
while a white-box test generator (WTG) automatically
adjusts the micro-scale elements at runtime. The process
engineer is able to use the information from testing to better
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TABLE 2
Runtime Execution Monitoring Data Collection

Fig. 7. Decomposing a complex hierarchical process model.

understand, test, debug, maintain, and communicate about
a process model.
The executable version of a process model provides a
vehicle for runtime monitoring. The medium within which
this vehicle operates is the JUnit test framework, permitting
the process engineer to apply at runtime automatically or
manually generated test cases against the executable representation of the model. Automatically generated test cases
facilitate exploration of all possible execution paths available to the executable model and the effect of a large number of input sequences on the process model.
We track the results of testing through tabulating and
comparing such things as the number of tests per test run,
whether assertions failed in a test run, whether all states
were visited during testing, and the time to complete each
test run, as shown in Table 2, in support of continuously
improving the process model and the process itself.

4

CASE STUDIES

In [31] we apply the process modeling approach (vide Fig. 2)
in two case studies that demonstrate the utility of our
approach. The first case study examines the cross domain
implementation process (CDIP) and the second examines
the CDS Workflow. Early on in our research, the CDIP was
being developed by the US government’s Unified Cross
Domain Management Office (UCDMO) as the next-generation process for requesting, developing, implementing, and
certifying and accrediting a cross-domain solution. We
applied our process modeling approach to the CDIP. This
effort helped refine our approach.
During the course of our research, the UCDMO transitioned from the CDIP to the CDS Workflow process.
These processes are related in that the CDS Workflow
process is an evolved form of the CDIP. When the
UCDMO transitioned from the CDIP to the CDS Workflow as the process responsible for governing the request,
development, implementation and C&A of cross-domain
solutions, we began to model the CDS Workflow process
too. This effort provided us with a number of benefits:
application of our statechart-based modeling approach to

two separate processes; fully exercising the runtime-monitoring capabilities of the modeling approach; and validating the ability to apply process requirements as
embedded assertions and enforce those assertions on an
executing model of the process. We provide below additional details on the CDS Workflow case study as it represents the more complex of the two case studies.

4.1 Cross Domain Solutions Workflow
4.1.1 Process Selection
The CDS Workflow replaced the UCDMO’s CDIP with the
former representing a process-based initiative to federate
the request, reuse, development, implementation, and C&A
of cross domain solutions. The CDS Workflow is a more
complex process than its predecessor with five major process blocks and four levels of hierarchy as illustrated in
Fig. 7 (vide [31, p. 44] for a full-size version of image). The
diagrams shown in Fig. 7 demonstrate the successive
decomposition of the four levels of hierarchy. When viewed
together, we see that the ability to deal with complexity and
layering in this way makes it possible to formally model
hierarchical processes.
4.1.2 Process Analysis
In an effort to better document the CDS Workflow process,
the UCDMO captured elements of it as UML use case and
activity diagrams developed in Rational Rose Modeler.2
The use case and activity diagrams were a starting point for
analyzing and understanding the process, which facilitated
the analysis phase of our modeling approach.
While most of the CDS Workflow subprocesses were
documented individually through activity diagrams, one
of the challenges was to develop an understanding of how
the different activity diagrams related to each other in
terms of processes, subprocesses, and sequencing in order
to provide us with the necessary information to build a
model reflective of the process. One subprocess, “Operate
and Monitor,” was not documented in an activity diagram. It was shown only as a single point on a use case
2. Rational Rose is a commercial UML modeling tool developed by
IBM. Additional information is available at http://www-01.ibm.com/
software/awdtools/developer/rose/modeler/.
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Fig. 8. Statechart Assertion for Requirement R1.

diagram. This prompted us to hold further discussions
with the UCDMO representatives in order to determine
the flow, elements, and desired behaviors of this subprocess. This demonstrates one of the challenges of applying
formal methods tools and technique to processes operating in real-world environments.
As prescribed by our modeling approach, we also determined threads, decision points, and layers during this phase.

4.1.3 Construct Process Model
In this phase of the modeling approach, we bring together
the results of process selection and analysis to articulate the
formal process model of the CDS Workflow.
Throughout model development and with the addition of each new step we perform two actions designed
to ensure the model adheres to the underlying rules for
semantic correctness: (i) use the “Diagram/Validate”
menu option to initiate StateRover’s validation routine
and reveal detected errors and (ii) initiate the code generation process. Diagram validation and code generation
provide an end-to-end semantic check of the model and
identify errors.
For this process, our analysis indicated that the top-level
of the model would be relatively simple in terms of the
number of states and transitions. We initially constructed
the model shown in Fig. 3. This portion of the model ended
up being very close to the final top-level view. Next, we constructed in turn each of the subprocess detail views for the
Initiate_Coarse, Process_Coarse, Implement_Coarse, and
OpMon_Coarse states of Fig. 3, each time performing the validation and code generation routines to ensure the model is
semantically and syntactically correct.
4.1.4 Construct Statechart Assertions
In this phase of the case study we showed three embedded
assertions statecharts. Each of these is designed to model
and enforce a different NL requirement. Fig. 8 depicts a formal specification of requirement R1: Each of the impact levels
(confidentiality, integrity, availability) must be set to one of the
following: low, moderate, high.
4.1.5 Embed Assertions in Process Model
The next step in our process modeling approach is to embed
the statechart assertions into the process model. Here, the
process engineer places embedded statechart assertions
within the model based on the desired scope of the assertion. The substatechart artifact of our chosen modeling tool
ensures that an assertion is only applicable to activity modeled within its containing state.
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4.1.6 V&V Process Model
The process engineer validates the finalized model by presenting it to the stakeholders of the process to ensure the
model meets the stakeholders’ expectations. For the purposes of demonstrating the feasibility of this component of
our modeling approach, we worked directly with the
UCDMO to ensure the completed process model met their
expectations.
We informally presented diagrams of the formal model
and discussed the translation process from UCDMO supplied process documentation to the process model. The
resulting dialogue provided validation that our design met
the UCDMO’s intent. We used this feedback loop to ensure
that the “Operate and Monitor” component of the model,
mentioned above, met UCDMO expectations. Due to the
lack of documentation available for analysis of “Operate and
Monitor” it was particularly helpful to have direct input
from the process stakeholders to improve the process model.
The modeling approach calls for model verification
through both manual and automated testing. We used manually generated test cases to demonstrate how statechart
assertions embedded in the CDS Workflow enforce requirements on the process model. When we write manual test
cases, we are able to test process flow and adherence to process requirements written as embedded assertions by specifying events and setting variables to move through the
executing process in a specific way. This ensures that the
model behaves as expected for each test scenario.
We performed automated testing of the CDS Workflow
by using runtime execution monitoring which explores the
effect of numerous input sequences on the process model
during automated testing and verifying that the model
behaves as expected across the range of inputs. During
model construction we insert code to print variable values
and status messages at runtime. These messages are delivered throughout execution of each test. This helps us ensure
that the model behaves precisely as specified since we are
able to compare variable values for a test run to the testing
results based on those values. Depending on our testing
goals and the outcome of test runs, we adjust test parameters such as number of tests, test length, number of permissible loops in order to ensure all elements that we wish to
examine have been tested.

5

VALIDATION

In the case studies, we use statechart assertions that reflect
the typical hard-to-model aspects of requirements on
human-based processes and we demonstrate the modeling
and V&V of several requirements for each modeled process.
For the purposes of demonstrating the points in this
research, formalizing all possible requirements on each process would not demonstrate anything additional. We recommend this as future work. A full-scale implementation of
all process requirements would include approximately 120
embedded statechart assertions for each modeled process.
We believe the CDIP and CDS Workflow process are particularly well suited for use in experimenting with our
approach, given that these processes involve human decision making, temporal constraints and restraints, nested
subprocesses, workflow elements, and state changes.
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As we developed the CDIP and CDS Workflow models
there were some key lessons learned that will facilitate the
improvement of further research into the modeling of partially automated human-based security-related processes.
The code generation capability turned out to be a key
means of ensuring end-to-end syntactic and semantic consistency of our model. Note that during model development
we do not focus on code generation from the standpoint of
creating usable code, as would be the case when developing
software-based systems. Instead, we are interested in the
rigorous syntax and semantics checking that is an inherent
part of StateRover’s code generation module. If code generation is unable to complete successfully this equates to a
syntactic or semantic inconsistency with the model and
drives the process engineer to investigate and correct the
source of the error before continuing with model
development.
During the “Process Analysis” phase of our modeling
approach, the process engineer develops an understanding
of the process under examination based on the materials
provided by the stakeholders of the process. This material
may be abundant or scarce and could include things such as
interviews with users or stakeholders, focus groups, informal diagrams, or semi-formal diagrams. We modeled two
processes during the course of this research. The source
material differed significantly between the two processes
and we found in the case of the CDS Workflow that having
the UCDMO provided activity diagrams and use cases facilitated our understanding of the model.
If provided a similar set of activity diagrams for any process, it would facilitate an expeditious analysis of the process. However, the notion of “garbage in, garbage out”
(GIGO) applies here. In other words, if it is the case that
either the process diagrams or documentation is inaccurate
or incomplete, we believe that analysis could end up taking
longer or result in unfounded conclusions due to the original diagrams leading the analysis down one or more false
paths. Process diagrams are not a requirement for analysis
but instead a facilitator. In the absence of diagrams or other
forms of documentation, the process engineer engaged in
formalizing a process is likely to employ a variety of methods to develop a full understanding of the process such as
observation of the process in action and interviews with
stakeholders. Based on our experience with the two processes modeled in this work, we suggest that inaccurate,
inconsistent, or non-existent process documentation would
significantly increase the process-analysis timeline due to
the need for end-to end process analysis.

modeled processes terminate naturally (i.e., processes that
have a definitive end-point or product which causes the
process to end) or run indefinitely (e.g., safety processes
that involve continuous checking of health and status of the
manual and automated functions of a process-control application). Another area of investigation is to extend the tool
capabilities supporting our approach, such as to assist
process engineers in determining the optimal placement
and use of embedded assertions within a statechart-based
formal process model.
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