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ABSTRACT

Fire service agencies struggle to receive and use relevant, agency-specific
intelligence, which hampers their ability to prevent attacks, protect the community,
mitigate an attack’s impact, respond safely, and recover from such events. This thesis
presents the intelligence requirements necessary to support the fire service and specifies
how the fire service can use intelligence to guide strategic policy development,
operational planning, and tactical decision-making. It employed a qualitative gap
analysis, using a 15-question survey of fire service personnel, to compare the current
state of the fire service intelligence apparatus with a desired future state. This thesis also
used case analysis to identify current intelligence products to understand how well they
support strategic, operational, and tactical decisions. This thesis identifies intelligence
gaps from a broader fire-service audience and offers a holistic set of recommendations,
thus contributing to intelligence research. The gaps involve collaborating with law
enforcement on intelligence, establishing intelligence requirements to better support the
fire service, handling sensitive information, and using finished intelligence for decision-
making. This thesis recommends identifying and distributing intelligence requirements to
the fire service, developing training and policy guidance on intelligence handling, and
creating a joint intelligence guide.
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EXECUTIVE SUMMARY

Fire service agencies struggle to receive relevant, agency-specific intelligence,
which hampers their ability to prevent adversarial attacks, protect the community, mitigate
the impact, respond safely, and recover from such events. Accordingly, the Intelligence
Reform and Terrorism Prevention Act of 2004 (IRTPA) directed the president of the United
States to establish the Information Sharing Environment, which “provides and facilitates
the means for sharing terrorism information among all appropriate Federal, State, local,
and tribal entities, and the private sector through the use of policy guidelines and
technologies.”* The goal of IRTPA was to eliminate the intelligence community’s
information and intelligence gaps between levels of governments that failed to provide the

intelligence necessary to prepare for and prevent the 9/11 terrorist attacks.

This thesis identifies the intelligence requirements needed to support the fire service
and describes how the fire service can use intelligence to guide strategic policy
development, operational planning, and tactical decision-making. Additionally, this thesis
uses qualitative gap analysis to compare the current state of the fire service intelligence
apparatus with a desired future state.? This method guided the development of
recommendations by analyzing processes, practices, structures, and missing strategies.® As
part of the analysis, | conducted a survey of fire service members through the International
Association of Fire Chiefs and the Fire Service Section of the National Fire Protection
Association. The survey aimed to identify the current intelligence requirements and uses

of intelligence to inform decision-making.

Additionally, this research analyzed current intelligence products developed by the
Chicago Fire Department’s Tactical Operations Intelligence Center, the New York City
Fire Department’s Watchline, and the National Capital Region Threat Intelligence

Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, §1016, 118 Stat.
3665 (2004), https://mww.dni.gov/filessNCTC/documents/RelatedContent_documents/Intelligence_
Reform_Act.pdf.

2 “The Complete Guide to Gap Analysis,” Smartsheet, accessed February 24, 2020, https://www.
smartsheet.com/gap-analysis-method-examples.

3 Smartsheet.
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Consortium’s first responder bulletin. The analysis identified the current state of
intelligence products to gain an understanding of how well the products support strategic,
operational, and tactical decision-making.

To guide the gap analysis, this thesis used the political, economic, sociocultural,
technological, environmental, legal (PESTEL) framework, facilitating the analysis of
numerous factors for a more comprehensive study. This thesis used the results to develop
a set of recommendations, including the creation of a fire service intelligence requirements

document and a joint intelligence guide for first response organizations.

Demographically, respondents represented career, volunteer, and combination
departments, as well as a state fire academy, a paid on-call agency, and a state forestry
agency. Additionally, participants represented various sized fire departments from every
geographic region in the United States. Identifying shortcomings in fire service intelligence
practices as a whole made the representation from different types, sizes, and geographic

regions vital to the development of solutions that most departments can use.

The survey data revealed several effective intelligence practices. First, a majority
of participants reported receiving intelligence from at least one source, with several
reporting multiple sources. The most prevalent sources were state or local fusion centers,
police intelligence units, the Homeland Security Information Network, and the Federal
Bureau of Investigation’s JTTFs. To a lesser extent, others highlighted agency use of
internally created intelligence, arson task forces, technical resources for incident
prevention, bomb and arson tracking systems, and the Interagency Fire Intelligence
Exchange. These findings challenge the work of earlier researchers who suggested that the
fire service lacked access to intelligence products because of limited security clearances or
other reasons.* Second, several participants noted successful integration by their agencies
with state or local fusion centers, with some having a fire service representative or terrorism
liaison officer assigned as well. Additionally, 88.24 percent of participants recognized that

their departments receive intelligence of some value—despite data that suggest 52 percent

4 Thomas A. Robson, “A Burning Need to Know: The Use of Open Source Intelligence in the Fire
Service” (master’s thesis, Naval Postgraduate School, 2009), 2, http://hdl.handle.net/10945/4913.
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of fire agencies perceive intelligence providers as unaware of fire service intelligence

requirements.

On the other hand, barriers to information sharing persist within fire service
agencies and between their law enforcement counterparts. Internally, fire service agencies
withhold information from the rank and file, disseminating it only to high-ranking
personnel. Regarding law enforcement, many survey participants highlighted a lack of trust
between the fire service and law enforcement as an important information-sharing barrier.
The problem endures despite several guidance documents recognizing the fire service as
an equal and fully trusted partner.> Additionally, fire service agencies advised that they do
not receive the same type of intelligence as law enforcement does, suggesting that decision-
makers value it less. Likewise, the fire service interaction with fusion centers remains
fragmented, another notable weakness. In particular, participants from Washington State
and New York underscored that the fire service has been left out of the information-sharing
loop altogether. Still, others stated their fusion centers deal mainly with criminal issues
such as drug trafficking.

Collaborating with law enforcement on intelligence processes, establishing
intelligence requirements to better support the fire service, handling sensitive information,
and using finished intelligence for decision-making represent the key findings of this thesis.
As a result of the study, the fire service overwhelmingly suggests that intelligence and
operational planning must be a collaborative effort. Numerous participants proposed
reserving a seat at the table for fire service agencies to engage in intelligence and
information-sharing initiatives. Furthermore, participants suggested tying in intelligence

activities with integrated response planning for events that may affect their jurisdictions.

The survey uncovered several interrelated fire service requirements. First, fire
service agencies argued that the intelligence they do receive lacks relevance, timeliness,
and coordination between fire and law enforcement agencies. Second, participants claimed

that intelligence agencies are not aware of fire service intelligence needs. These claims

5> Executive Office of the President, National Strategy for Information Sharing: Successes and
Challenges in Improving Terrorism-Related Information Sharing (Washington, DC: White House, 2007),
3, https://apps.dtic.mil/dtic/tr/fulltext/u2/a473664.pdf.
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raise concern because they reveal misperceptions within the fire service about intelligence
requirements. Additionally, the survey revealed some confusion over intelligence
requirements for standing information needs and strategic, operational, and tactical levels.
An associated concern was the lack of understanding of the handling requirements for
sensitive information, as many agencies do not have an information security officer
position. Several participants highlighted security concerns about leaks of sensitive
information to the general public.

Regarding the use of finished intelligence, participants identified several
shortcomings in the survey. First, participants pointed out that fire service members need
additional training in how to understand, interpret, and act on intelligence. Second,
participants suggested that the overabundance of information drowns out the more
pertinent details. Additionally, participants stressed the need to practice using intelligence
in training scenarios to improve understanding. Furthermore, participants recognized that
without knowing how to use intelligence, fire personnel could respond blindly to incidents
that might have grave consequences.

According to Thomas Robson, “The ability of the fire service to execute its sworn
duty to protect life and property in the local community, as well as, to the extent possible,
protect the firefighters who serve there from the consequences of terrorism, is dependent
on the efficient usage of intelligence.”® As such, intelligence supports mission-critical
decisions at all levels of fire service organizations. More specifically, intelligence aims to
inform long-range strategic planning, gain an understanding of threats and their
implications for the organization, and protect the lives of personnel operating on the
ground. Given the importance of intelligence, this thesis provides recommendations for the
three most critical issues identified in the survey and analysis of professed intelligence
problems: determining intelligence requirements, handling sensitive information, and more

effectively collaborating with law enforcement in developing intelligence products.

& Robson, “Burning Need to Know,” 14.
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1. The International Association of Fire Chiefs should identify and distribute
a list of baseline fire service intelligence requirements to all fire service

organizations for submission to their intelligence producers.

2. The Department of Homeland Security and the Department of Justice
should develop a training brief and policy guidance on intelligence-

handling requirements and operational security.

3. The Department of Homeland Security, Department of Justice,
International Association of Fire Chiefs, and International Association of
Chiefs of Police should develop a joint intelligence guide for use by fire,
law enforcement, emergency medical services, and other first response

agencies.

In sum, identifying and distributing baseline intelligence requirements to fire
service agencies will ensure the received intelligence is timely and relevant to support
decision-making at all levels of fire service organizations. Also, training on handling
sensitive information and internal security policies may eliminate barriers to information
sharing between the fire service and law enforcement. Finally, developing a joint planning
doctrine and guide will allow for more effective coordination and collaboration at the local
level to ensure the completion of homeland security missions in the most effective and

efficient ways possible.
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l. INTRODUCTION

Fire service agencies struggle to receive and utilize relevant, agency-specific
intelligence, which affects their ability to prevent adversarial attacks, protect the
community, mitigate the impact, respond safely, and recover from such events.
Accordingly, the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA)
directed the president of the United States to establish the Information Sharing
Environment (ISE), which “provides and facilitates the means for sharing terrorism
information among all appropriate Federal, State, local, and tribal entities, and the private
sector through the use of policy guidelines and technologies.”* The goal of IRTPA was to
eliminate the Intelligence Community (IC)’s information and intelligence gaps between
levels of governments that failed to provide the intelligence necessary to prepare for and
prevent the 9/11 terrorist attacks.

To comply with the information-sharing mandates, the ISE leveraged existing
mechanisms across the government. One such mechanism was the expanding network of
state and local fusion centers. A fusion center is a cooperative group of agencies that work
to prevent terrorist acts by pooling their resources and expertise to provide actionable
intelligence to appropriate state, local, tribal, and territorial agencies (SLTT).? The latter
include law enforcement, public health, emergency medical services, and the fire service,
among others. The fusion center is designed to promote a two-way exchange of information
with SLTT agencies. The government considers SLTT agencies as contributors,
collaborators, and consumers of intelligence information, of which the fire service plays a
significant role. In turn, fire service agencies use intelligence to drive strategic, operational,

and tactical decision-making.

! Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, §1016, 118 Stat.
3665 (2004), https://www.dni.gov/filessNCTC/documents/RelatedContent_documents/Intelligence
Reform_Act.pdf.

2 Department of Justice and Department of Homeland Security, Fusion Center Guidelines: Developing
and Sharing Information and Intelligence in a New Era (Washington, DC: Department of Justice and
Department of Homeland Security, 2006), 2, https://www.it.0jp.gov/documents/d/fusion_center_guidelines.
pdf.



A RESEARCH QUESTIONS

1. What are the intelligence requirements necessary to provide the fire
service direct support to inform strategic, operational, and tactical

decision-making?

2. How can the fire service use intelligence to guide strategic policy
development, operational planning, and tactical decision-making?

B. LITERATURE REVIEW

This literature review explores the growing body of academic literature related to
the fire service and the broader intelligence enterprise. The first section discusses
government and organizational reports that serve as foundational information for the
domestic intelligence enterprise. The second section analyzes academic research and
government reports regarding the role of fusion centers in domestic intelligence generally,
and fire service intelligence more specifically. The third section explores academic
research and government reports that outline the current body of knowledge regarding the

Fire Service Intelligence Enterprise.

1. Intelligence Community and Information Sharing Environment

The 9/11 Commission Report and the Intelligence Reform Act fueled the
reorganization of the IC and the development of the ISE to prevent surprise attacks by
aligning all IC agencies. The 9/11 Commission recognized a lack of organization among
the 1C and six problems before and after 9/11: structural barriers to joint work, management
division, lack of common practices and standards, a limited ability to establish priorities,
secrecy, and too many roles concentrated in one leadership position.® The Intelligence
Reform Act sought to eliminate the systemic barriers by giving the president the authority

to develop the ISE and appoint a director of national intelligence.*

3 National Commission on Terrorist Attacks upon the United States, The 9/11 Commission Report:
Final Report of the National Commission on Terrorist Attacks upon the United States (Washington, DC:
Government Printing Office, 2004), 408-10, https://digital.library.unt.edu/ark:/67531/metadc123526/.

4 Intelligence Reform and Terrorism Prevention Act of 2004.
2



Erik Dahl suggests that terrorism challenged the IC well before 9/11.° To support
his claim, he argues that “the intelligence community is limited in its ability to use
traditional tools and techniques to gain insight into terrorist intentions and capabilities.”®
Furthermore, Dahl recognizes that there has been very little academic research on the
importance of intelligence in combatting terrorism.” Dahl also advocates the need for
actionable intelligence and policymaker action as essential elements to prevent surprise

attacks.®

Likewise, Amy Zegart attributes this IC limitation to organizational issues within
and among IC agencies before 9/11. More specifically, Zegart suggests that decades-old
structural weaknesses, misaligned incentives and rewards, and resistance to new
technologies worsened organizational deficiencies.® Zegart contends that since 9/11, the
government and IC have undergone several adaptation failures.'® She further suggests that
bickering policymakers and posturing by the Department of Defense have weakened the

IRTPA and led to continued shortcomings of the IC.1!

Mark Lowenthal echoes the common theme of organizational issues, with the
director of national intelligence having to contend with the discrepancy between his
responsibilities and authority over intelligence agencies.!? Essentially, the director of
national intelligence has responsibility for the IC but does not have jurisdiction over the
individual agencies. Lowenthal also points out that 80 percent of the IC is under the control

of the secretary of defense.’®

S Erik J. Dahl, Intelligence and Surprise Attack: Failure and Success from Pearl Harbor to 9/11 and
Beyond (Washington, DC: Georgetown University Press, 2013), 17.

6 Dahl, 17.
" Dahl, 17.
8 Dahl, 20.

® Amy B. Zegart, Spying Blind: The CIA, the FBI, and the Origins of 9/11 (Princeton, NJ: Princeton
University Press, 2007), 4.

10 Zegart, 170.
11 Zegart, 170-82.

12 Mark M. Lowenthal, Intelligence: From Secrets to Policy, 7th ed. (Los Angeles: CQ Press, 2017),
41.

13 Lowenthal, 43.



Despite claims of improvements to information sharing in government documents,
such sharing continues to pose challenges. The Review of the Domestic Sharing of
Counterterrorism Information suggests that the implementation of the nation’s
information-sharing strategy has been patchy.}* Additionally, the report finds, “The
Department of Homeland Security (DHS) Intelligence Enterprise is not as effective and
valuable to the IC as it could be.”*> Other challenges include a counterterrorism mission
overlap between the Federal Bureau of Investigation (FBI) and DHS, large geographic

regions, a lack of clear vision, and a focus on sustainment over enhancement.®

The academic literature and the government review concur on the many structural
impediments and organizational deficiencies within the IC. The continued problems within
the IC limit the utility of such intelligence products.

2. Fusion Centers

The literature regarding fusion centers identifies connections from the IC to state
and local agencies, with fusion centers serving as the hub. It informs the reader of the
design and makeup of fusion centers and highlights several legal challenges facing fusion
center coordinators. Furthermore, the research firmly establishes the role of the fire service
within fusion centers. Unfortunately, the actual engagement of fusion centers with local
agencies is sporadic. The literature is limited in that it highlights methods for integration,
but it stops short of informing the fire service on how to use finished intelligence.

The 2010 “Fire Service Integration for Fusion Centers” appendix by the
Department of Justice represents the first and only comprehensive government document

that advocates fire service intelligence integration. The Department of Justice suggests that

14 Offices of the Inspectors General of the Intelligence Community, Department of Homeland Security,
and Department of Justice, Review of Domestic Sharing of Counterterrorism Information (Washington,
DC: Inspectors General of the Intelligence Community, Department of Homeland Security, and
Department of Justice, March 2017), i, https://www.dni.gov/files/documents/Newsroom/Domestic_
Sharing_Counterterrorism_Information_Report.pdf.

15 Offices of the Inspectors General, 9.
16 Offices of the Inspectors General, 8-9.



the fire service’s subject-matter expertise can help fusion centers meet their capabilities.’
Specifically, the document proposes that the fire service report criminal acts and provide
input on risk assessments to achieve fusion center goals.'® Additionally, it spells out the
need for intelligence to provide situational awareness to emergency personnel.'® However,
the Department of Justice highlights fire service contributions to fusion centers rather than
fusion center support to the fire service. Nevertheless, citing the National Strategy for
Information Sharing, Castro Garcia, Matei, and Bruneau suggest, “Fusion centers serve as
the primary focal points within states and localities for the receipt and sharing of

information on terrorism.”%°

Furthermore, the 2013 National Network of Fusion Centers Final Report by DHS
asserts, “Fusion centers are uniquely situated to enhance the national threat picture and
enable local officials to better protect their communities from a variety of threats.”?
Accordingly, organizations that identify their intelligence needs for fusion centers receive
the maximum benefit. Similarly, the report proposes that fusion centers’ access to unique
systems and local personnel allows for a complete threat picture.?? DHS further
recommends that “fusion center services must be timely and tailored to both the standing
and emergent needs of requestors sufficient to accomplish desired end states and
deliverables.”? Additionally, the report offers that intelligence requirements govern the

information provided by fusion centers to state and local jurisdictions. The specific

17 Department of Justice, “Fire Service Integration for Fusion Centers: An Appendix to the Baseline
Capabilities for State and Major Urban Area Fusion Centers” (Washington, DC: Department of Justice,
2010), 2.

18 Department of Justice, 2.
19 Department of Justice, 3.

20 Andres de Castro Garcia, Florina Cristiana Matei, and Thomas C. Bruneau, “Combatting Terrorism
through Fusion Centers: Useful Lessons from Other Experiences?” International Journal of Intelligence
and CounterlIntelligence 30, no. 4 (2017): 733, https://doi.org/10.1080/08850607.2017.12971109.

21 Department of Homeland Security, 2013 National Network of Fusion Centers Final Report
(Washington, DC: Department of Homeland Security, 2014), v, https://www.dhs.gov/sites/default/
files/publications/2013%20National%20Network%200f%20Fusion%20Centers%20Final%20Report.pdf.

22 Department of Homeland Security, 2015 National Network of Fusion Centers Final Report
(Washington, DC: Department of Homeland Security, 2016), i, https://www.archives.gov/files/isoo/
oversight-groups/sltps-pac/national-network-of-fusion-centers-2015.pdf.

23 Department of Homeland Security, 2013 National Network of Fusion Centers, 26.
5



requirements may take the form of standing information needs, strategic intelligence,

operational intelligence, and tactical intelligence.

Recent academic studies have evaluated the efficacy of fusion centers in supporting
fire service intelligence needs. Scott Goldstein contends that fusion centers are responsible
for the analysis and distribution of intelligence.?* Additionally, he suggests, “Fire and EMS
[emergency medical services] responders have had little involvement with fusion center
operations, and this directly impacts the country’s safety.”?® Thomas Richardson supports
Goldstein’s claim in suggesting that fire service involvement in intelligence is slow and
challenging.?® Moreover, Goldstein offers that fire and EMS personnel are inconsistent in
their use of information in the face of expanding roles.?” Ultimately, Goldstein finds that
using fire and EMS agencies could increase the effectiveness of fusion centers.?® Thus,
while everyone agrees that fusion centers can support fire service intelligence, barriers on

the fire service side hamper such efforts.

Alternatively, Richardson suggests that the intelligence-sharing gap is between fire
and law enforcement, not necessarily between fusion centers and the fire service.?® He
posits three reasons intelligence sharing is insufficient between fire and law: the need to
safeguard investigations, limit the exposure of sources, and protect civil liberties.*® To
counter these assertions, Richardson acknowledges that fire and EMS personnel
understand how to control privileged information.®* In the end, Richardson finds that

despite progress, dissemination of intelligence to line personnel remains inadequate.*

24 Seott E. Goldstein, “Comparative Analysis of Fusion Center Outreach to Fire and EMS Agencies”
(master’s thesis, Naval Postgraduate School, 2015), xv, http://hdl.handle.net/10945/47952.

2 Goldstein, v.

% Thomas J. Richardson, “Identifying Best Practices in the Dissemination of Intelligence to First
Responders in the Fire and EMS Services” (master’s thesis, Naval Postgraduate School, 2010), v, http://hdl.
handle.net/10945/5137.

27 Goldstein, “Comparative Analysis,” xv.

28 Goldstein, xvii.

2 Richardson, “Identifying Best Practices,” 1.
%0 Richardson, 2.

31 Richardson, 2.

32 Richardson, 57.



Although fusion centers serve as the focal point for state and local information
sharing, numerous problems still exist. Shane Salvatore attributes these deficiencies to
inadequate collaboration, no standard dissemination model, and a lack of focus on
counterterrorism efforts.>®> Moreover, Salvatore finds that competing mandates, the
incorporation of all-crimes or all-hazards approaches, and the lack of mutually beneficial
relationships create significant hurdles.>* Consequently, Regan and Monahan suggest,
“Fusion centers that were originally oriented toward ‘counterterrorism’ have quickly
broadened their scope to include all-crimes.”® The implication of this shift is that fusion
centers rarely provide for the intelligence needs of local agencies outside of law

enforcement.

Privacy and civil liberties proponents are more critical of the role of fusion centers
in intelligence processes. Regan, Monahan, and Craven find that involving the private
sector, limiting transparency, and mixing law enforcement with intelligence gathering
cause concern for such agencies.®® Likewise, the American Civil Liberties Union (ACLU)
raises questions regarding the efficacy of fusion center activities in preventing terrorism.
They suggest that the lack of policy and oversight may lead to manipulation in the form of
policy shopping.®” The ACLU further indicates ambiguous lines of authority, participation
by the private sector and the military, and excessive secrecy as encroachments on civil

33 Shane A. Salvatore, “Fusion Center Challenges: Why Fusion Centers Have Failed to Meet
Intelligence Sharing Expectations” (master’s thesis, Naval Postgraduate School, 2018), 4, http://hdl.
handle.net/10945/58358.

34 Salvatore, 76-77.

3 Priscilla M. Regan and Torin Monahan, “Beyond Counterterrorism: Data Sharing, Privacy, and
Organizational Histories of DHS Fusion Centers,” International Journal of E-Politics 4, no. 3 (2013): 10,
https://doi.org/10.4018/jep.2013070101.

% Priscilla M. Regan, Torin Monahan, and Krista Craven, “Constructing the Suspicious: Data
Production, Circulation, and Interpretation by DHS Fusion Centers,” Administration & Society 47, no. 6
(2015): 742, https://doi.org/10.1177/0095399713513141.

37 Michael German, What’s Wrong with Fusion Centers (New York: American Civil Liberties Union,
2007), 9, https://www.aclu.org/files/pdfs/privacy/fusioncenter_20071212.pdf.
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liberties.®® Monahan and Palmer support the claims of the ACLU while adding that mission

creep is also a serious concern.*

Despite being recognized as the focal point for dissemination of information to state
and local agencies, fire and EMS integration continues to be challenging. Common themes
in associated literature suggest that fusion centers work best with appropriate collaboration
and by tailoring the information to the needs of said partners. Unfortunately, law
enforcement does not trust its counterparts with sensitive information, and fire and EMS
services do not use intelligence consistently.* Although these issues might seem only to
involve fire and EMS agencies, other local agencies that rely on fusion centers for their

intelligence needs should share this concern.

3. Local Intelligence-Led Public Safety Initiatives

A growing body of research addresses improving local public safety operations
with the incorporation of intelligence processes. According to the National Consortium for
the Study of Terrorism and Response to Terrorism, the expansion of intelligence in state
and local agencies corresponds with growing sentiment by the IC that intelligence enhances
the value of local agencies.** The study finds that the local level needs actionable
intelligence because terrorism is a local event.*? Other significant findings suggest that
organizational leadership, viable strategic intelligence, and better leveraging of intelligence
networks will improve intelligence use at the local level.** Rosemary Cloud echoes the

need for organizational leadership in her thesis.** Cloud states, “The future role of the fire

38 German, 4-5.

3 Torin Monahan and Neal A. Palmer, “The Emerging Politics of DHS Fusion Centers,” Security
Dialogue 40, no. 6 (2009): 632, https://doi.org/10.1177/0967010609350314.

40 Goldstein, “Comparative Analysis,” xv.

41 David Carter et al., Understanding Law Enforcement Intelligence Processes: Report to the Office of
University Programs, Science and Technology Directorate (College Park, MD: National Consortium for
the Study of Terrorism and Responses to Terrorism, 2014), 3, https://www.start.umd.edu/pubs/START _
UnderstandingLawEnforcementintelligenceProcesses_July2014.pdf.

42 Carter et al., 3.
43 Carter et al., 15-16.

4 Rosemary R. Cloud, “Future Role of Fire Service in Homeland Security” (master’s thesis, Naval
Postgraduate School, 2008), http://hdl.handle.net/10945/3935.
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service in homeland security will demand the need for progressive leadership, effective
collaboration, intelligence engagement, and the adoption of a shifting mission that supports
preparedness, prevention, response, and recovery of terrorist attacks.”*

Alternatively, Rebecca Gonzales finds systemic barriers to involving the fire
service in intelligence, and many fire service members resist the expansion of their
responsibilities.*® Gonzales suggests culture, intergroup dynamics, and the need to
collaborate as stumbling blocks for the fire service.*” Moreover, Gonzales finds that fire
service leadership organizations oppose such intelligence programs, stemming from a lack
of knowledge about how intelligence aids fire departments in meeting their missions.*®
Gonzales correctly notes that many experts believe intelligence is only for law enforcement
as it is outside the traditional domain of the fire service.*

4. Public Health

Despite the challenges, numerous efforts are underway to develop locally based
intelligence operations in public health, law enforcement, and the fire service. Public health
agencies have struggled to gain access to information through state and local intelligence
agencies. Cody Minks finds that among public health agencies surveyed, some favor
integrating with fusion centers and Joint Terrorism Task Forces (JTTFs), but they currently
lack representation with either unit.>® Additionally, Minks suggests that information
sharing between state agencies and local public health agencies is not improving, and no

current plans focus on improving such sharing.>* Moreover, he finds that fusion centers do

45 Cloud, v.

46 Rebecca L. Gonzales, “Transforming Executive Fire Officers: A Paradigm Shift to Meet the
Intelligence Needs of the 21st Century Fire Service” (master’s thesis, Naval Postgraduate School, 2010),
87-88, http://hdl.handle.net/10945/5157.

47 Gonzales, 88.
48 Gonzales, 89-90.
49 Gonzales, 90.

50 Cody Minks, “Hacking the Silos: Eliminating Information Barriers between Public Health and Law
Enforcement” (master’s thesis, Naval Postgraduate School, 2018), 50, http://hdl.handle.net/10945/58345.

51 Minks, 51.



not see the added benefit of including public health agencies in fusion center operations.®2
Perhaps the fusion center’s set-up as an all-crimes center and not an all-hazards center
explains this reluctance to embrace public health. Finally, he concludes that fusion centers
continue to present barriers to public health integration, and little public health information

flows into or out of fusion centers.*?

5. Law Enforcement

According to Marilyn Peterson, “Intelligence-led policing is a collaborative
enterprise based on improved intelligence operations and community-oriented policing and
problem solving, which the field has considered beneficial for many years.”> The author
contends that officers can respond more effectively to crimes by using intelligence.®
Additionally, Peterson proposes that law enforcement agencies benefit from the increased
use of fusion centers.®® Carter describes two primary purposes for law enforcement
intelligence: 1) planning and resource allocation and 2) prevention.®” Carter states that

strategic and tactical intelligence aid officers in their prevention roles.%®

Unfortunately, law enforcement continues to distrust the fire service with
intelligence information. Carter suggests that law enforcement is skeptical about the role
of the fire service and unclear about what information it might share with fire service
counterparts.®® Alternatively, Peterson notes that a lack of policies, procedures, and training
is the main issue with law enforcement intelligence processes.’’ Despite the problems,

52 Minks, 56.
53 Minks, 57.

4 Marilyn Peterson, Intelligence-Led Policing: The New Intelligence Architecture, NCJ 210681
(Washington, DC: Bureau of Justice Assistance, 2005), vii, https://www.ncjrs.gov/pdffilesl/bja/
210681.pdf.

5 Peterson, vii.
% peterson, 9.

5" David Carter, Law Enforcement Intelligence: A Guide for State, Local, and Tribal Law Enforcement
Agencies, 2nd ed. (Washington, DC: Department of Justice, 2004), 9, https://it.ojp.gov/documents/d/
€050919201-IntelGuide_web.pdf.

58 Carter, 9.
%9 Carter, 19.
80 peterson, Intelligence-Led Policing, vii.
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Peterson submit that law enforcement needs to move away from informal practices for
official policy.®* Moreover, the Office of Community Oriented Policing Services advises
local agencies to promote interoperability.®? Finally, Carter summarizes the benefits of this
cooperation: “Through sharing pre-incident information and intelligence and real-time
incident updates, situational awareness will be enhanced to support the preparedness efforts
of both local fire departments and the DHS.”%?

6. Fire Service

For the fire service, a large body of research highlights intelligence and information
sharing at the local level. As the Intelligence Guide for Fire Chiefs states, “Many fire chiefs
have struggled to identify a reliable source of terrorism threat intelligence that can address
the specific needs of their jurisdictions and fire service operations.”®* The report also finds
that the ISE continues to be improvised despite the possible benefits of including thousands
of firefighters in the effort.®> Specifically, “Law enforcement [fusion] centers are not
familiar with fire service needs and generally do not interact with fire service personnel.”®®
The most important finding is that the IC must understand the intelligence requirements
needed by the fire service to make an informed strategic, operational, and tactical

decision.?’

Alternatively, Robson argues that because the fire service wants to distribute
intelligence widely, it should exploit open-source information.%® He offers that efficiently

61 Peterson, Vii.

62 Robert Chapman et al., “Local Law Enforcement Responds to Terrorism Lessons in Prevention and
Preparedness,” COPS Innovations, last updated April 5, 2002, 2, https://cops.usdoj.gov/RIC/Publications/
cops-w0125-pub.pdf.

8 Carter, Law Enforcement Intelligence, 23.

8 International Association of Fire Chiefs, Homeland Security: Intelligence Guide for Fire Chiefs
(Fairfax, VA: International Association of Fire Chiefs, 2012), 3, http://the-security-institute.org/userfiles/
file/IntelGuide4FireChiefs.pdf.

55 International Association of Fire Chiefs, 5.
56 International Association of Fire Chiefs, 8.
57 International Association of Fire Chiefs, 7.

% Thomas A. Robson, “A Burning Need to Know: The Use of Open Source Intelligence in the Fire
Service” (master’s thesis, Naval Postgraduate School, 2009), 2, http://hdl.handle.net/10945/4913.

11



using intelligence allows the fire service to accomplish its mission of protecting
communities.®® Furthermore, he claims that the overall goal of utilizing intelligence is to

save lives.”®

On the other hand, Joseph Russo recommends that before the fire service engages
the IC, it should establish internal protocols for collecting and disseminating intelligence
information.” Additionally, he attests that valuable information rarely finds its way to
operational personnel, severely limiting their situational awareness.’? Richardson supports
this need for situational awareness with an overwhelming majority of answers to his survey
question.” Richardson adds that intelligence aids deployment decisions and strategic
planning and increases the awareness of line personnel.”* Brian Heirston suggests that
information-sharing partners need to open up culturally and politically to improve fire
service use of intelligence to inform decision-making.” Additionally, Kevin Harrison
claims that absent procedures, differing technology used, and a lack of information sharing

across missions have hampered operations in real-world incidents.’®

Despite purported improvements to information sharing, the literature shows that
local public health, law enforcement, and fire service agencies struggle to get the
information needed. A limiting factor of the academic writing is that very few discuss
public health intelligence engagement. Additionally, the research offers numerous methods
for integrating and using intelligence but provides very little empirical evidence as to the
efficacy of information for local agencies.

9 Robson, 14.
70 Robson, 31.

1 Joseph Russo, “Out from Under the Rock: Improving FDNY Information Sharing” (master’s thesis,
Naval Postgraduate School, 2017), 64, http://hdl.handle.net/10945/53042.

2 Russo, 64.
3 Richardson, “Identifying Best Practices,” 19.
"4 Richardson, 20.

S Bryan Heirston, “Terrorism Prevention and Firefighters: Where Are the Information-Sharing
Boundaries?” (master’s thesis, Naval Postgraduate School, 2009), 82, https://calhoun.nps.edu/handle/
10945/4930.

76 Kevin Harrison, “Improving Information Sharing in the NYC Emergency Response Community”
(master’s thesis, Naval Postgraduate School, 2018), 1, https://www.hsdl.org/?view&did=814723.
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C. RESEARCH DESIGN

This thesis differs from the literature in that it does not seek integration, nor does it
address organizational behavior deficiencies, as several academic papers already address
these subjects. This thesis examines fire service intelligence requirements to improve the
quality of information, making it more actionable for the fire service. Additionally, this
thesis provides a practical user guide for fire service leaders detailing how to use

intelligence once they receive it.

Using a qualitative gap analysis model to answer the research questions, | compared
the current fire service intelligence apparatus with the desired future state.”” This method
aided in developing recommendations by analyzing processes, practices, structures, and
missing strategies.”® As part of the analysis, | surveyed fire service members through the
International Association of Fire Chiefs (IAFC) and the Fire Service Section of the
National Fire Protection Association. The primary goal of the inquiry was to identify the
current intelligence requirements and uses of intelligence to inform decision-making. The
Naval Postgraduate School’s Institutional Review Board assessed my research proposal

and determined that it did not constitute human subjects research.

Additionally, this research analyzed current intelligence products developed by the
Chicago Fire Department’s Tactical Operations Intelligence Center, New York City Fire
Department (FDNY)’s Watchline, and the National Capital Region Threat Intelligence
Consortium’s first responder bulletin. The analysis identified the state of intelligence
products to gain an understanding of how well the products support strategic, operational,

and tactical functions.

To guide the gap analysis, this thesis employed the political, economic,
sociocultural, technological, environmental, legal (PESTEL) framework. According to
Ovidijus Jurevivius, “PEST or PESTEL analysis is a simple and effective tool used in

situation analysis to identify the key external (macro environment level) forces that might

" “The Complete Guide to Gap Analysis,” Smartsheet, accessed February 24, 2020, https://www.
smartsheet.com/gap-analysis-method-examples.

8 Smartsheet.
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affect an organization.”’® The gap analysis with the PESTEL framework facilitated a more
comprehensive evaluation. Nevertheless, because the gap analysis method does not
identify root causes and the PESTEL forces are in constant flux, researchers must repeat
the process. As such, researchers attempting to replicate this research must consider
changes in political, economic, sociocultural, technological, environmental, and legal
forces to draw the same conclusions. This thesis used information from the study to develop
a set of recommendations, including the creation of a fire service intelligence requirements

document and a joint intelligence guide for first response organizations.

D. CHAPTER LAYOUT

Chapter Il explores the information-sharing gaps in the fire service. The first part
of the chapter presents the results of a survey administered to members of the fire service.
It then analyzes the results using a PESTEL analytical framework. Finally, the chapter

highlights significant issues learned from the survey.

Chapter 111 provides an overview of intelligence, including a working definition
and descriptions of the intelligence cycle and intelligence types, markings, and handling
procedures. Next, it provides an overview of the intelligence community and how it
integrates with the fire service. It then focuses on fire service—specific guidelines, policies,
and practices. Finally, it concludes with key takeaways from the discussion.

Chapter 1V uses case studies to evaluate the specific fire service intelligence
products that agencies produce. The case studies assess how well agency product lines meet
the criteria for intelligence at the strategic, operational, and tactical levels. For additional
analysis, Chapter IV uses Mark Lowenthal’s framework for identifying good intelligence.
The framework analyzes intelligence products for their timeliness, suitability, digestibility,

and clarity regarding knowns and unknowns.&

Chapter V synthesizes the information from the previous chapters, evaluates

current fire intelligence support, and offers concrete recommendations for building future

9 Qvidijus Jurevicius, “PEST & PESTEL Analysis,” Strategic Management Insight, February 13,
2013, https://www.strategicmanagementinsight.com/tools/pest-pestel-analysis.html.

80 |_owenthal, Intelligence, 214-15.
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fire intelligence processes to serve the enterprise better. The chapter discusses aspects of
fire service intelligence processes that work well and need to change or improve. Then, it
details the conclusions drawn from the research with answers to the research questions.
Finally, the chapter ends with a list of recommendations to improve fire service intelligence

processes to inform strategic, operational, and tactical decision-making.
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Il.  GAPSIN FIRE SERVICE INTELLIGENCE SUPPORT,
TECHNIQUES, AND PROCEDURES

Fire service agencies need timely, agency-specific intelligence to prevent
adversarial attacks, assist their communities in mitigating the impact of natural and human-
made disasters, and respond to and recover from such incidents. Yet many fire service
agencies struggle to receive and utilize such intelligence. According to the ISE’s annual
report, “The U.S. Government’s ability to effectively share terrorism-related information
and other information related to multiple threat actors, as well as their networks, and then
use that information to support a broad array of national security-related missions and
activities is essential in protecting the homeland.”® The fire service should receive such
information to bolster its efforts in homeland security missions. This thesis attempts to
identify the current state of intelligence and information sharing between the intelligence
community and the fire service to inform strategic, operational, and tactical decision-

making.

This chapter determines the level of information-sharing gaps in the fire service.
The first part of the chapter presents the results of a survey conducted among members of
the fire service. It then analyzes the results using a PESTEL analytical framework. Finally,

this chapter highlights significant issues learned from the survey.

A SURVEY OVERVIEW

The participants are members of the IAFC and the Fire Service Section of the
National Fire Protection Association. As the goal of this thesis was to establish a practical
use guide to inform strategic, operational, and tactical decision-making, no additional
participants were necessary. Members of the IAFC come from all fire service ranks and all
geographic areas of the United States. The participants responded to a series of

demographic, yes/no, and open-ended fire service intelligence—related questions, which are

81 Office of the Director of National Intelligence, 2018 Information Sharing Environment (Washington,
DC: Office of the Director of National Intelligence, 2018), 19, https://www.dni.gov/files/documents/FOIA/
2018 _Information_Sharing_Environment_Annual_Report.pdf.
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detailed in the following sections. The total number of participants was 340, as determined

by the survey system.

This study used LimeSurvey to develop and aggregate survey questions and
answers. A brief description of the purpose of the survey and hyperlinks to the survey
platform were posted on the IAFC’s KnowledgeNet and the National Fire Protection
Association’s X-Change web portals. The intent of the survey was to identify gaps in fire
service intelligence processes. The expected gains from the survey included identifying the
perceived ideal state for a fire service intelligence enterprise. In addition, the survey sought
to identify barriers to fire departments’ receiving, disseminating, and utilizing finished
intelligence products. Finally, the survey identified intelligence requirements for fire

service agencies.

B. DEMOGRAPHIC QUESTIONS
1. What type of fire department is represented?

Participants in the survey work for a variety of fire service organizations. The
overwhelming majority of participants, 67.95 percent, identified their departments as
career agencies. In such organizations, firefighters receive compensation and are full-time
employees.®? Another 25.32 percent of the participants identified their agencies as
combination fire departments. The Code of Federal Regulations defines a combination
department as “a fire suppression agency or organization in which at least one active
firefighter receives financial compensation for his/her services rendered on behalf of the
department, and at least one active firefighter does not receive financial compensation.”®
Additionally, 4.17 percent of participants work for volunteer agencies, which provide no
financial compensation. Finally, 0.96 percent of participants identified their departments
as “other,” which included a paid on-call agency, a state forestry agency, and a state fire

academy. See Figure 1 for the fire agency types represented in the survey.

82 Assistance to Firefighters Grant Program, 44 C.F.R. § 152.2 (2011), https://www.law.cornell.
edu/cfritext/44/152.2.

8 Assistance to Firefighters Grant Program.
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Volunteer (A2),
4.17%
Career (A1),
67.95%
Figure 1. Fire Service Agencies Represented in the Survey

2. How many personnel are there in the department?

The participants in the survey represent agencies that differ greatly in the number
of personnel. The most significant sub-section, 56.73 percent, represented agencies with
100 or fewer personnel. Another 18.59 percent represented agencies with more than 400
personnel. Additionally, 15.06 percent of participants represented agencies with 101-200
personnel. Finally, 5.13 percent of participants represented agencies with 201-300
personnel, and 2.88 percent represented agencies with 301-400 personnel. See Figure 2 for
the number of personnel in the represented fire agencies.
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101-200
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Figure 2. Number of Personnel in the Represented Departments

3. Please specify the geographic location of the department.

Representing 31.41 percent of all fire service agencies, more respondents hailed
from the Midwest than from any other region. Another 24.36 percent of the agencies
represented the Northeast. Additionally, 18.59 percent of the participants represented
departments in the Southeast. The West, Southwest, and Northwest rounded out the list
with 9.29 percent, 8.97 percent, and 7.37 percent, respectively. Understanding the
demographic makeup of participant agencies is essential because the aim of this thesis is
to develop an operational guide for fire service agencies, regardless of geographic location
or degree of intelligence integration. See Figure 3 for a breakdown by region.
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Figure 3. Geographic Regions of the Fire Departments

C. INTELLIGENCE QUESTIONS

1. What would the fire service role in the intelligence community look

like?

Establishing the ideal future state of the fire service intelligence enterprise helped
to identify the gaps in fire service intelligence policies and practices. The first intelligence-
specific question sought to establish that foundation by asking the participants for their
input on what role the fire service should have in the overall intelligence enterprise. The
open-ended question solicited responses from participants in their own words. The
participants identified three vital roles for the fire service in the intelligence enterprise—

namely, collaborator, consumer, and collector.

a. Collaborator

For collaboration, participants suggest that fire service agencies should have a seat
at the table, similar to that of a unified command. For example, one participant suggested
connecting with local, state, and federal partners to build relationships and trust to obtain
information that could be disseminated to the members of the department. Alternatively, a
different participant submitted that the effort should include fire service representatives

researching, analyzing, and sharing fire service-specific information and serving as
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subject-matter experts with law enforcement representatives. Another participant advised
that fire service agencies should have a seat at the table because they understand how
different scenarios will affect fire service operations. Moreover, a different participant
supported the assertion by suggesting the need for integrated response planning. Still,
others suggested that the fire service should be a collector, analyst, disseminator, and

recipient of intelligence.

To further support collaborative efforts, several participants suggested differing
forms of integration. In the survey, 11 participants recommended fire service participation
in state and local fusion centers and JTTFs. Alternatively, five participants recommended
that fire service personnel participate as terrorism liaison officers in their respective
jurisdictions. Additionally, participants suggested that the fire service take on the role of
subject-matter experts who contribute to the overall homeland security mission.
Furthermore, participants envisioned a two-way information-sharing system that provides

real-time intelligence sharing and a common operating picture between pertinent partners.

b. Consumer

The participants also offered numerous suggestions for the ideal state of fire service
intelligence consumption. While most of the responses were general, others suggested
more specific intelligence needs. The intelligence needs centered on personnel safety,
operational and situational awareness, preparation, planning, and response. First, several
participants pointed to the need for intelligence to provide for the safety of response
personnel. For example, one participant suggested the need for information on credible
threats or operations that pose a high risk to first responders. Alternatively, a different
participant proposed the need for intelligence on atypical threats. Moreover, one participant
advised that fire service agencies need warning intelligence, so firefighters may understand
how to respond to various incidents. Finally, one participant asserted that the fire service
should receive intelligence only for personnel safety, suggesting that too much information
would lead to overload.

Second, participants believed the fire service needs intelligence for operational and

situational awareness. For instance, one participant emphasized the need for the fire service
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to receive intelligence regarding influxes of narcotics, large gatherings, or any threat to
public safety. On the other hand, another participant suggested a need for information on
pending natural disasters such as storms and reinforced the need for information on large
gatherings. Also, participants recounted the need for intelligence regarding target hazards,
high-profile visitors, festivals, and high-risk populations. Furthermore, participants
maintained that the fire service needs intelligence regarding active violence incidents,
pandemics, arson, and bomb threats. Finally, one participant recommended receiving
intelligence on high-risk occupancies, including illegal drug manufacturing facilities, and

known locations where occupants have a history of threatening first responders.

Also, participants highlighted a need for intelligence to guide preparations in an all-
hazards environment. In this case, participants suggested that having an understanding of
particular issues is useful in preparing fire service organizations. Also, nine participants
suggested that fire service training may benefit from the receipt of intelligence.
Furthermore, one participant advised of the intelligence need for ongoing risk-and-needs
assessments. Likewise, participants emphasized that understanding threats allow fire

departments to match threats with known capabilities and to acquire new capabilities.

For planning purposes, fire service participants believe there is a need for the fire
service to work jointly with law enforcement to develop operational plans. As such, four
participants argued that firefighters should work in tandem with law enforcement to
explore all aspects and impacts when developing plans and to aid in identifying potential
targets for better community protection. Other participants supported the claim and
suggested the need for both proactive and reactive planning. Moreover, participants
advised that the fire service and law enforcement should receive and be privy to the same

information concurrently.

Finally, fire service agencies insist on the need to receive all pertinent information
that may interfere with responses. One particular threat, fire as a weapon, seems to be
particularly important to fire service agencies. As such, some participants acknowledged
that fire as a weapon is of paramount concern. Another critical topic involves the receipt

of real-time, tactical-level information. Five participants identified the need for real-time
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information for deployment decisions, on-scene decision-making, and variations to

response routing.

C. Collector

Several participants emphasized the need for collecting and sharing information
with law enforcement and other homeland security-related entities. As such, 23
participants suggested that there is value in fire service agencies’ documenting and
reporting information through suspicious activity reporting or other secure communication
means. Alternatively, some participants argued for sharing fire service-specific
information, such as inspection information, target hazards, building layouts, risk
assessments, and hazardous materials. Still, other participants believe the fire service
should offer direct support to law enforcement in intelligence gathering. For example, one
participant argued for using fire service aerial ladders and drones for local imaging.
Similarly, another participant supported providing the intelligence community with
information on fire service capabilities, so it might assess how to utilize fire agencies

during incidents.

Alternatively, some participants insisted that the fire service should limit its
interaction within the intelligence enterprise to an advisory role. A few others were unsure
about where the fire service fits into the intelligence apparatus. For example, one
participant suggested that the uncertainty might be the result of a lack of fire service
inclusion in intelligence activities. Finally, another participant suggested that the fire

service does not have any formal role in intelligence.

2. What are some fire department concerns about receiving intelligence?

Survey participants offered 17 different concerns for the fire service regarding the
receipt of intelligence. Approximately 44 percent of participants suggested that security
and handling of intelligence are of paramount concern. Another 25 percent reported that
the intelligence they receive lacks timeliness and credibility. Additionally, 17.5 percent of
participants claimed they do not receive intelligence, or they receive it sporadically.
Moreover, 8 percent of participants asserted that the fire service lacks analytical abilities

and an understanding of how to use finished intelligence.
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Furthermore, participants expressed concerns about receiving too much
intelligence. To a minor extent, participants seem concerned over legal issues such as
liability against the department, protection of civil liberties, and the questionable statutory
authority to engage in intelligence activities. Also, participants expressed concerns about
mission overlap and a lack of coordination with law enforcement agencies. Finally, three
participants emphasized that engaging in intelligence activities might affect the public

perception of firefighters.

3. What type of interaction does the department have with state or local
fusion centers?

According to the survey, fire service interaction with state and local fusion centers
varies greatly. Of the participants, 34.6 percent claimed they have little to no interactions
with state and local fusion centers. However, 31.7 percent of participants suggested they
have close relationships with state and local fusion centers. Moreover, 25 percent of the
participants stressed they have no formal interaction with fusion centers. Still, others
advised that they interact with fusion centers through terrorism liaison officers or on an as-
needed basis. Finally, 7 percent of participants stated they were unsure about their

departments’ interactions with fusion centers.

4. Does the organization supplying intelligence understand the fire
department’s intelligence needs?

In answering this question, 44.54 percent of the participants answered yes, and 52.1
percent answered no. The remaining 3.36 percent of participants did not offer a response

to the question. See Figure 4 for a breakdown of these responses.
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No answer,

Yes (Y), 44.54%

No (N}, 52.10%
Figure 4. Perception That the Organization Supplying Intelligence
Understands Fire Service Needs
5. What are the department’s preferred ways to receive information/
intelligence?

The results of the question revealed that 75.63 percent of all participants receive
their intelligence from state and local fusion centers. The percentage suggests that there is
considerable integration of the fire service within fusion centers. Comparatively, 72.27
percent of participants receive intelligence from state or local intelligence units. The
information reveals that fire service agencies leverage partnerships with law enforcement
to a great extent. Additionally, 61.34 percent of participants use the Homeland Security
Information Network (HSIN) for their intelligence needs. The result suggests that a
majority of fire service agencies are familiar with the network, and they seek intelligence
and information on their own. Alternatively, 46.22 percent of participant agencies receive
their intelligence directly from a JTTF, suggesting that the FBI considers the fire service
an information-sharing partner. To a lesser extent, 15.97 percent of fire service agencies
create their intelligence internally. Finally, the remaining 11.76 percent of participants
selected “other,” with two participants stating their agencies do not receive intelligence.

The remaining agencies receive their intelligence from the following sources:

Arson Task Force
Local jurisdictional briefings

Illinois Mutual Aid Box Alarm System
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Other fire departments
Technical Resources for Incident Prevention and the Bomb and Arson
Tracking System

Interagency Fire Intelligence Exchange

Figure 5 represents the sources of intelligence for fire departments that participated
in the survey. Because this question allowed participants to select all applicable sources,
the numbers do not add up to 100 percent. The graph further acknowledges that some

agencies receive intelligence from multiple sources.

80.00% 75.63% 72.27%

T0.00% 61.34%
GOL00%
50.00% 460.22%
A0 00%
30.00%
; 15.97%
20.00% 11.76%
10.00% . .
0.00%
State or local FBI Joint Homeland State or local Internally Other
Fusion Center Terrorism Task Security police created
(5Q001) Force (JTTF)  Information intelligence unit  intelligence
(SQ002)  MNetwork (HSIN)  (SQOD4) [SQ005)
(5Q003)
Figure 5. Sources of Intelligence for Survey Participants
6. Is received intelligence of value to the department?

Although 52.1 percent of participants believe that the organizations providing
intelligence do not understand fire service intelligence needs, 88.24 percent suggested that
the intelligence they receive is of value. In contrast, 8.4 percent of participants believe the
intelligence they receive offers little value to their agencies. An additional 3.36 percent of
participants declined to provide an answer to the question but were included to ensure the

pie chart represented 100 percent of respondents.
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No answer,

No (N], 8.40% 2.36%

Yes (Y), 88.24%

Figure 6. Percentage That Believe Received Intelligence Is of Value

7. How is intelligence disseminated to the rank and file?

In responding to the question on intelligence dissemination to the rank and file,
participants offered a medley of answers. Of those surveyed, 35 participant departments
disseminate intelligence to the rank and file through departmental email. Another 22
participants acknowledged that their departments spread information during face-to-face
briefings. Moreover, eight participants maintained that their departments distribute
intelligence information through the chain of command, departmental distribution systems,
memoranda, policies, procedures, list serves, and bulletin boards. Other participants
mentioned sharing intelligence during training, through terrorism liaison officers, and in

caution notes documented in computer-aided dispatch systems.

Additionally, the results of the survey reveal that fire service agencies are creating
internal barriers to intelligence and information sharing. At least 18 participants suggested
that battalion chiefs and above receive intelligence. In addition, 17 participants emphasized
that their departments share intelligence only on a need-to-know basis. Finally, 15
participants stated that their departments do not share intelligence at any level. This author
argues that departments should disseminate intelligence under a need-to-share concept.
The distinction is important because fire service agencies already struggle to receive
intelligence, and employing artificial barriers limits its utility.

28



8. What type of intelligence or information does the department need for
standing information requirements?

This question sought to establish the standing information needs of fire service
agencies. A majority of participants, 62 percent, stated that they need specific threat
information on known homeland security issues that may affect first responders.
Additionally, several respondents indicated they need information for situational
awareness to prevent the loss of life and to inform response decisions. Still, others
suggested the need for contextual information, so they might understand the entire threat
picture. Some of the participants identified specific information they need—such as
information on sovereign citizens; national-level concerns; cyber threats; human
smuggling; pandemics; threats to critical infrastructure and key resources; threats made via
social media; weapons of mass destruction (WMD) threats; theft of first responder
uniforms, vehicles, and equipment; civil unrest; school threats; and explosives. Finally,
about 10 percent of respondents were unsure about their departments’ standing information

needs.

0. How does the department use information/intelligence to support daily

operations?

About 35 percent of respondents stated their departments use
information/intelligence to maintain situational awareness. Another 21 percent indicated
that their departments do not currently use information/intelligence to support daily
operations. Also, 14 percent specified that their departments use intelligence to inform
operational staffing decisions while another 13 percent use intelligence in their planning
processes. Additionally, about 8 percent of the participants mentioned they use
information/intelligence for training purposes. The remaining participants mentioned that
their departments use information/intelligence to share with other agencies, make

equipment purchases, identify force protection needs, and make deployment decisions.

10.  What type of intelligence is required for strategic decision-making?

Approximately 35 percent of respondents mentioned their departments need

intelligence on credible threats to inform their strategic decision-making. About 29 percent
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stated their departments need information on terrorist trends. Additionally, 17 percent of
respondents indicated their departments need any intelligence or threat information that
may affect their responses or resources. Furthermore, 8 percent of respondents did not
know what type of intelligence their departments need to guide strategic decision-making.
The remaining respondents mentioned the need for predictive intelligence, specific targets,

cyber threats, or intelligence that informs strategic equipment purchases and staffing.

11.  What type of intelligence is required for operational decision-making?

Regarding the intelligence required for operational decision-making, 38 percent of
respondents stated their departments need intelligence on credible threats. Additionally, 22
percent identified that their departments require intelligence on any issues that might
hamper their responses or operations. Another 17 percent indicated their departments need
specific details regarding potential target locations or threats. Furthermore, 10 percent do
not know what type of intelligence their departments need because they do not know what
intelligence is available to their departments. Finally, the remaining respondents mentioned
that their departments need intelligence that guides their equipment purchases, staffing,

data analysis, training, or force protection needs.

12.  What type of intelligence is required for tactical decision-making?

For tactical decision-making, 60 percent of respondents indicated that their
departments require intelligence on credible, specific threats. Another 12 percent of
respondents mentioned needing intelligence on issues that affect their responses.
Additionally, 12 percent stated they do not know what type of intelligence their
departments need for tactical-level decision-making. The remaining respondents identified
the need for intelligence in developing contingency plans and training and ensuring they

have available resources to manage the threat.

D. PESTEL ANALYTICAL FRAMEWORK

The PESTEL framework analyzes external forces that affect organizations through
multiple overlapping channels. The external forces include political, economic,

sociocultural, technological, environmental, and legal categories.
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1. Political Issues

Respondents to the survey identified several issues that belong in the political
realm. First, respondents indicated that fire service agencies should have an equal seat at
the table regarding information and intelligence sharing. Second, they suggested that
governments at all levels lack understanding of fire service intelligence needs. In addition,
they mentioned that fire service integration into fusion centers and the overall intelligence
community is highly sporadic. Still, others highlighted that political mechanisms prevent
law enforcement and fusion centers from sharing intelligence information with the fire
service. The problem persists despite numerous guidance and strategy documents
suggesting that the fire service may play a pivotal role in the ISE.®* Finally, many
participants pointed out that their departments rely on ad hoc relationships with local law
enforcement to obtain their intelligence. However, there is some political acceptance of the
fire service in the ISE, despite implementation issues. The findings are significant because
the fire service must have access to timely, relevant information and intelligence to fulfill
its pivotal role in the homeland security domain. Based on these findings, new strategy
documents should mandate intelligence and information sharing among all levels of the

government and between all first response agencies.

8 Department of Homeland Security, Fire Service Intelligence Enterprise: Concept Plan (Washington,
DC: Department of Homeland Security, August 2009); Department of Homeland Security, 2013 National
Network of Fusion Centers; Department of Homeland Security, 2015 National Network of Fusion Centers;
Department of Justice, “Fire Service Integration”; Homeland Security Advisory Council, “Intelligence and
Information Sharing Initiative: Homeland Security Intelligence & Information Fusion” (Washington, DC:
Department of Homeland Security, 2005); Interagency Threat Assessment and Coordination Group,
Intelligence Guide for First Responders, 2nd ed. (Washington, DC: Office of the Director of National
Intelligence, 2011), https://permanent.access.gpo.gov/gpo12126/ITACG_Guide for_First Responders_
2011.pdf; International Association of Fire Chiefs, Intelligence Guide for Fire Chiefs; Joint
Counterterrorism Assessment Team, JCAT Intelligence Guide for First Responders (Washington, DC:
Office of the Director of National Intelligence, 2015), https://www.dni.gov/nctc/jcat/jcat_ctguide/intel_
guide.html; Office of Homeland Security, National Strategy for Homeland Security (Washington, DC:
White House, 2002), ProQuest; National Commission on Terrorist Attacks upon the United States, The
9/11 Commission Report; Executive Office of the President, National Strategy for Information Sharing:
Successes and Challenges in Improving Terrorism-Related Information Sharing (Washington, DC: White
House, 2007), 3, https://apps.dtic.mil/dtic/tr/fulltext/u2/a473664.pdf; Office of the Director of National
Intelligence, Domestic Approach to National Intelligence (Washington, DC: Office of the Director of
National Intelligence, 2016), https://www.dni.gov/files/documents/Newsroom/DomesticApproachto
Nationallntelligence.PDF; Office of the Director of National Intelligence, 2018 Information Sharing
Environment.
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2. Economic Issues

In responding to the survey, the participants highlighted the economic issues their
departments face regarding information sharing. A significant issue affecting fire service
agencies is the lack of training and expertise in the uses of intelligence. Additionally,
participants indicated that they lack funding to purchase the necessary information systems
to support their information-sharing initiatives. Moreover, some fire service agencies do
not have funding available to detail personnel to fusion centers or other intelligence
agencies. Finally, participants emphasized that their agencies lack the funding to pay for
and obtain security clearances for their personnel. Although this author agrees that fire
service agencies struggle with funding, there are grant opportunities available to offset

some of the economic burdens.

3. Socio-Cultural Issues

Participants of the survey indicated that several socio-cultural challenges affect fire
service intelligence processes. First, participants pointed to trust issues among the fire
service, law enforcement, and the greater intelligence community. More specifically,
participants stated that the intelligence community often overlooks the fire service because
it lacks a law enforcement nexus. Additionally, law enforcement agencies worry about
intelligence leaks that might compromise investigations. Another issue is that the fire
service believes it might lose community trust if it more closely aligns with law
enforcement and begins community surveillance activities. Finally, cultural differences
between the fire service and law enforcement add to the mistrust. Participants suggested
that the fire service tends to share information more broadly while law enforcement tends

to share information on a need-to-know basis.

The cultural differences between fire and law enforcement agencies limit their
collaboration on other homeland security projects. For example, survey participants
mentioned a lack of integrated response planning and little collaboration on intelligence
products. Additionally, participants stated that the lack of collaboration leads to
inconsistent receipt of intelligence, and the intelligence they do receive lacks relevance to

the fire service mission. Furthermore, the cultural barriers prevent law enforcement
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agencies from gaining an awareness of fire service capabilities and limit their use of fire
personnel as subject-matter experts. Moreover, as intelligence is mostly in the domain of
law enforcement, the fire service lacks analytic capabilities, and often the exchange of
information lacks timeliness. What this author takes away from experience with law
enforcement is that fire service agencies gain trust through greater collaboration. Moreover,
better collaboration and communication between the two disciplines might eliminate most
of the cultural barriers to intelligence and information sharing. These findings have
important implications for the broader domain of homeland security because the fire
service and law enforcement are among the first to respond to incidents, and their daily

operations may allow them to identify terrorist plots before they occur.

4. Technological Issues

Technology use in the fire service is increasing dramatically. As such, several
participants highlighted some of the technological issues associated with information
sharing. First, they highlighted that the fire service and law enforcement do not have a
shared intelligence platform. Participants stated that not having a shared system limits the
sharing of real-time information, and the fire service does not have a common operating
picture with law enforcement. Additionally, participants indicated that their departments

do not have an easily accessible reporting platform to submit suspicious activity reports.

Furthermore, participants mentioned that their departments lack secure intelligence
interfaces and raised concern about protecting sensitive information. Moreover,
departments that use the HSIN find it cumbersome and the periodic password changes
frustrating. Finally, participants indicated that their departments are concerned with cyber
operations. Understanding the technological challenges is important because first response
agencies rely on speed and accuracy of intelligence to maintain situational awareness while

responding to incidents.

5. Environmental Issues

The current threat environment is dynamic and ever-changing. As such, survey
participants specified several environmental issues that are of concern to their agencies. A

primary concern is the use of fire as a weapon, as noted by several participants.
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Additionally, fire service agencies have raised concern about the shift from international
to domestic terrorism. Several participants cited right-wing movements, sovereign citizens,
and homegrown violent extremists as particular areas of concern. As safety is always a
priority, several participants highlighted emerging threats and attacks on first responders
as essential environmental topics. Additionally, participants indicated that more nascent
issues, such as protests, pandemics, natural disasters, and active-shooter incidents, are

critical topics for consideration.

6. Legal Issues

In a litigious society like the United States, legal issues are of paramount concern
for fire service agencies. Expressly, participants indicated that their agencies have concerns
with lawsuits against their personnel for engaging in information sharing and suspicious
activity reporting. An additional legal issue of concern to departments is whether fire
service agencies have statutory authority to engage in intelligence activities and view law
enforcement sensitive information. Finally, participants indicated that their agencies have
concerns regarding privacy and civil liberty protections as they relate to intelligence

gathering.

E. CONCLUSION

Overall, the participants in the survey offered useful information, which is not
found elsewhere, to guide the development of a fire service information-sharing strategy.
First, fire service agencies believe they should be equal partners in intelligence activities
and engage in joint planning with their law enforcement counterparts. Second, the survey
identifies several successful forms of integration for the fire service, eliminating the need
for a one-size-fits-all approach. However, some agencies still experience difficulty with
intelligence integration. Additionally, the participants identified a lack of understanding of
fire service requirements by intelligence-providing agencies. However, an analysis of the
survey answers reveals that fire service agencies are unclear of their role in establishing
intelligence requirements and forwarding them to their intelligence provider for tasking.
Furthermore, participants offered evidence that many in the fire service do not know how
to use finished intelligence products. Moreover, the survey suggests that fire service
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agencies lack analytical capabilities and have trouble distinguishing between strategic-,
operational-, and tactical-level intelligence needs. However, analytical capabilities vary
between departments. Some agencies have dedicated intelligence officers who provide
analysis and context. Other agencies rely primarily on analysis and interpretations from
their intelligence providers. Additionally, participants advised that there are trust issues
between the fire service and law enforcement, and they fear losing trust within the
community. Finally, some participants are unclear on their statutory authority to engage in
intelligence activities. Chapter 111 explores intelligence policies and practices to identify
the current state of the intelligence enterprise for comparison with the gaps identified in

this chapter.
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I11. CURRENT FIRE SERVICE OPERATIONAL INTELLIGENCE
POLICIES AND PRACTICES

Chapter 11 offered a fresh perspective on the intelligence needs and challenges of
the fire service. The current policies and practices that govern intelligence activities in the
United States follow logically. A fair assessment of the value and relevance of fire service
intelligence activities requires understanding what intelligence is, where it comes from,
and how the fire service uses it. This chapter first provides an overview of intelligence,
including a working definition, a description of the intelligence cycle, and a description of
intelligence types, markings, and handling procedures. Next, it provides an overview of the
intelligence community and how it integrates with the fire service. It then focuses on fire
service—specific guidelines, policies, and practices. Finally, it concludes with key

takeaways from the discussion.

A. INTELLIGENCE OVERVIEW
1. Intelligence Definition

There are several definitions of intelligence. According to Mark Lowenthal,
“Intelligence is the process by which specific types of information important to national
security are requested, collected, analyzed, and provided to policy makers.”8 Lyman
Kilpatrick defines intelligence as “the knowledge—and, ideally, foreknowledge—sought
by nations in response to external threats and to protect their vital interests, especially the
well-being of their own people.” Others define intelligence as the ability to estimate
changes in time to adjust to the changes.®” Lowenthal’s characterization serves as the
definition for this thesis. This distinction is significant because an apt definition allows for

a better understanding of the subject.

8 Lowenthal, Intelligence, 10.

8 Michael Warner, “Wanted: A Definition of ‘Intelligence,”” Studies in Intelligence 46, no. 3 (2002):
3.

87 Lowenthal, Intelligence, 10.
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2. The Intelligence Cycle

The intelligence cycle is the process practitioners use to gather information, process
it, and deliver intelligence products to policymakers.®8 The process varies by country and
has between five and seven steps. Johnson and Wirtz describe five steps in the cycle:
planning and direction, collection, processing, analysis and production, and
dissemination.® Alternatively, Lowenthal identifies seven steps: identifying requirements,
collection, processing and exploitation, analysis and production, dissemination,

consumption, and feedback.®® The following details Lowenthal’s seven steps:

1. Identifying Requirements: The process of identifying the policy interests

and priorities for gathering intelligence.®*

2. Collection: The process of identifying methods and gathering information

based on the requirements.®?

3. Processing and Exploitation: The steps necessary to transform collected

information into intelligence.®®

4. Analysis and Production: The process of assigning meaning to intelligence

and developing intelligence products.®*

5. Dissemination: The process of providing consumers with finished
intelligence products.®

6. Consumption: The process of reviewing and using finished intelligence by

policymakers.%

8 Loch K. Johnson and James J. Wirtz, eds., Intelligence: The Secret World of Spies: An Anthology,
5th ed. (New York: Oxford University Press, 2019), 45.

8 Johnson and Wirtz, 45.

% |_owenthal, Intelligence, 73.
9 Lowenthal, 74.

92 |_owenthal, 80.

% Lowenthal, 81.

% Lowenthal, 82-83.

% |owenthal, 84.

% |_owenthal, 75.
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7. Feedback: A dialogue between producers and consumers to detail how
well they met the requirements, make adjustments to finished products, or
establish updated requirements.®’

The intelligence cycle provides consumers with knowledge for decision-making
advantage. The distinction is important because many of the survey participants
acknowledged that they were unsure of what intelligence is available to inform their
decisions. Ultimately, policy- and decision-makers must provide the agencies that process

their intelligence with information to establish requirements.

3. Intelligence Levels and Application

Three levels of intelligence guide decision-making at the organizational level:
strategic, operational, and tactical.®® According to the Department of Defense, “The levels
provide a doctrinal perspective that clarifies the links between strategic objectives, effects,
and tactical actions and assists commanders in visualizing a logical flow of operations,
allocating resources, and assigning tasks.”®® Determining whether an action is strategic,

operational, or tactical depends on how it contributes to achieving the respective goals.*®

a. Strategic Intelligence

Strategic intelligence looks at long-term issues that may affect how an organization
plans for the future. Intelligence analysts create strategic intelligence for executive-level
officials, such as fire chiefs, assistant chiefs, and deputy chiefs in the fire service.
Accordingly, executive officials use strategic intelligence to develop strategies and
policies, assist with strategic planning activities, identify trends, and support strategic-level
operations.t

97 Lowenthal, 75.

% Joint Chiefs of Staff, Joint Intelligence, JP 2-0 (Washington, DC: Joint Chiefs of Staff, 2007), 1-21-
22.

9 Joint Chiefs of Staff, 1-21.
100 joint Chiefs of Staff, 1-21.
101 joint Chiefs of Staff, 1-21.
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b. Operational Intelligence

Operational intelligence looks at the information needed for short- to mid-term
issues that may affect agency operations. Intelligence analysts create operational
intelligence to serve mid-level officials, such as battalion chiefs, division chiefs, or district
chiefs in the fire service. As such, mid-level managers use operational intelligence to plan
operations; monitor events; match capabilities to threats; provide relevant, timely, and

credible assessments; and monitor natural or human-made disasters.1%2

C. Tactical Intelligence

Tactical intelligence is perishable intelligence that supports current tactical
operations and keeps personnel out of danger. Intelligence analysts create tactical
intelligence for line supervisors and incident commanders, such as lieutenants, captains,
and battalion chiefs. Accordingly, line supervisors and incident commanders use tactical
intelligence to inform decision-making to achieve tactical objectives. Therefore, tactical
intelligence must be accurate, relevant, timely, and precise, with detailed information on
who, what, when, where, and how.%® Additionally, tactical intelligence provides incident

commanders with information on imminent threats to response personnel.*%

4, Intelligence Types

The IC gathers intelligence through numerous methods. The first is open-source
intelligence, which is intelligence gathered from public information sources.!® Next is
geospatial intelligence, which is information gathered from various imaging methods, such
as spy planes and satellites.% Also, there is signals intelligence (SIGINT), which is the
gathering of information over electronic media, such as telephones and internet

communications.!%” SIGINT also includes communications intelligence, the collection of

102 Joint Counterterrorism Assessment Team, Intelligence Guide, 1-22.
103 Joint Counterterrorism Assessment Team, 1-22.

104 Joint Counterterrorism Assessment Team, 1-22.

105 Johnson and Wirtz, Intelligence, 48.

106 johnson and Wirtz, 48—49.

107 Johnson and Wirtz, 49-50.
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information from telecommunications such as radio waves.® Electronic intelligence is
also a sub-field of SIGINT, which collects radar signatures and electronic fingerprints.1%®
Additionally, there is what the military calls measurements and signatures intelligence,
which captures information from the telemetry emissions of missiles, as well as acoustic
and seismic information.!° Finally, there is human intelligence, which agents gather from
espionage activities either directly or through proxies.!'! Individually, the sources have
distinct advantages and disadvantages and provide only pieces of a larger puzzle; however,
such a broad discussion is beyond the scope of this thesis. To leverage the advantages and
limit the disadvantages, the IC engages in all-source fusion processes to develop a
comprehensive understanding of adversaries.!*? Understanding the various methods
available gives policymakers greater insight into how they might frame their intelligence

requirements.

5. Intelligence Markings and Handling Requirements

Fire service personnel must be aware of intelligence classifications and handling
requirements if they gain access to and use such information. The sensitive nature of
intelligence necessitates specific markings and handling. The overarching types of
intelligence and information are classified national security information (CNSI) and
controlled unclassified information (CUI).1*® Ultimately, understanding the unique
markings and handling requirements allows fire service agencies to understand how to

disseminate and protect such information from public view.

Fire service personnel with security clearances may be entrusted with receiving

CNSI material. The most sensitive national security information is subject to CNSI

108 “INTelligence: Signals Intelligence,” Central Intelligence Agency, last updated April 30, 2013,
https://www.cia.gov/news-information/featured-story-archive/2010-featured-story-archive/intelligence-
signals-intelligence-1.html.

109 Central Intelligence Agency.

110 Johnson and Wirtz, Intelligence, 50.
111 Johnson and Wirtz, 50-51.

112 Johnson and Wirtz, 51.

113 Center for Development of Security Excellence, Marking Classified Information Job Aid
(Linthicum, MD: Defense Security Service, 2017), 31.
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classification procedures. According to DHS, “Classified information is information that
has been determined by a delegated official within the Executive Branch of the Federal
Government to require protection because its release or disclosure could cause damage to
the national security.”'* Additionally, the organization responsible for the intelligence
identifies it by one of three classification levels. The classification levels are top secret,
secret, and confidential, and each has differing criteria for such classification. Top secret
information is any information with which unauthorized disclosure may cause
“exceptionally grave damage to the national security.”*'® Alternatively, the system
identifies secret information as that which may cause serious damage to national security
if an agency releases it without authorization.*® Finally, the system identifies confidential
information as that which may cause damage to national security.!!’” The takeaway from
this section is that fire service personnel who attain security clearances must understand

how to safeguard and store sensitive national security information.

Alternatively, most fire service personnel may be privy to CUI information, through
various means, with a need to know in carrying out their roles and responsibilities. CUI
information includes For Official Use Only and Law Enforcement Sensitive subsets.
Accordingly, the Defense Security Service defines CUI “as unclassified information that
requires safeguarding or dissemination controls, pursuant to and consistent with applicable
law, regulations, and Government-wide policies.”*!8 A critical distinction between CNSI
and CUI is that a security clearance is unnecessary to receive CUI information, but a person
must pass a background examination.''® Additionally, agencies cannot combine CNSI
markings with other classifiers, while CUI information commonly uses additional terms.

This terminology includes identifiers such as For Official Use Only (FOUO), Law

114 Department of Homeland Security, Safeguarding Classified and Sensitive but Unclassified
Information: Reference Booklet for State, Local, Tribal and Private Sector Programs (Washington, DC:
Department of Homeland Security, 2005), 6, https://homeport.uscg.mil/Lists/Content/Attachments/2110/
SecurityReferenceStateLocalTribalPrivateSector.pdf.

115 Department of Homeland Security, 6.

116 Department of Homeland Security, 6.

117 Department of Homeland Security, 6.

118 Center for Development of Security Excellence, Marking Classified Information, 31.
119 Department of Homeland Security, Reference Booklet, 26.
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Enforcement Sensitive (LES), Personally Identifiable Information (PII), and Sensitive
Security Information (SSI).*2° Ultimately, fire service agencies and personnel must know
how to handle and store CUI information to protect it from unauthorized disclosure.

a. FOUOQ: For Official Use Only

FOUO is a dissemination control marking, but not a classification.!?! As such,
agencies may share FOUO information with other governmental agencies and, to some
extent, the private sector.*??> Additionally, FOUO information must have markings to
inform the end-user of its sensitive nature and appropriate handling requirements.'? The
marking identifies information that users cannot release to the public without the
permission of the originating agency.'?* Additionally, the markers may reference the
originating agency, an expiration date, and instructions on how to downgrade the
information.*?® Finally, the IC restricts FOUO information to persons with a documented
need to know, and the information must be necessary to perform official duties.?® The
restrictions differ from CNSI information, which requires that the requestor have a security

clearance at or above the classification level.

b. LES: Law Enforcement Sensitive

At times, fire service agencies may have access to LES information, which may
originate from law enforcement agencies at any level of government. Accordingly, the
information may contain sensitive information about ongoing investigations or reveal
sources and methods, among other operational law enforcement information.*?” A majority

of LES documents are available on the HSIN, and vetted fire service members have access

120 Joint Counterterrorism Assessment Team, Intelligence Guide, 2.
121 Joint Counterterrorism Assessment Team, 2.

122 Department of Homeland Security, Reference Booklet, 26.

123 Department of Homeland Security, 26.

124 Joint Counterterrorism Assessment Team, Intelligence Guide, 2.
125 Department of Homeland Security, Reference Booklet, 26.

126 Joint Counterterrorism Assessment Team, Intelligence Guide, 2.
127 Joint Counterterrorism Assessment Team, 2.
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to the products. Therefore, persons accessing LES information may not disseminate it
without permission from the originating agency.'?8 In the end, fire service agencies must
ensure they follow LES handling requirements to maintain trust and access to intelligence

developed by law enforcement agencies.

C. PIl: Personally Identifiable Information

Fire service agencies have access to Pl as part of their reporting processes through
the National Fire Incident Reporting System or health records they generate on emergency
medical runs. Pl is any information that alone may reveal a person’s identity or when used
with other personal information may identify an individual.}?® To protect the identity of an
individual, PII requires a risk assessment on an individual basis.’*® The Health Insurance
Portability and Accountability Act and the Health Information Technology for Economic
and Clinical Health Act spell out most PlI requirements for fire departments that access
such information. Thus, fire service agencies are already aware of such handling

requirements and protections.

d. SSI: Sensitive Security Information

As part of their coordination with transit agencies and other critical infrastructure,
fire service agencies may gain access to SSI. Federal law governs SSI as it contains
sensitive but unclassified information that may be harmful to transportation security.'3! As
such, the federal government may impose enforcement actions or civil penalties on
agencies who disclose such information without authorization.'® SSI is subject to the
handling requirements outlined in 49 C.F.R. § 1520.1% The regulation states, “No part of
this record may be disclosed to persons without a ‘need to know,” as defined in 49 CFR

parts 15 and 1520, except with the written permission of the Administrator of the

128 Joint Counterterrorism Assessment Team, 2.
129 Joint Counterterrorism Assessment Team, 3.
130 Joint Counterterrorism Assessment Team, 3.
131 Joint Counterterrorism Assessment Team, 3.
132 Joint Counterterrorism Assessment Team, 3.
133 Joint Counterterrorism Assessment Team, 3.
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Transportation Security Administration or the Secretary of Transportation.”3
Accordingly, fire service agencies must protect SSI, or they may face severe government

sanctions.

B. INTELLIGENCE COMMUNITY

In the United States, the IC is a loose federation of 17 agencies. Each of the agencies
has a separate mission for gathering national intelligence, which includes domestic,
foreign, and homeland security intelligence.'®® According to Lowenthal, “The community
is made up of agencies and offices whose work is often related and sometimes combined,
but they serve different needs or different policy makers.”**® Consequently, management
and execution represent the two functional areas of the IC.*" The management aspect
refers to establishing requirements, gathering resources, establishing a collection plan, and
determining production products.® Alternatively, execution refers to developing systems
for collection, collecting and producing intelligence, and maintaining intelligence
infrastructure.!3® Ultimately, the fire service needs to understand the makeup of the IC, so
it is better informed regarding how the IC produces and disseminates intelligence. For a

depiction of the IC, see Figure 7.

134 protection of Sensitive Security Information, 49 C.F.R. § 1520.13 (2004), https://www.law.
cornell.edu/cfr/text/49/1520.13.

135 |_owenthal, Intelligence, 40.
136 |_owenthal, 13.
137 |owenthal, 44.
138 |_owenthal, 44.
139 | owenthal, 44.
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Figure 7. Agencies of the Intelligence Community4°

Policymakers at all levels of government need intelligence and information to
inform their homeland security policy development. According to the ISE annual report,
“The U.S. Government’s ability to effectively share terrorism-related information and
other information related to multiple threat actors, as well as their networks, and then use
that information to support a broad array of national security—related missions and
activities is essential in protecting the homeland.”**! As such, the Office of the Director of
National Intelligence proposes that federal, state, and local partners are essential in meeting
homeland security mission objectives.*> Accordingly, state, local, tribal, and territorial
agencies primarily receive information from DHS and the FBI.1*3 Additionally, the 2007

140 Source: “What We Do,” Office of the Director of National Intelligence, accessed April 17, 2020,
https://www.dni.gov/index.php/what-we-do.

141 Office of the Director of National Intelligence, 2018 Information Sharing Environment, 19.
142 Office of the Director of National Intelligence, Domestic Approach, 7.

143 Office of the Director of National Intelligence, 15.
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National Strategy for Information Sharing suggests that sharing information should be the
rule, not the exception, and federal, state, local, and tribal governments may use such
information for budgeting, developing resilience plans, preventing terrorism, developing
training plans, and prioritizing response and recovery efforts.}4* Because terrorism and
other disasters are local events, and local agencies are first on the scene and the last
personnel to leave, information sharing is paramount.!*® Ultimately, to better inform fire
service strategies, operations, and tactics, the fire service needs access to timely and

relevant intelligence.

Notwithstanding, the fragmented nature and the redundant mechanisms of the IC
emphasize several problems, which have been the subjects of government reports. The 9/11
Commission Report pushed for the reorganization of the IC and the development of the ISE
to prevent surprise attacks by aligning all 1C agencies. The 9/11 Commission offered
several recommendations, including unifying strategic intelligence and operational
planning under a National Counterterrorism Center, coalescing the IC under a national
intelligence director, and developing a network-based information-sharing system.'*® The
IC applied these recommendations as activities under the IRTPA of 2004.14" However, as
Amy Zegart points out, the IC remains disjointed despite the IRTPA and the creation of a
director of national intelligence.}*® Additionally, the Domestic Approach suggests that
absent unity of effort, unreliable practices, and the lack of doctrine still typify the domestic
intelligence environment.2*® Other challenges include the FBI and DHS counterterrorism
mission overlap, large geographic regions, a lack of clear vision, and a focus on
sustainment over enhancement.*®® This issue is important because the fire service, along

with many other agencies, relies on the IC for its intelligence needs. Therefore,

144 Executive Office of the President, National Strategy for Information Sharing, 1.
145 Office of Homeland Security, National Strategy for Homeland Security, 1.

146 National Commission on Terrorist Attacks upon the United States, The 9/11 Commission Report,
399-400.

147 Intelligence Reform and Terrorism Prevention Act of 2004.

148 Zegart, Spying Blind, 183.

149 Office of the Director of National Intelligence, Domestic Approach, 9.
150 Offices of the Inspectors General, Review of Domestic Sharing, 8-9.
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understanding the insular issues arms the fire service with the information it needs to take

steps to resolve problems early in the intelligence integration process.

Ultimately, the obstacles faced at federal, state, and local levels produce significant
challenges for fire service agencies. First, there is the issue of finding linkages to the overall
IC, considering the involvement of numerous agencies. Second, there is the challenge for
the fire service in receiving relevant and timely information to inform strategic,
operational, and tactical decision-making. Additionally, the documents lack detailed
guidance on how fire service agencies may use intelligence to inform decision-making.
Finally, the fire service must find ways to counter parochialism to ensure it receives a

steady flow of intelligence to protect its communities.

C. FIRE SERVICE INTELLIGENCE ENTERPRISE CONCEPT PLAN

To reduce the challenges associated with establishing fire service intelligence
requirements and usage, in 2009, DHS developed the Fire Service Intelligence Enterprise
(FSIE)’s Concept Plan. The FSIE was one of the earliest efforts undertaken to integrate
the fire service into the greater intelligence community, under the assumption that the fire
service would provide a value-added capacity in DHS efforts to prevent, protect, respond
to, and recover from terrorist activities.’>! To guide the development process, DHS and
other partners ensured the activities aligned with relevant federal policies, directives,
strategies, and legislation. See Table 1 for a list of relevant policies.

151 Department of Homeland Security, Concept Plan, 4.
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Table 1. List of FSIE-Related Directives, Policies, Strategies, and Legislation

Year

Policy, Directive, Strategy, or Law

Organization

2002

Homeland Security Act of 2002

Public Law 107-296

2003

National Criminal Intelligence Sharing Plan

Department of Justice

2004

Executive Order 13356: “Strengthening the
Sharing of Terrorism Information to Protect
Americans”

White House

2004

Intelligence Reform and Terrorism Prevention
Act of 2004

Public Law 108-458

Intelligence-Led Policing: The New Intelligence

Bureau of Justice

2005 Architecture Assistance
Executive Order 13388: “Further Strengthening

2005 | the Sharing of Terrorism Information to Protect White House
Americans”
Memorandum for the Heads of Executive

2005 Departments and Agencies: “Guidelines and White House

Requirements in Support of the Information
Sharing Environment”

2006

Information Sharing Environment Implementation
Plan

Information Sharing
Environment

2006

Fusion Center Guidelines

Department of Justice;
Department of Homeland
Security

Implementing the Recommendations of the 9/11

2007 | commission Act of 2007 Public Law 110-53
2007 | National Strategy for Homeland Security White House
2007 | National Strategy for Information Sharing White House

2008

DHS Information Sharing Strategy

Department of Homeland
Security

2008

Vision 2015: A Globally Networked and
Integrated Intelligence Enterprise

Office of the Director of
National Intelligence

2008

Executive Order 12333: “United States
Intelligence Activities” (as amended)

White House

2008

Baseline Capabilities for State and Major Urban
Area Fusion Centers

Department of Justice

2008

DHS Intelligence Enterprise Strategic Plan

Department of Homeland
Security
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The FSIE’s Concept Plan establishes the legal basis for domestic information and
intelligence collection and sharing. Additionally, the plan recognizes that the fire service
plays an integral role in every homeland security mission. Accordingly, the plan identifies
agencies from which the fire service may receive intelligence and mechanisms by which
to satisfy fire service intelligence needs. Finally, the most significant outcome of the FSIE
initiative is a set of guidelines for integrating the fire service into state and local fusion
centers. Integration into fusion centers is vital to the fire service because they enable a two-
way flow of intelligence, and fusion centers act as a hub for intelligence that comes from
the IC.

Unfortunately, the FSIE Concept Plan no longer exists in its original form. Robert
Covert has suggested that the FSIE plan dissolved in 2010.1%2 However, most of the tenets
set out in the FSIE Concept Plan have been placed in the “Fire Service Integration for
Fusion Centers” appendix, which appears in the next section of this chapter. Additionally,
interested individuals have taken on remnants of the program. Currently, DHS maintains a
fire service intelligence liaison position that maintains the HSIN’s emergency services site,
with sub-linkages to fire service intelligence. There are more than 27,000 members of the

fire service vetted for site access. Additionally, as Keith Henke details,

The FSIE is a management initiative between the Department of Homeland
Security Office of Intelligence and Analysis (I&A), the Federal Emergency
Management Agency (FEMA), and the U.S. Fire Administration, and was
created to provide organized Federal support incorporation [for] the Fire
Service in gathering, analyzing, and disseminating homeland security
related information and intelligence. The goals of the FSIE initiative include
supporting fire service collaboration within state and major urban area
fusion centers and facilitating the identification and development of
information and intelligence sharing requirements, mechanisms, technical
assistance, and training for fire service personnel.*%3

152 Robert M. Covert Il, “Evolving the Local Fire Service Intelligence Enterprise in New York State:
Implementing a Threat Liaison Officer Program” (master’s thesis, Naval Postgraduate School, 2012), 34,
http://hdl.handle.net/10945/27813.

153 Keith Henke, “Fire Service Intel and Info Resources” (presentation, Department of Homeland
Security, November 2019).
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The observation that there is still a great deal of interest in the fire service
intelligence process—given that there are 27,000 members—is important because it shows
how the fire service views intelligence as an integral part of its planning and operations.

D. FIRE SERVICE INTEGRATION FOR FUSION CENTERS

In 2010, the Department of Justice (DOJ) issued a guide titled “Fire Service
Integration for Fusion Centers” as an appendix to Baseline Capabilities for State and Major
Urban Area Fusion Centers. The guide recognizes the fire service as a valuable partner in
the overall intelligence enterprise. Accordingly, the DOJ states, “The integration of fire
service organizations and personnel into the fusion process enhances the efforts of all
homeland security partners across all mission areas.”*** The guide further acknowledges
that the fire service may serve as a consumer, collaborator, or contributor vis-a-vis fusion
centers.'® The guide is important to the fire service because it highlights various ways it

may integrate into the IC through fusion centers.

Beyond confirming the value-added benefits of integrating fire services, the guide
highlights the critical elements necessary to inform fire service intelligence usage. More
specifically, the guide aids the fire service in developing intelligence requirements,
reporting suspicious activity, conducting risk assessments, outlining procedures to receive
alerts and warnings, and maintaining situational awareness.®® Additionally, the guide
helps fire service agencies develop feedback mechanisms to ensure received intelligence

is of value.

E. INTELLIGENCE GUIDE FOR FIRE CHIEFS

Sensing the need for fire service intelligence practices, the IAFC provided the
necessary leadership. Accordingly, the IAFC developed the Intelligence Guide for Fire

Chiefs to serve as a reference for collaboration with DHS.*™” The IAFC developed the guide

154 Department of Justice, “Fire Service Integration,” 2.

155 Department of Justice, 3.

156 Department of Justice, 5-6.

57 International Association of Fire Chiefs, Intelligence Guide for Fire Chiefs.
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because fire service agencies have struggled to obtain relevant intelligence information.
The intelligence guide highlights various resources available to the fire service for its
intelligence needs. More specifically, the guide suggests developing partnerships with
fusion centers, JTTFs, and local law enforcement agencies.'>® Additionally, the guide
recommends engaging in information-sharing portals such as the HSIN, Law Enforcement
Online, Technical Resources for Incident Prevention (TRIPwire), and the National
Terrorism Advisory System.'®® The guide has important implications for the broader
domain of information sharing as the fire service has realized it must lead the effort for

improved information-sharing practices.

Subsequently, the IAFC realized that the fire service has unique capabilities that
are beneficial to the IC. To add value to the IC, the guide recommends involvement in
reporting activities. For such reporting, the guide suggests submitting suspicious activity
reports (SARs), involving line-level personnel in the Nationwide SAR Initiative, and
promoting the “If You See Something, Say Something” campaign.'®® Furthermore, the
guide advises identifying personnel to apply for security clearances to gain access to more
privileged intelligence information.’®* Finally, the guide proposes developing a
dissemination process to distribute intelligence to other members of the agency. The report
recommends developing an intelligence liaison officer program with state and local fusion
centers to accomplish dissemination goals.1®2 Ultimately, the IAFC has recognized that the
fire service might serve as a contributor and collaborator—instead of relegating itself to

consumer.

F. INTELLIGENCE GUIDE FOR FIRST RESPONDERS

Local responders working on the Joint Counterterrorism Assessment Team (JCAT)

at the National Counterterrorism Center acknowledged a need for more comprehensive

138 International Association of Fire Chiefs, 7-10.

159 International Association of Fire Chiefs, 11-15.
160 International Association of Fire Chiefs, 17-20.
181 International Association of Fire Chiefs, 20-23.
182 International Association of Fire Chiefs, 23-24.
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information sharing among response personnel. The JCAT developed the Intelligence
Guide for First Responders to increase information sharing among all levels of
government.!®® The guide provides a high-level overview of how to gain access to
information, understand estimative language, and report suspicious activity, among other
things.1%4 The addition of the guide gave first responders insight into intelligence processes

and the intelligence community.

1. Gaining Access to Sensitive Information

Agencies performing homeland security or law enforcement-related duties may
access unclassified information through several online portals.’®® The portals include
previously mentioned sites such as the HSIN, Law Enforcement Online, and TRIPwire.
Likewise, agencies may access information through the National Situation Awareness
Room (SitAware), Intelink-U, the Law Enforcement Enterprise Portal, and the Regional

Information Sharing Systems Network, all of which have different vetting practices.6®

2. Estimative Language

The IC uses estimative language to judge the likelihood or probability of an
event.®” Typically, there are three degrees of likelihood: high confidence, moderate
confidence, and low confidence. High confidence is a solid judgment based on high-quality
information.'®® Alternatively, moderate confidence indicates the information is not
corroborated but credible.'®® Finally, low confidence indicates that there may be concerns
with the sources, making it difficult to arrive at firm conclusions.’® The high, moderate,

and low confidence judgments identify the scope and quality of the intelligence

163 Joint Counterterrorism Assessment Team, Intelligence Guide, v.
164 Joint Counterterrorism Assessment Team, 2—15.

165 Joint Counterterrorism Assessment Team, 6.

186 Joint Counterterrorism Assessment Team, 7-8.

167 Joint Counterterrorism Assessment Team, 12.

168 Joint Counterterrorism Assessment Team, 12.

169 Joint Counterterrorism Assessment Team, 12.

170 Joint Counterterrorism Assessment Team, 12.
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provided.!”* Understanding estimative language is essential for the fire service because it

helps personnel grasp the likelihood of an incident occurring.

3. Suspicious Activity Reporting

During the ordinary course of business, firefighters can identify suspicious
behaviors in their communities. In some instances, reported suspicious activities have led
to arrests, corroborated intelligence, or disrupted terrorist attacks.}’> Consequently,
firefighters should engage in SAR activities. To enable firefighters to submit SARs, DHS
and the FBI developed the Nationwide Suspicious Activity Reporting Initiative.'”® This
program promotes reporting observations for vetting and sharing of information.
Additionally, the program offers online training to highlight the SAR process and ensure
that firefighters protect the civil liberties of ordinary citizens. The JCAT guide offers 10

ways for firefighters to incorporate SARs into agency operations.

G. CONCLUSION

After the events of 9/11, DHS and the FBI created several guidance documents that
govern domestic intelligence processes and programs. Although the current policies
identify mechanisms for the fire service to consume, collect, and collaborate in intelligence
processes, they all have fallen short. First, the processes fail to establish the requirements
necessary for intelligence agencies to understand fire service intelligence needs. Second,
the processes do not elaborate on how a fire chief or fire service agency may use
intelligence to inform strategic, operational, and tactical decision-making. Ultimately, a
gap persists between policy and practice regarding fire service access and the use of
intelligence products.

To ensure the fire service has access to the intelligence it needs, fire service
agencies and leaders have developed policies and practices aimed at collecting, analyzing,

and disseminating intelligence to support their decision-making. Unfortunately, most in the

171 Joint Counterterrorism Assessment Team, 12.
172 Joint Counterterrorism Assessment Team, 14.
173 Joint Counterterrorism Assessment Team, 14.
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fire service do not recognize or benefit from the use of the publications. The next chapter
analyzes the intelligence products for three different fire service agencies. The purpose of

the analysis is to gain insight into best practices in separate fire service intelligence
programs.
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IV. CASE STUDIES OF EFFECTIVE FIRE INTELLIGENCE USE,
POLICIES, AND PRACTICES

After the initial FSIE program, several fire departments developed their own
intelligence programs. These include the Chicago Fire Department’s Tactical Operations
Intelligence Center, the FDNY, and the National Capital Region Threat Intelligence
Consortium, staffed by the District of Columbia Fire and Emergency Medical Services
Department (DCFEMS) and other local agencies. This chapter uses case studies to evaluate
the specific fire service intelligence products the agencies produce. The case studies
evaluate how well agency product lines meet the criteria for intelligence at the strategic,

operational, and tactical levels.

For additional analysis, this chapter uses Lowenthal’s framework for identifying
good intelligence. The framework analyzes intelligence products on whether they are
timely, tailored, digestible, and clear regarding knowns and unknowns.’* As Lowenthal
suggests, “Getting the intelligence to the policymaker on time is more important than
waiting for every last shred of collection.”*” Under the tailored criterion, Lowenthal
recognizes the importance of focusing on specific needs while remaining objective.’® The
digestible aspect advises that the length must allow for a decision-maker to identify the
most important aspects of the intelligence quickly.!’” Finally, clear intelligence identifies
a degree of confidence regarding knowns and unknowns, and what insight comes from the
analysis.'’® Ultimately, understanding finished intelligence products and what constitutes
good intelligence may inform other fire service agencies in how to develop and consume

intelligence products to serve their planning and decision-making needs.

174 |_owenthal, Intelligence, 214-15.
175 |_owenthal, 214.
176 |_owenthal, 214.
177 owenthal, 214.
178 |_owenthal, 215.
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A. CHICAGO FIRE DEPARTMENT TOIC
1. Structure

Recognizing a need to provide critical information to response personnel, the
Chicago Fire Department established the Tactical Operations Intelligence Center (TOIC)
in 2006.1° TOIC develops a bulletin to support internal departmental briefings on
significant local, national, and international events.'® TOIC publishes the bulletin weekly
as a sensitive but unclassified document for internal use only, and it averages 12 pages in
length. Also, the bulletin aggregates information from various fusion center and DHS
publications. Furthermore, TOIC structures the bulletins into four sections, which include
significant incidents, national and international intelligence, special events, and significant
dates.!8! Moreover, TOIC supports the information with photos and attributes the sources
with uniform resource locators. Finally, the Chicago Fire Department coordinates
intelligence production and dissemination with the Chicago Police Department’s Crime
Prevention and Information Center (CPIC).%8 Its collaboration with CPIC gives Chicago
Fire access to the Chicago Police Department’s district intelligence bulletins (DIBs), bus
and rail update reports, intelligence notes, and suspicious activity report intelligence
analysis. The most useful product for the fire service is the DIBs, intranet-based products
available from onboard computers that identify problem areas within response districts.'8
Additionally, the system provides real-time intelligence products that are customizable for

each district.18

179 Department of Homeland Security and Department of Justice, “Fire Service Information Sharing
Workshop: Fusion Center Resource” (Washington, DC: National Criminal Intelligence Resource Center,
September 2010), 1.

180 Department of Homeland Security and Department of Justice, 1.
181 Department of Homeland Security and Department of Justice, 1.
182 Department of Homeland Security and Department of Justice, 2.

183 Department of Homeland Security and Department of Justice, “Case Study: Crime Prevention and
Information Center” (Washington, DC: National Criminal Intelligence Resource Center, November 2007),
6.

184 Department of Homeland Security and Department of Justice, “Fire Service Information Sharing
Workshop,” 2.
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2. Strategic-Level Intelligence

For the strategic level, TOIC’s bulletin offers articles from national and
international sources. A brief analysis of five TOIC bulletins reveals several strategic-level
considerations. At the national level, the bulletin covers a broad spectrum of potential
homeland security issues, such as vaccinations, new diseases, inclement weather
conditions, violence against first responders, and U.S. travel advisories for foreign
countries. The articles are all open-source summaries, and TOIC does not offer a
perspective on the strategic implications for fire service agencies. At the international level,
the bulletin details wide-ranging international security issues that might eventually have a
domestic nexus. The international topics include information on terrorist tactics, such as
the use of explosives. Additionally, the bulletin details information on critical infrastructure
problems abroad and documents the movements and rhetoric of foreign terrorist

organizations. Moreover, the articles discuss natural disasters in foreign countries.

Although the articles touch on broad homeland security topics, a user would need
some analytical skills to determine potential long-term impacts for the department.
Consequently, fire departments that use such information must train other personnel to
analyze the articles to make the information more relevant because TOIC does not provide
the necessary analysis and assessment. Furthermore, the information appears to be little
more than the news civilians read or aggregate online. TOIC’s bulletin is not very helpful
for strategic planning and preparation as it fails to offer analysis on the subjects of the

articles.

3. Operational-Level Intelligence

The information in TOIC’s bulletins offers several opportunities to support
operational intelligence activities. Unfortunately, TOIC does not provide analysis of the
articles in the bulletins, which is a necessary component for an intelligence product.
Therefore, a user of the intelligence product must read the articles intently to identify
specific issues that might affect the organization. Nevertheless, a brief analysis of five such
bulletins highlights several operational-level considerations. First, the bulletin routinely

offers information regarding attacks on first responders. Understanding the tactics,
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techniques, and procedures used by attackers allows for first response agencies to make
operational adjustments to counter the issues. Second, TOIC’s bulletin highlights incidents
where adversaries have used fire as a weapon, which may challenge standard response
models and on-scene operations. Additionally, the bulletin offers information on attacks
where terrorists have used improvised explosive devices. Finally, the bulletin aggregates
stories concerning terrorist ideology, terrorism funding, actual targets of terrorist attacks,
public health issues, and homegrown violent extremism. The information in the articles,
however, fails to rise to the level of intelligence without additional exploitation and
processing. TOIC provides no analytical input, leaving the information up to broad

interpretation.

4. Tactical-Level Intelligence

The tactical-level information in TOIC’s bulletin highlights upcoming special
events and necessary situational awareness. The product employs sub-labels, such as
assembly, rally, parade, or protest, and details the dates, times, locations, and descriptions
of the actual events. Unfortunately, the information does not provide additional tactical-
level insight, such as the number of participants, or any known information regarding
protest groups. However, the information is valuable for situational awareness of
companies that may respond to the area. Because TOIC does not perform analysis, the
information lacks substance and does not provide any tactical-level decision-making
advantage. The information on special events and situational awareness, absent analysis, is

not intelligence and has limited utility for informing tactics.

However, DIBs may be of great value at the tactical level because they provide
real-time intelligence directly to personnel operating in the field. CPIC permitted the
Chicago Fire Department’s access to DIBs after a shooting incident involving a
firefighter.18® DIBs provide alerts regarding numerous problems, including gang activity,
illicit drug sales, shots fired in an area, a most-wanted list, and other intelligence as it
becomes available.'®® Ultimately, access to DIBs provides Chicago fire personnel with

185 Department of Homeland Security and Department of Justice, 2.
186 Department of Homeland Security and Department of Justice, “Case Study,” 6.
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real-time information within their response areas, improving personnel safety and

situational awareness.8’

5. Analytical Value

TOIC’s bulletin is a compilation of news stories that may have a nexus to terrorism
or the fire service in general. The news stories provide only general information that does
not rise to the level of intelligence. Additionally, TOIC does not perform analysis on the
implications of the information in the articles to inform strategic, operational, and tactical
decision-making and planning. The lack of analysis leaves the information open to broad,
independent interpretations, which may pose challenges for response personnel when
developing plans. The lack of analysis severely limits the utility of TOIC’s bulletin,

regardless of the subject of the articles.

6. Lowenthal’s Intelligence Framework

In using Lowenthal’s framework, the two primary products offer differing
intelligence value. TOIC develops the bulletin weekly, which is timely for strategic and
operational levels, but less timely for tactical decision-making. However, TOIC tailors the
bulletin for internal distribution, so it meets the second criteria under Lowenthal’s frame.
On the other hand, TOIC’s bulletin is not digestible because the length is generally 12
pages. Finally, the product is unclear regarding knowns and unknowns because the authors

do not provide independent analysis.

Alternatively, CPIC’s DIBs are real-time products, with personnel having access to
the information through onboard computers. The real-time aspect and ease of access allow
DIBs to meet the timely metric under Lowenthal’s framework. Although the product is
timely, CPIC writes the information for district law enforcement personnel, which lacks
tailoring for the fire service. However, the information in the DIBs is digestible, as it
encompasses no more than two pages. Finally, DIBs are clear regarding knowns but may

lack the clarity necessary to provide information on unknowns.

187 Department of Homeland Security and Department of Justice, “Fire Service Information Sharing
Workshop,” 2.
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B. FDNY INTELLIGENCE
1. Structure

The FDNY produces three intelligence publications to support its strategic,
operational, and tactical decision-making. The publications are Watchline, Fireguard, and
the FDNY’s Monograph Series. Watchline is a weekly intelligence product that was born
in the early days of homeland security intelligence processes because law enforcement and
the intelligence community did not believe the fire service had a place in the intelligence
discipline. The FDNY still manages its intelligence process despite the move to more fire

service integration into the intelligence community.

The structure of Watchline has several significant characteristics that make it highly
readable while maintaining its importance to fire service personnel. First, the FDNY’s
Center for Terrorism and Disaster Preparedness (CTDP) keeps the periodical to one page,
so a user may browse through and glean all the critical information in a few minutes.®®
Keeping the information brief is essential, especially at the operational and tactical levels.
Second, the publication is easy to read, with the first sentence of each story capturing the
essence of the issue at hand.'®® Additionally, it provides analysis for each story, so the
reader gains an understanding of how the issue may affect operations.'®® Also, the
information is timely, reliable, and relevant to emergency services as the product has
readership outside the fire service.'® The current readership extends to over 150 agencies
in the United States and 20 countries abroad, equating to over 100,000 consumers.!%?
Watchline has influenced several other fire service intelligence products, with most
providing some form of analysis to add relevancy to the selected news stories. Notably, the
CTDP develops Watchline using the intelligence cycle, including intelligence

requirements, collection, processing, analysis, and dissemination. Finally, Watchline

18 New York City Fire Department, Center for Terrorism and Disaster Preparedness, “Watchline:
FDNY’s Flagship Intelligence Product” (presentation, New York City Fire Department, February 8, 2018),
3.
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touches on several homeland security issues, including terrorism-related tactics, techniques
and procedures, historical events, first responder—specific concerns, and advances in

science.1

The FDNY’s Fireguard is a PowerPoint presentation series that provides an
expansive overview of a particular topic.t The CTDP creates Fireguard for internal
dissemination to field-level units, but the reports are relevant for broader audiences such
as law enforcement and public health entities.’® Since it’s the presentation’s inception, the
CTDP has expanded the offerings of Fireguard to include information that is relevant to a
broader audience than the fire service.!®® An examination of two Fireguard products
reveals that the structure includes background information on the issue; the availability of
the product; the number of attacks; case studies of relevant incidents, including motivations
for such attacks; and response considerations. The product provides a great deal of
information on specific tactics, which may inform strategic, operational, and tactical

decision-making.

The Monograph Series is another extension of the intelligence products offered by
the FDNY’s CDTP. As a monograph studies a topic in great detail, the purpose of this
intelligence product is solely to provide updates on emergent or critical events to the first
responder community.'®” However, the design and tone of the Monograph Series may
allow for broader distribution beyond department members. While the product lacks the
strict standard of writing seen in Watchline in favor of paraphrasing topics and does not
adhere to a designated length, the CTDP uses it to push out the latest information on a

subject.®® Although the product is new, it provides significant information regarding the

193 New York City Fire Department, 12-14.

194 Joseph W. Pfeifer et al., FDNY Counterterrorism and Risk Management Strategy, ed. Janet
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subject area, and the information may find utility at the strategic, operational, and tactical

levels.

2. Strategic-Level Intelligence

At the strategic level, all three FDNY intelligence products offer tremendous utility.
First, Watchline identifies terrorist tactics, techniques, and procedures that may eventually
make their way to the United States. An analysis of several Watchline products reveals
information on numerous foreign and domestic attack trends. Alternatively, the FDNY’s
Fireguard offers information on both the domestic and international fronts. Domestically,
Fireguard highlights issues that may pose a danger to first responders or the community.
Internationally, Fireguard details information on international incidents that may have
national relevance. Finally, the Monograph Series provides a detailed study of specific
topics. As the publication is new, it has covered only a few incidents. However, the content
offers an extensive look at the pandemic and its implications. The three products offer
executive-level personnel remarkable insight into various trends, tactics, techniques, and
procedures. The insight may inform policy formulation, planning for equipment and supply

acquisitions, and development of procedures to counter such issues.

3. Operational-Level Intelligence

At the operational level, Watchline and Fireguard offer the most value for mid-
level management. Regarding Watchline the assessment section of each article lends
insight to inform operational decision-making. For instance, the assessment may detail
necessary training, communication plans, standard operating guidelines, pre-incident
planning, personnel safety, and operational coordination. Alternatively, Fireguard offers
much more in-depth information on specific threats. Accordingly, the products describe
the specific issue in great detail while following up with implications for operational
decision-making to ensure effective outcomes. Additionally, Fireguard highlights case
studies of similar occurrences domestically and internationally. The high level of detail in
Fireguard allows operational commanders to weigh several considerations before deciding

on a particular action plan.
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4. Tactical-Level Intelligence

At the tactical level, Watchline and Fireguard hold the most promise. The
assessment section of Watchline identifies numerous tactical considerations related to the
article. According to Brian Heirston, “Watchline is unique from a fire service perspective
because the recommendations are tactically oriented, directed to the frontline firefighter,
concise, and practical.”**® On the other hand, Fireguard offers more detailed response
considerations to guide tactical decision-making. Watchline and Fireguard support on-
scene tactical decision-making by company commanders and other field response
personnel. However, Fireguard offers more comprehensive information for informed

decisions.

5. Analytical Value

Regarding analytical value, Watchline and Fireguard offer considerable insight.
The assessment section of Watchline succinctly describes the critical issues involved in the
article. The section is usually no more than three sentences and contains crucial
considerations for strategic, operational, and tactical decisions. Alternatively, Fireguard
offers more detailed information, but the authors scatter the information throughout the
presentation. Although Fireguard is more informative, it is less practical than Watchline.
The Monograph Series, in contrast, offers no analysis and leaves the sense-making up to
individual readers. Overall, Watchline and Fireguard are excellent sources of analytical

sense-making for personnel at all levels of the organization.

6. Lowenthal’s Intelligence Framework

In using Lowenthal’s framework, the three primary products for the FDNY offer
different values of intelligence. The FDNY develops the Watchline bulletin weekly, which
is timely for strategic and operational levels, but much less timely for tactical decision-
making. However, the FDNY tailors the bulletin for internal distribution and limits the

document to a single page. Therefore, Watchline meets Lowenthal’s criteria for tailoring

199 Heirston, “Terrorism Prevention and Firefighters,” 49.
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and digestibility. Additionally, Watchline meets Lowenthal’s concept of clarity as the

FDNY provides an analysis of knowns and unknowns at the end of each story.

Alternatively, the FDNY creates Fireguard and the monographs on an as-needed
basis. The nature of these products may hold strategic and operational intelligence value,
as they provide information in greater detail. However, they are less timely for the tactical
level, and the information they provide typically comes from past encounters and incidents.
The FDNY’s Fireguard and Monograph Series meet Lowenthal’s tailored criterion
because the FDNY creates the publications for internal dissemination. Although the
products meet the tailored requirement, they lack digestibility because of their length and
added detail. Finally, the two publications meet the clarity concept as they both provide

comprehensive information on particular subjects.

C. NATIONAL CAPITAL REGION THREAT INTELLIGENCE
CONSORTIUM

1. Structure

The National Capital Region Threat Intelligence Consortium (NTIC), formerly the
Washington Regional Threat and Analysis Center, is the region’s civilian-led fusion center,
based in the District of Columbia’s Homeland Security and Emergency Management
Agency.?® Created in 2019, NTIC supports situational awareness and decision-making by
producing analytical intelligence products that serve several disciplines.?®* Additionally,
NTIC sub-divides its missions into four fields: the public, executive leadership, critical
infrastructure partners, and first responders.?% The list of products include the following:

Impact assessments

Threat assessments

200 District of Columbia Homeland Security and Emergency Management Agency and National Capital
Region Threat Intelligence Consortium, Emerging Incident Playbook (Shawnee, KS: Guest
Communications Corporation, 2019), 5.

201 District of Columbia Homeland Security and Emergency Management Agency and National Capital
Region Threat Intelligence Consortium, 5.

202 District of Columbia Homeland Security and Emergency Management Agency and National Capital
Region Threat Intelligence Consortium, 5.
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Intelligence bulletins
Intelligence assessments
Cyber advisories
Officer safety bulletins

First responder awareness bulletins

Notably, while the Washington Regional Threat Analysis Center previously authored a
publication called Fire Watch, similar information now appears in first responder

awareness bulletins. Moreover, all of the publications listed are available to the fire service.

2. Strategic-Level Intelligence

At the strategic level, the vast array of NTIC’s products makes them suitable for
executive-level decision-makers. In 2020, NTIC developed a comprehensive threat
assessment that covers a wide spectrum of threats to the homeland. The document identifies
numerous threats and hazards as well as highlights the risk attributes thereof. Additionally,
the document qualifies the threats based on a risk scale of high, medium, or low and offers
critical judgments to guide strategic-level thinking and policymaking. Finally, NTIC has
created a standing information-needs product, which highlights various topics that
executive personnel may require for planning purposes. Having such information allows
policymakers to analyze the inspirational materials to identify other potential risks or
request additional intelligence to make better judgments. Ultimately, NTIC’s product line
has a tremendous amount of information to guide strategic thought at the highest levels of

the agency.

3. Operational-Level Intelligence

Intelligence products developed by NTIC offer insight for middle managers and
their operational outlook. An example of this is manifest in the intelligence assessment
products, which offer perspectives regarding the issue at hand and further delineate an
outlook based on what operational decision-makers may expect. Alternatively, NTIC’s
intelligence bulletins highlight emerging issues in homeland security with actions that

operational personnel may take to mitigate such threats. Additionally, the intelligence
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bulletin identifies recent incidents associated with the issue to give decision-makers a better
perspective. Finally, NTIC’s impact assessments detail findings involving specific events
in the National Capital Region and identify key findings, previously known incidents
surrounding similar events, and an operational outlook with several indicators to guide
supervisory and management personnel in managing such events. Overall, NTIC

intelligence products are a noteworthy source for operational-level intelligence.

4. Tactical-Level Intelligence

At the tactical level, NTIC produces various advisories and safety bulletins for
response-level personnel. For instance, NTIC produces situational awareness bulletins on
trending topics in homeland security, as they may eventually make their way into the
jurisdiction. NTIC analyzes DHS reports to identify developing threats and potential
targets for such dangers. Additionally, NTIC creates officer safety bulletins to warn law
enforcement officers of the tactics, techniques, and procedures used by adversaries to harm
uniformed personnel. Furthermore, the tactical-level reports identify intelligence gaps
where line personnel may assist with gathering field-level intelligence. Moreover, NTIC
offers a product called a sunrise brief, which details tactical-level information to guide
day-to-day decisions. Finally, NTIC offers cyber advisories to inform personnel on how to
protect their privacy and information systems from cyber-attackers. Generally, NTIC
products offer a good level of detail to inform the decision-making of tactical, line-level

supervisors and managers.

5. Analytical Value

Intelligence products from NTIC offer an abundance of analytical value at multiple
levels. First, there are key findings and judgments, which highlight important aspects of
homeland security issues along with the associated risk level. Second, the products identify
intelligence gaps, so policymakers understand that the provided intelligence remains
incomplete for the most accurate policy determinations. Also, some intelligence products
give issues context and an outlook on how they may affect operations. Moreover, some
products detail specific safety concerns, access and egress points, and incident command
structure and coordination. Furthermore, many of the bulletins contain direct comments
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from analysts who provide more detailed analysis to improve sense-making for
practitioners. Finally, NTIC develops security and preparedness packets on emerging
threats and trends for issues such as school safety, campus safety, and human trafficking.
The preparedness packets offer a broader view of a topic, as well as detailed steps an
organization may take to mitigate, respond to, and recover from such instances. Despite
the numerous publications, NTIC products offer a wealth of analysis, which serves to
inform operational and policy decisions.

6. Lowenthal’s Intelligence Framework

The products available to DCFEMS through NTIC meet Lowenthal’s framework
with varying degrees. The impact, threat, and intelligence assessments are timely at the
strategic level. Likewise, the cyber advisories are timely at the operational level. Also, the
intelligence bulletins, officer safety bulletins, and first responder safety bulletins are timely
at the tactical level. The only fire service—tailored product offered by NTIC is the first
responder awareness bulletin, with the rest of the product line being general or law
enforcement in nature. The tactical-level bulletins are all digestible, with many limited to
one or two pages. Finally, the entire product line provides clarity on knowns and unknowns,

as NTIC provides a high level of analysis.

D. CONCLUSION

The Chicago Fire Department, the New York City Fire Department, and the District
of Columbia Fire and Emergency Medical Services Department were three of the earliest
proponents of the fire service’s integration and engagement in the intelligence enterprise.
Accordingly, the three case studies offer insight into the value that fire service agencies
bring to the intelligence community generally and state and local intelligence efforts more
specifically. Although their intelligence practices began internally, their proficiency and
dedication have led to partnerships with fusion centers, law enforcement, DHS, and a host
of other intelligence agencies. The intelligence products circulated by the three

departments are unique and serve a larger audience than the fire service.

Structurally, the FDNY’s CDTP remains an anomaly by maintaining a separate

intelligence function within the department. Conversely, Chicago Fire and DCFEMS both
69



integrate, to some extent, with local fusion centers. The Chicago Fire Department’s TOIC
integrates and coordinates with the Chicago Police Department’s Crime Prevention and
Information Center while DCFEMS integrates and collaborates with the National Capital
Region Threat Intelligence Consortium. The differing levels of integration show that fire
service intelligence processes can work in different configurations. Strategically,
operationally, and tactically, all three organizations produce quality intelligence products.
Still, the lack of analytical input by TOIC makes it a less valuable source than the FDNY
or DCFEMS. Analytically, the intelligence products developed by the FDNY and
DCFEMS through NTIC are of high quality, depending on the particular intelligence

product.

The case studies offered in this chapter bring to light several significant outcomes
for consideration. First, despite the lack of trust in fire service intelligence capabilities after
9/11, several agencies have shown the value of including the fire service in intelligence
processes. Second, fire service agencies have proven they are capable of developing
intelligence products to inform strategic, operational, and tactical decision-making. Also,
the fire service continues to improve its intelligence analysis, which may broaden the
perspective of intelligence products. Additionally, the case studies demonstrate that fire
service integration into the intelligence community is possible and practical. Finally, the
varying styles and lengths of fire service intelligence products may serve as templates for
other IC agencies in developing products tailored to meet the needs of the fire service.
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V. DISCUSSION, CONCLUSIONS, AND RECOMMENDATIONS

Chapter | offered a problem statement, a review of relevant literature, and identified
two related research questions. Chapter Il discussed gaps in fire service intelligence
support, techniques, and procedures by conducting a gap analysis through a survey
instrument. Chapter Il identified current intelligence processes, including policies and
practices specific to the fire service. Chapter IV analyzed available fire service intelligence
products to identify best practices in product design. This chapter serves to tie the
information from the previous chapters together. It first discusses successful aspects of fire
service intelligence processes. Next, it treats aspects requiring change or improvement.
Then, it answers the research questions and draws conclusions from the research. Finally,
the chapter ends with a list of recommendations to improve fire service intelligence

processes to inform strategic, operational, and tactical decision-making.

A. DISCUSSION

This thesis examined the state of current fire service intelligence practices to
identify the gaps that limit the use of intelligence for direct strategic, operational, and
tactical support. This thesis used a survey instrument that asked current fire service
members about intelligence in the fire service to identify strengths and weaknesses in
intelligence practices. The survey consisted of three demographic questions, followed by
12 intelligence-specific questions. The results of the survey indicate that some intelligence

practices work well while others need considerable work.

1. Demographics

Respondents represented career, volunteer, and combination departments, as well
as a state fire academy, a paid on-call agency, and a state forestry agency. Additionally,
respondents represented various sized fire departments from every geographic region in
the United States. Because this thesis has attempted to identify shortcomings in fire service
intelligence practices as a whole, representation from different types, sizes, and geographic

regions best supports the development of solutions that a majority of departments can use.
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2. Intelligence Practices: Successful Aspects

The survey data reveal that several intelligence practices are going well. First, a
significant majority of participants reported receiving intelligence from at least one source,
with several receiving intelligence from multiple sources. The most highly recognized
sources were state or local fusion centers, police intelligence units, the Homeland Security
Information Network, and JTTFs. To a lesser extent, others noted that their agencies use
internally created intelligence, arson task forces, TRIPwire, the Bomb and Arson Tracking
System, and the Interagency Fire Intelligence Exchange. These findings challenge the work
of earlier researchers who suggested that the fire service lacks access to intelligence
products because of a lack of security clearances or other reasons.?® The findings matter
because fire service agencies need access to intelligence to inform decision-making at all

levels of their organizations.

Second, several participants highlighted successful integration by their agencies
with their state or local fusion centers, with some having a fire service representative or
terrorism liaison officer assigned as well. Accordingly, some participants stated that their
integration is robust, and their agencies receive frequent updates. Although integration
remains fragmented, the numbers are promising for further improvements. Pinpointing
instances of successful integration challenges the assumption that the fire service does not
have a place in the overall intelligence enterprise. Additionally, 88.24 percent of
participants found that the intelligence received is of some value, despite survey data that
reveal 52 percent of fire agencies perceive that intelligence providers are unaware of fire
service intelligence needs. The finding reinforces the importance of the intelligence cycle
and that consumers must identify their intelligence requirements. Otherwise, intelligence

providers base their assessments on guesses and prior production history.

3. Intelligence Practices: Areas for Improvement

On the other hand, barriers to information sharing persist within fire service

agencies and between their law enforcement counterparts. Internally, fire service agencies

203 Robson, “Burning Need to Know,” 2.
72



tend to withhold information from the rank and file, disseminating it only to high-ranking
personnel. Similarly, some suggest that intelligence dissemination occurs on a
need-to-know basis, instead of using the need-to-share doctrine. Still, others mention a lack
of dissemination of intelligence within their departments. Regarding law enforcement,
many survey participants note the lack of trust between the fire service and law
enforcement as an important information-sharing barrier. The problem endures despite
several guidance documents recognizing the fire service as an equal and fully trusted
partner.2% Additionally, fire service agencies advise that they do not receive the same type
of intelligence as law enforcement, suggesting its lower value to decision-makers.
Ultimately, the lack of information sharing within fire service agencies and between law

enforcement severely limits fire service activities regarding homeland security issues.

An additional weakness is that fire service interaction with fusion centers remains
fragmented. Over 34 percent of the participants in the survey reported little to no interaction
or integration with their state or local fusion centers. In particular, participants from
Washington State and New York acknowledged that the fire service is left out of the
information-sharing loop altogether. Still, others stated that their fusion centers deal mainly
with criminal issues such as drug trafficking. Moreover, some participants concluded that
a lack of interest among fire chiefs and trouble staffing representatives in fusion centers
limit sharing. Furthermore, the PESTEL analysis reveals that legal frameworks in some
states prohibit information sharing with the fire service. This is despite the high interest of
the fire service to engage in intelligence activities and the proliferation of numerous
guidance documents by DHS and the DOJ. These findings have important implications for
the broader domain of information sharing because fusion centers are the conduit between

the intelligence community and state and local first response agencies.

4. Intelligence Practices: Critical Improvement Areas

The most critical issues for information sharing are law enforcement collaboration,
intelligence requirements, handling of sensitive information, and finished intelligence. As

a result of the study, the fire service overwhelmingly suggests that intelligence and

204 Executive Office of the President, National Strategy for Information Sharing, 3.
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operational planning must be a collaborative effort. Numerous participants proposed
reserving a seat at the table for fire service agencies to engage in intelligence and
information-sharing initiatives. Furthermore, participants suggested tying in intelligence
activities with integrated response planning for events that may affect the jurisdiction.
Additionally, participants recommended establishing joint information-sharing portals, so
law enforcement, fire, and EMS might have a common operating picture when planning
for and responding to incidents involving joint operations. Still, others advised that the fire
service offers a unique perspective that may be beneficial in developing a clearer threat

picture and a better-informed operational plan.

The issue of fire service intelligence requirements has several interrelated concerns.
First, fire service agencies have argued that the intelligence they receive lacks relevance,
timeliness, and coordination between fire and law enforcement agencies. Second,
participants claimed that intelligence agencies are not aware of fire service intelligence
needs. These claims are of some concern because they shed light on misperceptions within
the fire service regarding intelligence requirements. The fire service must establish and
submit its requirements to intelligence agencies for the information to be relevant to the
fire service. Additionally, the survey reveals some confusion concerning the intelligence
requirements for standing information needs and the strategic, operational, and tactical
levels. When responding to four survey questions regarding standing information needs,
strategic intelligence, operational intelligence, and tactical intelligence, respondents
offered similar answers for each. Given some overlap, agencies should expect some
duplication, yet distinctions at each level seem to be confusing to the participants. Despite
the confusion, participants identified several intelligence requirements related to the fire
service. The following section identifies the specific requirements suggested by the

participants.

Another concern is the lack of understanding handling requirements for sensitive
information, as many agencies do not have an information security officer position. Several
participants highlighted security concerns over the leaking of sensitive information to the
general public. One participant pointed out that from practical experience, firefighters lack
an understanding of handling requirements and fail to protect sensitive information. Other
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participants suggested a need for training on the meanings of control markings and the
development of policies for handling sensitive information. Ultimately, improving the
understanding and enforcement of handling requirements may improve the level of trust

between the fire service and law enforcement agencies.

Regarding the use of finished intelligence, participants identified several
shortcomings in the survey. First, participants acknowledged that fire service members
need additional training in how to understand, interpret, and act on intelligence. Second,
participants suggested that often there is an overabundance of information given that
drowns out the more pertinent details. Additionally, participants pointed out a need to
practice utilizing intelligence in training scenarios to improve understanding. Furthermore,
participants recognized that without knowing how to use intelligence, fire personnel may
respond blindly to incidents that have grave consequences. Notably, these findings suggest

that not knowing how to use intelligence is just as bad as not receiving any.

B. CONCLUSIONS

This thesis aimed to answer two specific fire service intelligence questions. First,
this thesis sought to determine fire service intelligence requirements to provide direct
support to inform strategies, operations, and tactics. Second, this thesis used a survey
instrument, completed by members of the fire service, to identify standing information
needs and strategic-, operational-, and tactical-level intelligence requirements. The results

of the survey follow.

1. Standing Information Needs/Requirements

Participants in the survey identified several standing information needs for
efficient, effective, and safe operations of the fire service daily. According to the
Department of Justice, “SINs [standing information needs] help focus intelligence
gathering, analysis, and reporting on those topics or issues of most concern to the entity
that defines them.”?®® Additionally, the Department of Justice suggests, “SINs are the

205 Department of Homeland Security, 2013 National Network of Fusion Centers, 21.
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enduring subjects of intelligence or operational interest for an entity or jurisdiction.”?%® The

following is a compilation of standing information needs highlighted in the survey.

Specific and credible threats against first responders

Suspicious activity in a given area

Sovereign Citizen movements

Prior law enforcement interaction with bomb-making materials
Information of issues or events that may alter response routing
Known cyber activity that may target fire department information systems
Human smuggling operations within the jurisdiction

Information on the spread of pandemics and necessary precautions
Specific, credible threats to businesses and critical infrastructure
Arson-related activity, trends, and tactics

Social media references to terrorist or dangerous criminal activity
Large-scale events within the jurisdiction

Chemical, biological, radiological, nuclear, and explosive hazards or
threats within the jurisdiction

Theft of fire service equipment, vehicles, and uniforms

Extremist groups that may be traveling to the area

Information on known illicit drug laboratories

Civil unrest, protests, rioting, protest devices, barricaded/blocked streets
Extreme weather events and other potential natural disasters

School and active-shooter threats or indicators

Indicators of pre-attack operational surveillance

Locations of properties storing hazardous materials

Gang activity that may pose a threat to first responders

206 Department of Homeland Security, 21.
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2.

Strategic Intelligence Requirements

Strategic intelligence looks at long-term issues that may affect how an organization

plans for the future. Participants in the survey identified numerous requirements to support

strategic planning and decision-making. The following is a compilation of strategic

intelligence requirements participants emphasized in the survey.

3.

Emergent groups that may pose a threat to first responders

Identification of known and potential targets in the jurisdiction

Threats or issues that may affect ongoing resource allocations

Critical infrastructure and key resource threat assessments

Cyber events such as swatting, doxing, and denial of service attacks that
target response agencies

Emergent threats, along with potential actions to counter the threats and
guide strategic planning

Trends on tactics, techniques, procedures, and the context for which they
are in use overseas that may eventually threaten the homeland

Criminal and terrorist modus operandi that may drive decisions for
equipment purchases, training, and long-range planning

High-level briefings on world political events and how they may affect the
homeland

Evaluation of potential threats versus response capabilities

Operational Intelligence Requirements

Operational intelligence looks at the information needed for short- to mid-term

issues that may affect agency operations. Fire service agencies utilize operational

intelligence to plan operations; monitor events; match capabilities to the threat; provide

relevant, timely, and credible assessments; and monitor natural or human-made

disasters.?%” Participants in the survey identified numerous requirements to support

207 Joint Counterterrorism Assessment Team, Intelligence Guide, 1-22.
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operational planning and decision-making. The following is a compilation of operational

intelligence requirements participants emphasized in the survey.

4.

Threats to first responders

Threats to target hazards, critical infrastructure, and key resources
Pre-incident information that may guide unified command operations
Geographic information system mapping and plume data

Specific risks, threats, and methods

Intelligence that informs short-term planning objectives, training
activities, and equipment purchases

Current issues that may warrant the alteration of response plans and routes
Known threats and hazards for pre-planning mitigation and response
Availability of special resources

Special event threat assessments

Information on extremist groups in the jurisdiction, along with their plans

Tactical Intelligence Requirements

Tactical intelligence is perishable intelligence that supports current tactical

operations and keeps personnel out of danger. Tactical intelligence must be accurate,

relevant, timely, and precise, with detailed information on who, what, when, where, and

how.2% Participants in the survey identified numerous requirements to support tactical

decision-making. The following is a compilation of tactical intelligence requirements

participants emphasized in the survey.

Information on known, credible threats for incidents to which first
responders will respond

Immediate known threats to personnel safety, such as civil unrest, known
chemical agents, and bomb-making materials

Information on active-shooter or bomb threat incidents

208 Joint Counterterrorism Assessment Team, 1-22.
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Real-time threat-related information, safe response routes, and secured
staging areas

Intelligence based on incident indicators such as plumes, fumes, or odors
that may indicate WMD materials

Cyber threats

Real-time information on complex-coordinated attacks

Public health issues and force protection methods

Impending severe weather and other natural disasters

Pre-attack indicators, materials involved, actions to take

Daily intelligence briefs

5. Using Finished Intelligence

Additionally, this thesis sought to determine how the fire service can use
intelligence to guide strategic policy development, operational planning, and tactical
decision-making. Second, this thesis used a survey instrument, completed by members of
the fire service, to identify current fire service uses of intelligence to support daily
operations. Furthermore, this thesis compared intelligence products from three agencies
that develop fire-based intelligence products. The results of the survey and comparative

analysis follow.

a. Strategic Level

At the strategic level, fire service agencies use intelligence for long-term strategic
planning. Using the intelligence to inform strategic planning allows for adjustments to
staffing models, standards of cover, and standard operating guidelines. Additionally,
strategic intelligence drives equipment purchases, so fire agencies can match their
capabilities to acknowledged threats. Moreover, strategic intelligence allows fire agencies
to develop training plans to ensure personnel receive the training necessary to counter
emergent threats. Finally, strategic intelligence aids fire agencies in developing prevention,
mitigation, and long-term recovery strategies. Ultimately, strategic intelligence looks at
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long-range issues that may affect how an organization plans or operates based on future-

oriented events.

b. Operational Level

At the operational level, fire service agencies use intelligence in various ways. First,
fire agencies use operational intelligence to develop operational plans for special events
and large-scale incidents. Second, agencies use operational intelligence to advise and report
on suspicious activities. Additionally, operational intelligence aids in identifying threat-
based staffing needs and recalling personnel with specialized knowledge. Finally, agencies
use operational intelligence to inform personnel about novel issues, such as new street
drugs and their attendant effects or pandemic information for COVID-19 and the associated
personal protective equipment requirements. In the end, operational intelligence looks at

the information needed for short- to mid-term issues that may affect agency operations.

C. Tactical Level

At the tactical level, fire service agencies use intelligence for force protection
activities. Force protection takes several forms, such as providing general situational
awareness, changing response routing, or responding to a staging area until dispatchers
declare the scene safe for entry. Additionally, tactical intelligence can inform response
personnel to remain observant of threatening individuals or groups. Also, the intelligence
may prompt response personnel to remain vigilant in identifying anomalies in their
response districts for SARs. Furthermore, tactical intelligence may inform of the need to
increase station security levels due to a known threat or in times of civil unrest. Finally,
tactical intelligence can notify personnel of real-time issues such as addresses with known
hazards or threats, or real-time movements of protest groups, so companies can avoid
ambushes and identify alternate response routes. Ultimately, tactical intelligence is
perishable and supports current tactical deployments to resolve incidents while effectively
keeping response personnel out of danger.
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C. RECOMMENDATIONS

According to Thomas Robson, “The ability of the fire service to execute its sworn
duty to protect life and property in the local community, as well as, to the extent possible,
protect the firefighters who serve there from the consequences of terrorism, is dependent
on the efficient usage of intelligence.”?® As such, the fire service has intelligence to
support mission-critical decisions at all levels of the organizations. More specifically,
intelligence aims to inform long-range strategic planning, gain an understanding of threats
and their implications for the organization, and protect the lives of personnel operating on
the ground. Given the importance of intelligence, this thesis outlines recommendations for
the three most critical issues identified in the survey and analysis of professed intelligence
problems: intelligence requirements, handling of sensitive information, and more effective

law enforcement collaboration in developing intelligence products.

1. Identify and distribute a list of baseline fire service intelligence
requirements.

The International Association of Fire Chiefs should identify and distribute a list of
baseline fire service intelligence requirements to all fire service organizations for
submission to their intelligence producers. Intelligence producers in the intelligence
community acknowledge that intelligence consumers have diverse intelligence needs, and
the fire service is no different. Accordingly, fire service leaders require personalized, well-
timed intelligence that identifies threat-based risks, background and contextual analysis,
and warnings to perform their duties and protect their personnel effectively. However, the
results of the survey suggest there is confusion in the fire service regarding who sets and
communicates the requirements to intelligence producers. In short, fire service leaders and
policymakers should identify and establish their own requirements and send them to their
intelligence producers. If fire service leaders do not convey requirements to their
producers, the producers will set priorities based on their knowledge, and the intelligence

may lack relevance to the fire service.

209 Robson, “Burning Need to Know,” 14.
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2. Develop a training brief and policy guidance on intelligence handling
requirements and operational security.

DHS and the Department of Justice should develop a training brief and policy
guidance on intelligence handling requirements and operational security. According to the
Defense Security Service, “Marking is the principal way of letting holders of information
know the specific protection requirements for that information.”?*® Additionally, the
agency suggests there are several purposes for understanding intelligence markings and
handling requirements. More specifically, intelligence markings alert the holder to
potentially sensitive information, indicate how to protect it, and offer guidance on how to
safely share it. Accordingly, numerous participants suggested that the handling of sensitive
information is an area of concern for the fire service. Many of the participants advised that
they were unfamiliar with terms such as For Official Use Only and the associated

requirements for safeguarding the information.

Additionally, participants mentioned that fire service agencies tend to share
information more broadly as opposed to the closely guarded treatment by law enforcement.
Furthermore, participants mentioned that the differences in sharing and safeguarding are a
point of contention for improved information sharing between the two disciplines.
Therefore, a detailed training plan and policy guidance document are necessary to educate
fire service members on intelligence restrictions, and doing so may improve information
sharing between fire and their law enforcement counterparts. Also, fire service agencies
would benefit from establishing an information security officer, similar to a Health
Insurance Portability and Accountability Act compliance officer, to ensure the agency

meets intelligence-handling guidelines.

3. Develop a joint intelligence guide for use by fire, law enforcement,
EMS, and other first response agencies.

DHS, the Department of Justice, the International Association of Fire Chiefs, and
the International Association of Chiefs of Police should develop a joint intelligence guide
for use by fire, law enforcement, EMS, and other first response agencies. Many of the

210 Center for Development of Security Excellence, Marking Classified Information, 3.
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participants in the survey suggested that there is a need for more collaboration with law
enforcement for intelligence processes and planning. As such, a joint intelligence doctrine
may prove beneficial. The Department of Defense suggests that accomplishing missions
relies on joint intelligence.?!! More specifically, the purpose of joint intelligence is to
“inform the commanders; identify, define, and nominate objectives; support the planning
and execution of operations; counter adversary deception and surprise; support friendly
deception efforts; and assess the effects of operations on the adversary.”?2 Additionally,
intelligence informs decision-making by highlighting paths of action and allows for
prediction and anticipation of future events.?'® Ultimately, the joint intelligence doctrine
has proven beneficial to the military, and adoption by fire and law enforcement agencies
may be as valuable. this research points to the need for such a guide. Although the guide
itself is beyond the scope of this thesis due to CUI restrictions, a proposed outline is

provided in Appendix B, and the author intends to develop the guide as a separate project.

In sum, identifying and distributing baseline intelligence requirements to fire
service agencies will ensure the timeliness and relevance of intelligence in supporting
decision-making at all levels of fire service organizations. Also, training on handling
sensitive information and the development of internal security policies may eliminate
barriers to information sharing between the fire service and law enforcement. Finally,
developing a joint planning doctrine and guide will allow for more effective coordination
and collaboration at the local level to ensure the completion of homeland security missions
in the most effective and efficient ways possible. As a follow-on to this thesis, | intend to
develop a detailed requirements list and draft a joint intelligence guide for dissemination

to intelligence agencies for further development and distribution to associated agencies.

211 Joint Chiefs of Staff, Joint Intelligence, 1-3.
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APPENDIX A. FIRE SERVICE INTELLIGENCE REQUIREMENTS

The fire service has a wide range of intelligence needs to support strategic,
operational, and tactical decision-making. Establishing intelligence requirements is the
first step in the intelligence cycle. The fire service must establish and submit its
requirements to intelligence agencies for the information to bear relevance. Given that
intelligence needs vary based on jurisdiction, this list is not meant to be exhaustive.
However, the list sets itself apart from others as it highlights intelligence requirements at
four levels: standing information needs, strategic requirements, operational requirements,
and tactical requirements. For a more comprehensive list of fire service or homeland
security—related intelligence requirements, DHS and the FSIE offer guides on key

intelligence questions that may serve the basis for establishing requirements.

A. STANDING INFORMATION NEEDS/REQUIREMENTS

Standing information needs are a key component for efficient, effective, and safe
operations of the fire service daily. According to the Department of Justice, “SINs help
focus intelligence gathering, analysis, and reporting on those topics or issues of most
concern to the entity that defines them.”?'4 Additionally, the Department of Justice
suggests, “SINs are the enduring subjects of intelligence or operational interest for an entity
or jurisdiction.”?®> The following is a compilation of standing information needs

highlighted by fire service members in this thesis.

Specific and credible threats against first responders
Suspicious activity in a given area

Sovereign Citizen movements

Prior law enforcement interaction with bomb-making materials
Information of issues or events that may alter response routing

Known cyber activity that may target fire department information systems

214 Department of Homeland Security, 2013 National Network of Fusion Centers, 21.
215 Department of Homeland Security, 21.
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Human smuggling operations within the jurisdiction

Information on the spread of pandemics and necessary precautions
Specific, credible threats to businesses and critical infrastructure
Arson-related activity, trends, and tactics

Social media references to terrorist or dangerous criminal activity
Large-scale events within the jurisdiction

Chemical, biological, radiological, nuclear, and explosive hazards or
threats within the jurisdiction

Theft of fire service equipment, vehicles, and uniforms

Extremist groups that may be traveling to the area

Information on known, illicit drug laboratories

Civil unrest, protests, rioting, protest devices, barricaded/blocked streets
Extreme weather events and other potential natural disasters

School and active-shooter threats or indicators

Indicators of pre-attack operational surveillance

Locations of properties storing hazardous materials

Gang activity that may pose a threat to first responders

B. STRATEGIC INTELLIGENCE REQUIREMENTS

Strategic intelligence looks at long-range issues that may affect how an
organization plans for the future. Participants in the survey identified numerous
requirements to support strategic planning and decision-making. The following is a

compilation of strategic intelligence requirements participants emphasized in the survey.

Emergent groups that may pose a threat to first responders

Identification of known and potential targets in the jurisdiction

Threats or issues that may affect ongoing resource allocations

Critical infrastructure and key resources threat assessments

Cyber events such as swatting, doxing, and denial of service attacks that

target response agencies
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Emergent threats, along with potential actions to counter the threats and
guide strategic planning

Trends on tactics, techniques, procedures, and the context for which they
are in use overseas that may eventually threaten the homeland

Criminal and terrorist modus operandi that may drive decisions for
equipment purchases, training, and long-range planning

High-level briefings on world political events and how they may affect the
homeland

Evaluation of potential threats versus response capabilities

C. OPERATIONAL INTELLIGENCE REQUIREMENTS

Operational intelligence looks at the information needed for short- to mid-term
issues that may affect agency operations. Fire service agencies utilize intelligence to plan
operations; monitor events; match capabilities to the threat; provide relevant, timely, and
credible assessments; and monitor natural or human-made disasters.?!® Participants in the
survey identified numerous requirements to support operational planning and decision-
making. The following is a compilation of operational intelligence requirements
participants emphasized in the survey.

Threats to first responders

Threats to target hazards, critical infrastructure, and key resources
Pre-incident information that may guide unified command operations
Geographic information system mapping and plume data

Specific risks, threats, and methods

Intelligence that informs short-term planning objectives, training
activities, and equipment purchases

Current issues that may warrant the alteration of response plans and routes
Known threats and hazards for pre-planning mitigation and response

Availability of special resources

216 Joint Counterterrorism Assessment Team, Intelligence Guide, 1-22.
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Special event threat assessments

Information on extremist groups in the jurisdiction, along with their plans

D. TACTICAL INTELLIGENCE REQUIREMENTS

Tactical intelligence is perishable intelligence that supports current tactical
operations and keeps personnel out of danger. Tactical intelligence must be accurate,
relevant, timely, and precise, with detailed information on who, what, when, where, and
how.2!” Participants in the survey identified numerous requirements to support tactical
decision-making. The following is a compilation of tactical intelligence requirements

participants emphasized in the survey.

Information on known, credible threats for incidents to which first
responders will respond.

Immediate known threats to personnel safety, such as civil unrest, known
chemical agents, and bomb-making materials

Information on active-shooter or bomb threat incidents

Real-time threat-related information, safe response routes, and secured
staging areas

Intelligence based on incident indicators such as plumes, fumes, or odors
that may indicate WMD materials

Cyber threats

Real-time information on complex-coordinated attacks

Public health issues and force protection methods

Impending severe weather and other natural disasters

Pre-attack indicators, materials involved, actions to take

Daily intelligence briefs

217 Joint Counterterrorism Assessment Team, 1-22.
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APPENDIX B. JOINT INTELLIGENCE GUIDE OUTLINE

In the fire service, there is a need for more collaboration with law enforcement for
intelligence processes and planning. As such, a joint intelligence doctrine may prove
beneficial. The Department of Defense suggests that accomplishing missions relies on joint
intelligence.?*® More specifically, the purpose of joint intelligence is to “inform the
commanders; identify, define, and nominate objectives; support the planning and execution
of operations; counter adversary deception and surprise; support friendly deception efforts;
and assess the effects of operations on the adversary.”?!° Additionally, intelligence informs
decision-making by highlighting paths of action and allows for prediction and anticipation
of future events.?? Ultimately, the joint intelligence doctrine has proven beneficial to the
military, and adoption by fire and law enforcement agencies may be as valuable.
Accordingly, the attached outline represents the vision of this thesis for a joint intelligence

guide for use by first response agencies.

218 Joint Chiefs of Staff, Joint Intelligence, 1-3.
219 Joint Counterterrorism Assessment Team, Intelligence Guide, ix.
220 Joint Chiefs of Staff, Joint Intelligence, ix.
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Executive Summary

First Responder Joint-Intelligence Guide

l. What Is Intelligence?

A,

B.

Definition

Principle of Joint Intelligence

Intelligence Types

1.

2.

Open-Source Intelligence
Geospatial Intelligence
Measurements and Signatures Intelligence
Electronic Intelligence

Human Intelligence

Signals Intelligence
Communications Intelligence
Intelligence Cycle

a) Requirements

b) Collection

C) Processing and Exploitation
d) Analysis and Production

e) Dissemination

f) Consumption

9) Feedback

Intelligence Levels

a) Strategic
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10.

11.

12.

b) Operational
C) Tactical
Intelligence Markings
a) CNSI: Controlled National Security Information
b) CUI: Controlled, Unclassified Information
1) LES: Law Enforcement Sensitive
2 FOUO: For Official Use Only
C) PII: Personally Identifiable Information
d) SSI: Sensitive Security Information
Estimative Language

Intelligence Products

1. Access and Use

A

Gaining Access to Sensitive Information

1.

2.

6.

7.

Homeland Security Information Network
Technical Resources for Incident Prevention
Regional Information Sharing Systems Network
Law Enforcement Enterprise Portal

Law Enforcement Online

Fire Service Intelligence Enterprise

Interagency Fire Intelligence Exchange

Security Clearances

1.

2.

Levels

Clearance Process

Handling Requirements
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1. Storage
2. Dissemination Controls
3. Information Security Officers

I1. Intelligence Support to First Response Organizations

A. Joint Intelligence Sharing Environment
1. Memoranda of Understanding
2. Information-Sharing Architecture
3. Joint Information-Sharing Systems

4, Unity of Effort
5. Concurrent Planning

6. Need to Share Doctrine

7. Joint Training and Exercises
B. Systems Perspective: Strategic, Operational, Tactical
C. Planning

1. Strategic

2. Operational
D. Tactical Execution
1. Initial Phase
2. Ongoing Phase
3. Post-Incident Phase

IV.  Appendices
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APPENDIX C. SURVEY RESULTS

Quick statistics
Survey 994998 'Fire Service Intelligence: Informed Strategies, Operations, and Tactics'

Results
Survey 994998
Number of records in this query: 323
Total records in survey: 323
Percentage of total: 100.00%
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Field summary for Q1

What type of fire department is represented?

Answer

Career (A1)

Volunteer (A2)

Combination (A3)

Other

Mo answer

Mot completed or Mot displayed

16
7
250

Count Percentage
213 65.94%
13 4.02%
79 24.46%
3 0.93%
5 1.55%
10 3.10%
Response
State Fire Academy
call

State Forestry Agency

Field summary for Q1

What type of fire department is represented?

94

= Career(213)

= Volunreer (13)

= Combination (79)
Cther (3}

= No answer (5)
Not completed or Not
displayed (10)



Field summary for Q2

How many personnel are there in the department?

Answer Count Percentage
0-100 (SQ001) 177 54.80%
101-200 (SQ002) 48 14.86%
201-300 (SQ003) 16 4.95%
301-400 (SQO04) 9 2.79%
400+ (SQ005) 58 17.96%

Not completed or Not displayed 10 3.10%

Field summary for Q2

How many personnel are there in the department?

= 0-100 (177)

= 101-200 (48)

= 201-300 (16)
301-400 (9)

= 400+ (58)

= Series
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Field summary for Q3

Please specify the geographic location of the depariment.

Answer Count Percentage
Northeast (SQ0D01) 78 23.53%
Southeast (3Q002) 58 17.96%
Southwest (SQO03) 28 B867%
Midwest (SQ004) 98 30.34%
West (5Q005) 30 9.29%
Northwest (SQ006) 23 712%
Mot completed or Mot displayed 10 3.10%
Field summary for Q3
Please specify the geographic location of the department.
100

40 4

30

Northeast (76)
Suutheadst (58]
SOUChwest (28)
Midwest (98)
West [30]

= Northwest (73]
Serieh
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Field summary for Q4

What would the fire service mole in the intelligence community look like?

Answer

B e
M s s

Count Percentage
113 I5.60%
4 1.24%

Not completed of Mot dsplaned 204 63 16%

13

ir
21

41

&k

Response

Aclve. Wi nesd 1o know mone of what s gong on and have 3 seal withen the [C We ke
witial dilffenend S0 enancs will medn 1 wE—nd one within Be federal govefmment

unders Bnds Uhat

|rulicaim alon Gn Giedibie thnests 1o irs] fes ponders.

Infiarmation on locafions of high risk to first responders.

Drveslon iiskaficares hipes wilh inbediipercoe enlilies based on sl

Gathenng stals on shared sysiems o see real ime rends. Using similar sils o

wraches i and nes pond Do alypical Hhfeats

Rescapienil of infonmalion, meday basss infommation, obsefvaiions, condilions and swudh badk
- aseat at the able. Local and regional inteligence briefs.

Hanang an opedalional awaneness on He Balakon Chef kel

T fire Service robe in the intelipence communily should be ome of suppor, and also be
abile o report back up the command chain any pertinent findings discovened during nonmal
Operations.

sharing of information about trends in housing and blight, targe events which could be
Largets of lednof, disasled response such &5 shofms and offed condilions Tl mght inledens
Wilh Mesponse

Probably a lot of planning bolh prosciive and nesclie

Depanments should be given jiesl enough inform aon o provide safety for Lheir personnel.
Too much informaion chatier will over provide inform ation cveroad, and might be be nead.
Wi harv 3 lol of informalion coming in daily, and e wheatl might get lest in the dhall
Cialtaborafive s hafing of pedinent infofmabon bebween fing 5 Bw Beller Faining of fife
senioe personnel on mobes and res ponsibilities.

Daily briefings based on inteligenae reasived Fom kw enforosment andion fEsion oenler
partners. Especially f already velled by 2 central fite service inleligence offioer.
Recwiving information, provide feld and community level inpul. ideally, and not nomm ally
chiri i U comimunatly, becoming 3 parined 31 (he feson cenbers. Temmomsm Lidson Ofbcers
ane neoeivers and nof Deam mem bers.

I alion Gatheding for Nesponse preparation

Fior e soulfvwes, wa nisisd Lo betler understand how fife can be wsed 35 3 weapon. We
sent 3 delegation lo [srael 3 few vears ago and saw hal fire was used 25 2 weapon,

Wi sl b i of fusion Gednileds

Obsening, gathering and reporiing io fusion cenler. Aclive paricipation in regional arson
Rk Noaro.

Oiroie wiiviie Tid Pepresent afhves fnom all keveds of staliing, fnom adminsiration Lo senior line
people, ane present 3t the looal lable 1o have meaningful communicaiion about threats and
sirenglhs of he oommunity.

Samilar 1o thal of 3 "Branch” ina Uniled Command Stiuciune, wnbess e evenl sumonnd a
senvice provided by the fire senice.

Piispanationd raining amnd kgelics for polental Bhesls

I'm mof resally swoe. | haven' fhought much about this. | think (in a small lown such as
ours) simply being in the loop for informaion that would help us know if there are threals in
i comarm ity Ui mighl efect owd daily deployment decisions. 17 we know thene's 3
threat al the college, we might vary our response routes, and if we don't know, we'll just do
witial wer abadiys do. |1 would be mce Lo kndw somedihing Hreslened of going on belone we
dhigiche 1o send & ohew oul of dsinct fof Faning of fun with a short shill

Receipt of applicable intel (influx of nancolics - type, unique characlenstics, large
crowdsathedings, threats agains! public safety)

Sutwect Matler Expert and possibly 25 a analys! type person.

The Fire Servios Role in the inteligence communily can come from mulliple sounoes within
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Aoy 2

P

Begd

100

103

105

106

107

110
113

the fire senvice. Primarily through fire prevention with annual inspections. Thits aspect
should nol be ke enmonesoushy. Al s Sons hive fevealed nol only fine code
vickations, bul ilegal operations 2= well, such a5, massage pardors and human frafficking

Fingrs.

Strest fecon and regional reporiing

Truzsbed agent of FS vels info using FS perspective rather Tian LE deciding wihal we need
o kit

@5 3 slalerholder wailh 5haned infonmation

Providing data and anahtics on different types of calls especially at Tarpet Hazards.
receipl and s haring of info related 1o polental acs of emorsm or oher crimes that may
impadt how fire depts plan for of respond o emergency incidents.

Mol sune &5 wee ane oflen e in Hhe dak

| heaneisnl v thies. & bot. of previous thought, bul at & minimum | some kind of inlertace with
localks Btefedenal inbeligence infonm abion sources thal provide onedibbe msk-based
infiormation thal would allow us ko prepane, inform (brain) owr people, and respond
appropiiately. | woukd ex pect Uhat Befe would need (o be some kind of filled o ensune Hat
wi'ne gelling the information that affects us, and doesn'l bring 1S inko inkeligence sedors
whene we don't belong, or don't have any need o know.

Tiheee Fife Sarvic i pramadily & consumes of 1C products bul also a small but important
eonfributor of information (Through suspiciows aoivity reports) and infeligence products
{(hrough panicipation in fusion centers 5 TLOs, the NCTC and olher partnerships.
inchiding with local iaw enforcement agencies.

Prcrviche feal Bime "boots on the grownd” nfofmation and eedbc i

Steps Bial afe fidid Lo miligate e sRualion fiom a fine Sebce e

Primarily a recipient, occsionally a provider

Primarily a receiver of information. However, the fire servioe may be uniquely posiioned lo
inadhieriently witness situations that could contribute to the knowledge base, particutardy i
adequately rained o obsenne this

| iegpratend with fusion cenler Like U Guiment e senvios infeligence enlenpise Al the
VSFA

Al violenoe incadent EMS and e hnical fescie fesponse, pandemic planning, arson
and bomibing threat assessment

We are on Uhe frond lines 50 we have the ability 1o gather some polentially impontant
inbedigence, and T Bip sde 5wl need 10 ive 300055 10 3 cerain amount of inleligeros
1o Foislpy baiey Of Pl Safe Thetelofe Thene miseds io be a0 Sl bd wily
COmMunction btween fife agendies and M inteligende omm unity_

Targel hazards, high risk poputasions, high profile residents and visilors, special events
Thheee fine Service should be equally imobved s e enforosment. FD need 1o have an
OPSEC plan with 5 peclic personne assigned wilh e approprisle securly clearances.
Appropriate info should NMow 1o 3l eviels 50 Tat all members kave Some Swaneness.
Hanving fire minded personned giving perinent info or infel that is relevant io existing

S iualion

Tl fine Service s mone of an end wser of Uhe nformation 1o keep our mem bers safie and
prepaned ko respond B emenging hreals.

The fife senice can akso provide information but that & generally velied hrough anofhers
agency. When somefhing i noliced on the sireel by e depanment mem bers, that
inforreation is referred to law enforoement or other agencies for further investigating or
velting.

Input ko Inted Comm unity:

Wsing fine senvioe equipment in support of inleligence collecBon (serals and drones 1o
provide lodal imaging angles quickly, communily preplans ko provide informalion on
locations of inbenesl)

Resosive from Inted Community:

Ino about potential aclivibes thal could Impact he lodal response anea (eg. Magged
addinesses which might repnesent & higher ek Lo first responders 50 FDS Gan preplan 3
modified response to that or neighboring addresses; briefings on inoreased adivities or
challer in B fesponss anea which could kad o & mass casually inadent)

Agtive firefighters in the information gathering and dissemination

Connecting with local, state, and federal paners. (building relationships and il o obiain
information Uhat Gan b dis e inaled o e members of e depafment Also, Uhe FD &
ane of the key players in the SAR infliafve Nearly unbridied socess withoul legal ssues
such 3% warrants.
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17

116
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127

134

135

138

143

145

149

135
160
161
Lix
165
Li

173
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181

150
152

155
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196

157

159

A heighlened leved of aswaneness and seountly which could effec] operaions and iraining.
Educaling engine company officers of characienstios of polential threats, 5o fhat tells of
impending 3cvity may be addnessed in A proactivie ve Meaciive manner.

Wiorking in cooperation with w enforcement for things such 25 fine 25 3 weaipon and
Ursinis Obes erver

Bieing at the table with kv enforoement and and ofher strategic intellipence briefings that
bl o your jursdiclion . Probably &5 "ears” inslead of "mouth” palicpants.

| o Uhet e fire Servioe should not only be an informabon recipient, but should akso
play & kary nobe in providing nformation Lo oud local, stte, and federal parneds. T fite
service is unique in Lhe fact hat we are not 3 single discipline Nield. Ve respond and must
b prclcient in fine, EMS, HAZ MAT, wild End hagh e, hagh angle, and trench escie e
also deal with vehicles, electnicly, solar paneds, railays, eol | would ke Lo See Hhe fine
senice invited 1 e dBCUSSions 35 3N equal 3% opRosed 1o an entity that only receives
infonmation.

Tihete Fifer chsperlimen prowviches Escillity i pasclion infonmation Hhat ndudes point of contacis,
ot and infrastruciune locaions. The FD akso provides surveillanoe in siuations whene
dinags, iNcRNdany GevIces, PRecUrsons and olher SUspIcious adivities ane observed dufing
calls for servios of community inferaction.

We are a small fown but 55 Sat stle Capial We are Lhe primary emengency nesponder
and should b in e know wihen peinent i owr mission.

Passing along to & Resion cenled any nelvant information oblamed fom Operaiions lolls,
and neoeiving safely and operational information from kw enforoement.

Wvie see and hear a lof aboul our community, nesed to have a deaninghouse (o give the
infonmation 1o in afder 1o tufm infofmation inlo inteligence 50 everyons can act accondingly.
I | Mirsois B i & Fine Servios Repres entalive in the Slalewide Temorsm & inleligencs
Cenler (STIC). This indnidua is paid by MABAS and spends mulliphe days per week in the
STIC monitoring everything from temorsm threats to weather o PPE shortages. You have
1o e vt Eiough DH'S Lo feceiee daily updales fiom e STIC. Othes feps. in the 5TIC
inchude [Nincis state polioe, milfary, stale officals, EMA, IDPH, elc.

Mofe 25 2 wser of e intel, bt planning and reporing assels can be a collecion and
reporter of intel, i ey knew what triggers or conoems other agencies may be looking at
fior el

[Fiire e the "ANl Haz ard™ servioe in the Unied Sles 1l doesnl lake a gun o nesohve, e
inGident i owrs _ e Okahoma City, of Ul Twin Towers and the Pentagon.

Prrowviding infedl on adion oodurming in the city, suspicous of non noutine 1o PD o Shenlls
office

Thhoesres s s

An informed participant in POt emengency s ponse.

Db br Hoee Fibcd Ul W Gifde Sirvice dnlirs. Faormes and bus inesses while responding o Galls
for sendce, they quite ofien see things that could assist inteligence.  Info could be shaned
wilth & lusion oenler.

Prcrviche inc fecsed stuabonal awaneness. Lot slall know of Spedic conodms and
information nesded o allow fof addibonal evwes on e slieel  Personnel safiely.

I my opinicon the fire sendce could polenally play & huge impad in e inleligence
community. As firsl responders we ane fesponding 10 NUMEeRoS incidents that polentially
e inteliigpenon Tl s gathened and would be wtefal o offws Spences. 1 would nice 1o
have 3 reporing plaffonm hatl allows agences. the abilly 1o repor thesr daily conlacds ko,
informational, advisory

depincs on B harands

some hazands Id is following advice

olher hazands i giving advice

As Tar s gathering, none. However, providing informasion from howses of businesses that
A of inferes] bicause we S inside on an ems Gl of 3 call Tl & fon pobioe felaled.
Subject matler experts contribuling o the overall mission.

Gatherings hawring infonmation from youwr aoverage anea, |n tum, e information gathensd
wiowkd b shared Trough a secuned means of communication

Observe and Repoi.  Baedng available in e oommunily allows Uk Fine Senvice i See
things that might ofherwise go unnotiosd.

Kinowing whal the ssues might be could be helpful in gelling your organization prepaned.
B uepi typele infofiridlicn, Such &2 Row Lo nespond 1o & parbculad Hhfest, possibly
pre-warming of polental hieats for he purposes of eadiness.

An "All Hazards" Fire Depaariment needs 1o understnd and necene perlinent infonmation in
risal Bme. Al the minimuem, He Fie Senace should be privy o "Lasw Enfonosment
Sensitve” bullelins and information.

-5AR Colledlion and awaneness
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a0
210

213

213

218

243

a

L on pirs onnelollaboraion wath NMesion cenler infofmation shafng
-Partnenng/|nlem postions with & feson cenled

-Coltaborafon with fution oenter analysls o provide e senvios industing perspes e
-Colaborabon with fution oenler analysls o ensune medevant, Solionabbe inledligenos
products ane generated

Thhete fifee Sisrvicoi Should be & collecon, anahys] disseminater and recipient of intedigencs
Evaluale information relafive 1o fire senvice speclic issues. Law Enforoem ent does not
think in the same Fack a5 we do. Fire should work in Bndem wilh LE bo ensune Uhat all
aspecs and impadts ane considered when developing plans and evaluating/reviewing prior
e ponses (o esiablish a 360-degres piciune That benefits all aspecs of public salely and
seounily of the public in general

Mesribisrs hip wilthin the local o negional JRIC, with active sharing of infamation up and
down. Redadted inled passed down o The e depariment Boor personnel.

Providing delails on risk assessments, monfioning for human irafficking and providing data,
hazandous materals inspeclons, assessments, el

A snghi poant of contadt wilhin the ofganZaton wihose mespons ibilibes nclede ek
management. Thisir fobe woulkd be ko work closely wilh local, regional and federal LE and
hometand secuity officesls Th pirsied ive wiould dentify 3 local view fiom a Fine and
EMS onganizabion.

Advisory__ Lsbén and b

Each siale should have a TLD poslion back 1o the Bre service 1o Bke cane of ESF 4
Eses

1 bl Bncalk ke & el reisrship willlh us and e PO 1o help 1D polental Bigets of edmomsm
and offws preplanning nllisihoes. spsciic bo lhe FS

An ssigned representalive o be a Beson o the regions fife servios

Tome we should be caplune points for spotiing and recognizing ssves hat may have need
for analyss and Billow through by other agencies. In Ky outside of Lexinglon and
Louisville Fire Depariments receive nothing from ANY agency about curment or suspecied
threats of even whal 1o be on e look out for other than biand genernic ewrybody s a
Surspecl sull_

combination of all emesngency SErvioes in group mesting

Ifs difficull o address regarding naional security. At some level regionall national threats
i 10 b addnessind and nfommation fomwanded 1o Hfs] respondens wilhoul Sompnom sing
national securly _a gray anea

Thhwe fires senvice providers should probably have a clesr and e2sily understandable way 1o
K winal thfeats afe lialy cuient in Uhe S a5 well &5 & obvious and dinss] way 1o
fepon Any SUSpIcIouS Mings obsenved by Fe e servios

Nol sune

To particapate in T JTTF MFesion Centers and ensune Bt Chied Offiosrs ane signed up fof
v enfodoment infedigende biels.

Siluabonal Awaneness

Planning

Coordinalion and Collaboraion wilh Law Enfioiosment

Fire and Emengency Senices Perspeciive

Data collecBion

Coliaborafive, at the able equally with JTTF and pariners.

| hednvee Ny il

Receiving information that effects ws daily  Hawving the training to know what we ane
looking at s we cn nepor things we ses in the field

Provide insight info Bhesr abillies and operations $0 the inleligence community kcally,
regionally, or nadionally can astess how best ey might be uliliped during incidents
invohving e intelligence oommunity.

Wi i 10 bt invioheied i most f not all of inkeligende &5 i redales b Homeland Secuty.
Thhete ity &5 Siat Ui Fine Despaitment i B Brsl o 1o be ivobesd in a6 incident and Lasw
Enforoement of all leveds only bisoom e involee afber we have miligated Uhe incident. Our
inviohverent i neoissary 50 that we can propedy plan for any and all attecls that impaat
Gl oM Ly

the fine service role in the intellipencs oom muniy would ook e

I e ol OF bl safety Ui T Sarvicd s Ac00ess 1O oedlain buildings thal vw
enforoement of other agencies may not have and can see hings 1o possibly answer
quesbons.

| would pichure a vifual EOC with representalion from a siate or regional fire sendce
representative, simitar ko LE inteligence gathening.
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3z

316

Ongoing needs Assessment

Problem Type/Alarm Type moniorning

Asset Avaitabilty

Rm!ﬂmﬂmm

From an information consumer standpoint, e ideal state woukd be bofh law enforcement
and the fire servioe recsiving the exadt same inlefligence information at the same Sme -
understanding that there is some kaw enforcement sensitive information fat would likely be
redacied.

Firom & parner standpoint, e ideal stale would be a fine Serice representative silling in
it Ui b alis atenegional fusion center. This parinenship would hane the fine senice
represeniative researching, analyzing, and sharing infonmation that i fire servioe speoific -
and serving 25 the fine sendce subjec maller exper o e w enforcement
represeniatives.

It should involved in the whole processes. Gathening, reporting, analvess, and management
and tangeting.

Infiarmation sharing reganding high-risk oocupancies or behaviors - induding places. under
investigation for suspecled llegal manufacturing of drugs of kacalions known o house
persons who have a track record of thieatening public safety personnel. Awarneness. of
undefcover activities Tiat may pose a sk O Fe/EMS responders.

| Faitvie ity Sl e 0 Pl U clepabitment in s capaaly and providing Uhs mes
COMIT LNIGATION 10 Ul SEpaMm ent

always a good thing but it does. help identily things. quickly.

Wile see 2 lot of things: on inodents outside of 3 law enforoement response Bl can be
reported for follow-up.  Further irining is necessary for fine senvioe folks 1o have the
mindse! needed 1 provide Ths informalion. Ao, reospt of nfonmation fiom B
enforosment felaled O gang actvily and ermoist Tireals would be helpful 1o prepaie i
s P

Known thieats 50 Sepamment ¢an ensune appropriate nesponse capabilty exsts.
oooperativie, collaborative suppor in 2 Bw enforoement based system. broad permission o
A pariner 3t the able, allowing us (o be belier prepaned.

Both & source for information a5 well as pertinent dass of profes sionals (o shane
infonmiaton wilh

In our community its oitical  We'ne the agency cilizens come Lo for iInfonmation. We may
b of rrecs i Agas tanc e of B Font end, but we play 3 Bige roll on U back end.

[Firés sasrvicoi s hould bee & partnes in biefings and Famng condenming Liends in lefmonsm and
hometand securily. The fire senice locally should be involed in briefings and planning for
potental events a5 well 25 ulilized for subject maller experise in mass chusality and fine
redtabed events.

|deniifying hazardous materials and their dangers.

Taking part of having representation in fegional of kool Resion cenlers
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Figld summary for Q5

What are some fire department concerns about receiving intelligence?

Answer Count Percentage

Fures s 114 D.2E%

M s wer L] 1.55%

Mot oompheted or Mot desplayed nd G 16%

1D Response

1 Ve don'l recenvie il 0 & Limedy [asheon.

3 T information must be onedible and based on Bots, nol speculaiive.

4 ol wnalormily reoenied, Sparsed, nconsslent, nol paricutarty pedinent o FD

=1 Ineability 1o ofiis omrn inded From Facl
Inciescineed, any inbed would hanve 1o be very basic OF, disseminaled 1o 2 higher rank in the
Deperim nd Bl oan ideally be Wusked with mone delicale infonmabon.

T My depariment has none.

10 Ensuring the securily of the information does not get leaked out 1o both the general public,
wihich ool cese kanm fpanis, or bo the individuals in which e inleligence is based on.

11 Some fine depaiment conoenms aboul recehing intelligence stem Mnom The intelligence
Souroe nol being fully awane of the fine servioe capabilly, including EMS response and
ranspomn operations capabiily if pan of nofmal e Sefvice Operalicns.

13 FD often looked upon a5 neulral party

7 OPSEC

pa | | ave o concefns. Knowing exisling o polential thieals is good o know for daily
operations

22 Relevance and confidentalily.

3 Bigges! conaerm, from pracioal expenience. is that of Srefighlers. protecting sensitive

] Segurity of infonmlion, mesSon oheep.

8 Managing classilied information

o] Wil hevwer Uhee TLO program, but we would need addilional brasming 1o understand how o
intesrpined and act upon some of the inleligence.
| think fior & small depaddment ke mine, we strugghe with the upkesp of inteligence. Ve
resally mised T Fecds 10 betler suppon us.

3 W don't get enough

2 Timedy 'roll call infonmation and mainaining OF SEC on sensiie isswes/inkel

e L Thee sescurily beved of Bwe infonm aton of not being Em iliar with how sensilive the infonmation
really is. Essentially nol being familiar with all he players on S Seld

34 e word - “leaks”, confidential information leaked knowingly or unknowingly Lo Family,
co-workers, visilons to the slalion who hear things.

40 mainkaining securily 1o upper levels of m

47 Vile don'l ged any inlelipence, except emails from the USCG. The police oould be fracking
& band of ternorisls Twough B woods behind e fine stabion and nobody will botber bell us.
Par of the problem i hat B enfonroement’deliens e ane by naluie secfelive onganiz alions
and we are 3 ranspanent organization. [ makes them uncomionable knowing That we
penerally shane information with all our stall. Ve anen'l secune in Their eyes, and we don'l
wiand ko b Secne in the way Bwy ane.

41 Offen overiooked, nol considensd "seoune” 1o §hane information with.

e Segunty of inteligence intermnally, ops se0 raining for front line personnel, and basic
undérsanding by upper and mid vl managem el

435 T VOP G omoenn wolld b ke @ infonmaation sharing. While refighters. ane ineshed sounces,
thene can be leaks.

45 creditabilily and limediness.

54 Timely, relevant LE jargon fes

o6 legal aclion agains! e members.

&1 N

62 Handliing and prooessing vanouws keveds of classified maeral

i | confidentiality, dstrbulion

72 limedy, redevant, oredible, and coordinaled. The informabion is one par of the equation,
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1%

godndinabon wilh EBw enfofoement s anolfed.

As you know, most fine senice personned will only see FOUD products. ANl infeligence
products nequine contesd 1o appreciale. My conoemns 25 iraining offiosr include:

1) In an era of informaion overload, how many inteligence products should be shaned in
my fine agency?

2) A related conoedmn i how I help members of my e agency See Lhe relevanos of
intelipencs producs o Teir work wihen we ane 2 Small municipal depariment.

F) Our regpional fsion cenler appropriately resiicts the shanng of inteligence produds that
wie e rom Thism 1o other Sworm members of our agency. This i because olhers with a
need fo know, such a5 those from our local LE agency and other fine agencies. can regisier
to get the info dines By from B fusion cenfer. The fusion center, and my agency in fum,
disfributes. FOUQ products by email and asks recpients not o share them with
unauthonized persons. My conoem is how o provide members of my fine sendoe agenay
wilth e right education and molivation 1o nesped nesincBons against sharing inleligente
producis.

Timediness, has it been velied and does i conflict with other information and guidanos

T infirescpuent

Diess exminadion o Uhe people thal need o know, retning confidentality when nesded
Singhe gricales] s e 5 an ovrabundanoe of nfofmation Uhat s ely not reevant This
dissoouragies conssient feview of the nfoim aion and clowds cul The Imponant inlsimalion.
Privacy/ civil liberies! protection of information (leaks)

Confdentiality, staulorny aulhofity 10 Randle bw enlon ement sensilive infoimaiion.

We realize some infelligence i privileged for good resson, 50 The abilily o keep i secwne s
i OGN

Shering e infiormalion appropristely. Training all personnel on special hazands and
specsal shor lenm needs.

Obrvicursly, shafing oedtam intelipence wilh unsuthonbed personnel The cosl and prooess
1o gain Secuity clearances for assgned intelipence personnel and chief-of depanment is
fime-consuming and oosfly. The question abaays is now that | have this information what
dha | do with 17

e infionmation needs Lo be melalive Lo the 5pedhc stuabon nol what some avilan thinks s
redative.  This wiould probably answer e guestion above by Having fite personned in an
intel gathering posion and relaying that inkel 1o hote in He ek

I i abon s meoenied and desseminated (oo bioadly n Be e servioe, Uhe senslne
information can be easily leaked. The fine senice does not normally recehoe Senslive
information.

Right Level. whole FD i probably not secune, so would need Lo create a small group o
recedve infed and condudt preplanning, only passing info fo response crew when nequined.

Right Training: neads 1o chiale Genenc FaiNing scenancs 50 Gews. Gan pracios response
skills fior diffenent Dypes of inbel befione Sl nlel comes n

| Soe i, Tineligghileers. ane on Bie Front et And adecalng them and Tramng Uk beller
prepanes evenbody

Lack of education in fraining.  Example, most of e FD s not told wihat erms such as
"FOUO" means and then may shane information hat isn supposed o be shaned.

That the sensflive infonmation gel s pread beyiond the desined gnoup.

e culhure: of The fire depariment personned i nol one of Bw enforcement.  Personmel may
b voluntesrs. within the community. Career or Volunieer they typically have a limied
background check ok of Treal awaneness, and typically do nol view calls 25 confidential
with frequent posis on social media The FD cultune nationally must change for the FD o
beir rsal player in T inleligenc e community

Spreading of inform aion outside of work place

My jurisdicion PD doesn'l evin shane info on looal diug busts that may requine FD

TES POMNSS.

My congem with most infelipence is that i is germane io e safety and efficent operation
of the fine service. Much of the infonmaticn thal come fnom B enforoement ane meant for
distribution to kaw enforcement (%5 not 2 bad thing. it is just time consuming o it fhrough
all the non applicable information for that one key thing that helps us oul.

| absio havve conoerns about the infonmation being Soourate. We have all Bllen inlo Bwe
chulches of insdswrale informabion. Having a way 1o verily info before il 5 sent 1o the
departiment is key o making sune that our crews ane safe.

Thee kack of understanding of the fire depariment's roles and need of intellipences 2% both a
senice provider and a target

Mol getting any when we should.

Thhet e ane Aol viewed 36 Do Of B beam”, bedciuse we ahé ol B enfonsement|
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181

165

166
173

157

159

20
210

213

Fire fighter ke 1o talk so information sometimes gets where it shouldn't
W used Lo only get inteligence from our police department and a kot of e ik was nol
redayed.

Sequfity of sensiive. As 3 Law Enforoement Fine Marshal, | recened some lmiled intel
froam our PD sownoes. Securily wees. Uheir conoem 25 wedl. | shaned genenc infonmation with
o Operaiional whiits, oodasonally wilh Thiem selling Uhe nfonmalon 3side sinoe il was
mied and vagle.

W face bolh infemational and domesiic lermonsm, a5 well adive shoolers. Our fole s most
of the time s done before the Governor, Mayor or Polios Chiel ewven anmive for the press
conference. Viithout acBive intefligence, we go in blind - and someday soon we will again
pay a huge price for this oversight.

Departments Son'l nofmally fecene nlel fom owt PD of Shenls offics because ey don't
Uhirik couts icke: Uvear lines OF G omim wnication, has gollen belled n Some nstances sinoe 3-11
but mot wihene i needs 10 be.

Wi should cerainly be gelling the information we need 1 plan for possibie events.

T Eack thereof_

Envs uring the appropriate infonmation in e right quaniily s shaned  Avoid "infonmaion
onverhoad”

Confidentiality, FOUQ, Assuring information does not ged intio wrong hands.
I'm abways conoemed that infelligence received by fine agencies oould often be shared
agadentally of on puipise with individuals who shoubd nol Fenve Bl Dpe of nlellipence
infonration

seounly of info

Hirraisdy s cuarate and perinent

|t seems we rarely gel infeligence unless s specifically 1o our oty | beleve we should
resceive negional infonmation 25 well sinoe we respond negionally s wedl
Timediness and acouracy.

Thead the: informabion s acourale and limely!

|iredivant Infonmatlion can creale & clowd of "noe” Tl ovedshelms My on e Sl
Rebevant infonmation, howeyver, i dependent on koo aB0ns. 3nd G imunity.

| chonl hiive SNy ESUeS

Lo lips sink ships, Ve have 3 vary wides pread range of views and no Sciual levels
seounly dearance. We have many FL's hat don'l even 8o oriminal background checks.
U oo sy i s insaion of sens e maderial o the pubbic. With Uhe proper raning and
[policies, Uhis oould e anoided.

Acoess o polential Bw enforoement sensiive (LES) informalion hal may hanve impact on
depariment personnel safety

I niEintel secunty

Generally poor ability to analyze and use intelligence. [N the case of smaller agecOnies.
thene may ot be any budgel 1o conduc 5aid analyss.

I Wit s Sheied Amcngest e Bood pedsonned, would meed i be medacled o ensune
theat certain particutars. nem ained confidential. T e fire department must ens e that
personned sere 25 The eves of the JRIC, and not o beoome imvobed in the process
berycond the neporting ol

Fesd i i i b innvobveed

M ainiaining com plele informatonal security 2 well 25 Unesl of pariner LE apences.
Information overload  Irelevant informalion.

Leaking infonmation to the wiong people—as an example, Waco,

Rliability

A bk of 3 dear deldreery method.

We afe 20 miles B2l of Uhe Lowsville Melio &nea W receie nothing from any stale of
Tindieral s heaing howse of nfofmation

Theal e maters of conosm nerin with Securily group within all senices

How much info ks made available to to members withoul compromising a nesed io know of
Securily kevel B0 Lo ensune their saely

This can ooodsionally make fine servioe providers fesl mone Boe they ane in a e
enforoement type of siuation. Polentially creating a Blse sense of need for action or
Over-gespacaon. Thes Gan infedfene with he publics percepion and willingness. 10 call and
uillipe A Gooperakl wilh U Mite senece.

Aoouracy

Frequency- Tod many ifmeevant mleligent communicalions will kead 1o overioad and fulune
briefs. being ignored.

T e briefs may mean Hal impofant inbed i nol communicated in advance 1o possible
evenis This s a fine balance

Data and information shaned in inappropriate locations.
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Compromse he inteligence
Information leaking

Maovement of personnel due to promolions and ranslers discipline for sharing intel, control
of intel on exisling networs

| have no idea

It gets 1o s last sometimes or when we do receive it 1 is nol always 25 important.
Ensuring 1hat the infarmation is provided o only hose that have bien screened, have an
appropriately kevel of cearance for the information, and how the information is received B
ENELNE SEouily.

| wiouk not have any conoerms. but the number of people privy o e inteligence would be
limited 50 25 not b inkerfere wilth law enforcement protocols.

The major concem & losing the st of he community.

Accuracy and imehness.

Making sure iis accurate and disseminated appropriately and in a timely manner

I think the biggest concem i informabon security. The fire service does not have 25 good
an underslanding aboul what st means 25 lw enforcement and Bal s whal s kept the
law enforoement community from being willing o share information. Said anofher way, s
firefighters talk oo much! | befieve the way b overcome Bis i lo have a limited and high
leved intial dis iribution of infarmation 1o the fire department; that individual would this
distribule the information lo those with a need 1o know

There should be no concems aboul recenving inleligence 25 long 25 e sources ane
velled, e proper clearance & had and the "need 1o know” i salished.

Ersuning (hat ciassfied or sensdve iformation & nol destibuted 1o fire personnel wha are
not velted or credentiaked 1o the same level of heir law enforcement counferparts. What
leved of the organization does sensilive information get distibuted to?

This concept i lill new to this depariment and sl in s infancy stage.

Timely manner

How much information is too much information? How is e information used?
Inadvertent disclosure of same

M 1 ko 2t what levels, rumor control, meorsstent treatment of el

Security of confidential information.

Increased siess over the information Tt is being shaned and not known about in the past
Accuracy, especally a5 i & related lo Cowd-15.

Timely, B¢ koo often we find oul about things afler the time Ko action has passed.

Fire senvice receives minimal amount of inteligence. We achually have to seek out
infonmadion.

Up 1o date information.

Crvertap of the role of law enforcement and the fire service. We don't want to ne seen a5 o
"police”
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Field summary for Q6

What type of interaction does the de partment have with state or local fusion centers?

Answer Count Percentage

At 114 X%

N s wer ] 1.55%

ot com phited o Nol desplayed 04 63 16%

1D Response

1 WVery lBe_ We ane lefl out in Washinglon State.

A Wie are not cumently invoheed in stale o logal fesion centers, howewer we hiane an
exoallent working realionship wilh our looal police depanment.

4 ol muwch

5 No day-io-day interactions.
Previows inled informabion has all gome from looal PD, when They deem it essential for FD
N it win.

T Minirrsal.

0 As b

11 My departm ent works dosely with Uhe siate and kool fesion cenlers.

13 redy on logal PD o shane redevant infonmation a5 nesded

ir Wy e i any

2 | b & ot redationship with the FBI and recenwe monthly briefings on threats.

Xz Sebect personnel asseming e robe of berrorsm kaeson ofcer.

i | It ks offered in Wincis 1o all FDs  Not all parbicipate and fewer vt completely understand
e robe iin the intelligence sharing communily. The “intel” concepl is new o Fire Senice.

5 TLO program in California. Ve hawe a three person beam assigned 1o moniior and interact
with fhe fusion center. [ sn'ta high pncnty in e daily workioad but s conssient.

25 Typically only informabion puwshing.

s As sand above, we have on TLO - Terronsm Lseson Officer

k]| Mo

v Diirect:

X Not encugh. ANl of the fusion centers only want o deal wilh dnag traflicking of hometand
seouily. The fire depariment i absays an afer Thought or considened 1o be responsive in
e,

34 Infarmaion brought Srough either MABAS, FEMA or Local OEM.

40 Limited i cownty EMA

47 Limited. Occasional email nolifications. One-wary comim umicalion — fhem Lo ws.

41 Litlle io none

aa Currenlty none. 1| Should be Tl they have & seal in e local fusion cenler and a1 ket 3
gonnecion 1o the stle kevel one if not a rep of some Kind thene alsa.

45 Curmenily thiowgh local police deparments only.

45 Wiery Lim fesd

54 My FD hars nome.

55 wry liftle, | am & TLO and have bisen for @ long time.  Not much shaned intenes! amaong
Fire Chiefs efther 3ok of suppon for programss. like this, prevention, education o

61 Fire Chief and Assistant Chief ane dual role and ane involed with Emengency
M

ir Curmently have 3 working retationship with Dwo regeonal feson centers. Reoenve daily info
ik e &ils & granbed pedm ssion Lo join onling ohal foiem s dufing certain stuafions.

T Right now tle 1o dnone

T2 Mo

T3 Savieral Swomm mem bers ane TLOS. As one of B, M checled inwilh our muonicipal LE

agency o be sure that fey engage with the fusion center, and |ve lobbied our public
works and waler quality ealment plant follks 1o also padicpate fahich owr fusion oenler
allows &5 "privale pamners.”) M've also sugoested 1 i eMETgEncy response leam
managers of several of our lrges! companies (in Te same indusiny] thal ey should
engape with Uhe fusion oenler &5 privale padiners. and with their indusiny |1SAC. About 2015
wie e our fusion oenber's fine Senice rephesentalive each line olks 3 two-hour overview
of berorism. Ve would have him back exoept Uhat we straggle 1o R mandated training and
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kol trasining needts. (inchuding EMS and rescue) into our calendar in the time we have.
Limied at Bus time. The only interaction & reactive.

Minimal

W recene el updates regulary

W ane in [linois. W have Requent (daily I desined) interaction.

Cur s limited due 1o resources, bul we have acoess via a TLO program.
Limitesd, open sounce, operations sensiive infel

Very e

wieekly email briefings unkess specific threats ane dinecied 1D our community.

Micest of the firer senvice has itSe of none exchuding major depatments. FDs need o be
more involved and assign personnel o hese centers. Al he naional level, we do have a
seal 3t DHS securily ops. Unfortunately, the fire service has Fouble stafling these postion
because e fire department does nol want 1o pay some of B costs involved o have their
member live and work in nation's Capiol. PO fills their spols. & good source of
informatioBn i the Inkemational Associalion of Fire Chiels' Terorism and Homeland
Securly Commiflee.

Walered down, second and thind hand information

Hot muchat all

Cur dept doesn't have any interactions that | am aware of at my level. The chief may be
participating in some interactions, bul we don't hear about them.

Very active wilh personnel with TS clearance

| am a "usted pariner” with he slate and losal fusion centers. | have access and typically
'ﬂim in 3t least onoe & manth in person and speak wilh our fire and mrmmdy
{sometimes daily), depending on the events gaing on.

Lireeanne

Gininist e oy ndlhin U Genler

On mailing sl fesion center Kason

Linikmtwann

My depardment has a good relalionship with the ofher local depardments. VWi also have 3
ol of commumcalion with MEMA and offer stalke Sgendies Uhat allow for Feguent
lable lop exenases | canl say Bial | have ever had any expenience wilh a fusion oenter.
The FID should nsosive information from and deliver information to the fusion osnler. The
105 in towe. But Merally none. W can Gall and 25k if nesd b

Lol

Extremedy imied bo most of the st Chief infleracds some and dsseminates informalion
el rsindis B0 it down T clivin.

Thene is a daily briefing on a8 reguiar basis, now with Covid-15 those updates inglude
related malenals Ve also can regisler large special events with the STIC and receive any
[pertinent updates on wealher, lemorsm . and socal media chalier for our events.

WA Fers @ Nifie Senvic e s sel in T fusion center, but thehe wars llbe infonmation that came
from thal desk o local depariments. Most if the inel | received was Through HSIN or local
PD inted officers.

Mot much. While we ane active in the Regional Operations Center for any disaster, tere
ane very instances when a Fusion Center shares amybhing AND it is usually information
alresady avaitable thiough the looal media.

Diuring certin Bmes of e year have pood interaction with the Fusion Center, but other
times of the yesar not 5o mush.

I PA, e bver Ul Gresasted he fusion center specifically prohibits. inform alion from be
disseminated beyond Be polios community.

Cur department has very WBe inkeraston

et

silling 2t the table with hem

| am & new Fire Chief and | have no inleracdion whal so ever.

Proactive and informative.

Curmently interactions are through email, word of mouth, voice and video conference calls
on unsune lines

Austin Regional Inteligence Center has creale a Basic Intelligence Officer program for FD
and losal communily providers such as Schools. Thery have induded an Austin FD
Captain in the AR IC 1o hedp identfy infarmation that would be perinent o e local fire
departments. ANl Battalion Chiefs and above have been Irained Frough e ARIC program
and receive emails with pertinent threats.

| receive information daily from ouf local fusion center
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W reciive nepors from ouwr Stale Polios Fusion oenler, and | sespect anyihing thal we see
Theat looks likoe it might be appiicabie (o repon wiould be directed 1o them.

Hom - In Mew York, the Fuesion Cenler and DHSES stovepipes information and s (o

inG ludke local municipalities (Fire Sendce).

Years ago, my former City in Kentuoky, | wees aofive with the Fusion Cenler as well as all
levels of government  Information Sharing was very bineficial ko the Fire Department,
especially wheni was hisading e Arson Unil.

Signilficant. Too much Lo list in a paragraph.

Reference the next question, "Does the onganization supplying inteligence undersiand the
fine department’s intelligence nmsds? | Only becarse the negion supplies a fire offioer o he
Tusion osnber.

O Caplain senes. 25 the Eason

wery limited.

Shaiing of nloim abon oodurs bebssen both the local and stale fuson centers. Our looal
JRIC neprepentatiee then sends oul the infonm aion o the e deparment rep. Dur FD fep
Uy e Aribastees: R vid el i W e bershin.

SO

Gt inadent management relalionships 3l the local, stake and federal bvel wilh fespect
1o planning for and managing lange soale ingidents.

Mondhity briefing

conrsched Uhrowgh Uhe stle fire chiels

As far as | know only in cases of emergencies or when a partioutar polfical event is coming
ta the region

We recene 2 daily email, which a big improvement.

| ko of B From Tesasching for the siate Fire Commission but they ane siafled and
interact exclesively with lange melio and Stale police agencies. In Ky s 2 works. program
Tof redingd FIB| and KY Stale Police supenisors.

complete in an emengency declaraton.

They should be very invohied and iry (o batance securly Bsues with members saely

| i mol e Rl Tl el Bt Uheenes s 2 Ruesion Cender Tl any member can et low'
chearance level alerts via emai from.

Hol sune

O deparim end &ssignes a kason specifically o the looal fusion oenter. Our
Deparment'County EQC maintains informabonal awaneness with the siate.

We gel regular fire and public saliely briefings. Stalewide syslem

wry flbe, pusl infonmton from publications

High. Al evenls, SA and niheyant oonfe:Bons ane made badk 1o Uk Feson Cenler

| v Ry ki

Vile havve B IO none

Hone, curmently:

Ve receive daily/weskly neports from our fusion center and we have an excelient
relationship with the local FBI and Bw enforosment miembers.

The agency | work wilh gels some Rsion cenfer information but Bis goes to certain
e’ ol the depariment 35 a smgle und

Currently, imited to EMA or local LE inteli

| 25 the Chief lave agreed to serve 25 3 LE Liaison with the St Louts Fusion Center, 5o |
have direct contact

See e first question wilh my answer regarding having a fire service representative
embedded within e frsion center.

Currently, our stale fuson center has 3 partlime fire service representative seated [ think
it should be full ime). We do not have a fire depariment representative in our losal PD's
fusion center bul we have a good refationship wilh them and they share infarmation that
they beleve is relevant (therein lies the problem - they share information that ey "think’
we'd e b know).

Very limied.

We work wilh our Fusion Center herne in Vermont for large scale events. Infadl, we
incomparate a fusion center employes in OUF emergency operalions center. This allows for
a real time transter of information ko fire/EMS/and Law Enforosment persons working the
event

| work closely a5 he Eatson ko UAS! for the department

Eﬁﬂmm:m

108



1z
36

Litte i o interadtion.

Mo

integrated W Fusion oenler, unneliasbie info at best, failune around what Uiy should shane
For my curment Distict, none. When | worked Uhe Démer Melio anes wa wese vy
i

ing - Statislics being shaned conceming call types obsenesd. Inooming - infonm alion
gonoEming heighlened securly kevils, of notations of possible high kevel incdents Eking
ke

We hanve very iflhe ofher Dhan through blast emails

Owr depariment hars & member of Twe bocal fuesion Genler.

Mione.

Ours has none - becawse of our roke and the places and hings we see on a daily basis
inbegrating B fire servios inlo Resion centers. would be benihcial bo evenone.
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Field summary for Q7

Does the organization supplying intelligence understand the fire department’s intelligence needs?

Answer Count Percentage
Yes () a3 16.41%

Ha (M) 62 18.20%

iy s s 4 124%

Not completed or Mol desplayed 04 63 16%

Field summary for QF

Does the organization supplying intelligence understand the fire department’s intelligence needs?

= 'fes (53}
u M &2
= Mo answerid)
Mot campleted or Mot
. thsplaged (204}
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Field summary for Q8

What are the department’s preferred ways to receive informationfinteligpence? Flease select all that

apply.
Answer Count Percentage
State of local Fuson Cenler (S0001) 20 2T EES
FBI Joint Termorsm Task Fomoe (JTTF) (SC002Z) o5 17 0E%
Hometand Secutly information Netwark (HSIN) (S003) 73 2 EI%
Stale or local police inteligence unit (SCQ004) B puiling
Inferreally ¢realid intedigendce (SO005) 19 SUEET
Other 14 455N
Mot completed of Mol desplayed 204 G316%
[[e] Response
2 Arson Task Foroe
= Lo al briefings or spedcal event
4 IL MABAS
103 shaned with ofher FD
105 local puresdiction
o7 Impossibibe io answer Sinoe we donl typioally get intel now
127 Al of he abowve i rebevant
143 local disiricl 5.0, commander
143 STIC combines all of hese resouoes and o looal PO provides. info BF our lown
161 e
163 oGl pd should shane w Id
187 Tripwine and or BATS
52 Unikncwn by myselld
v IFIX
Field summary for Q8
VWhat are the department’s preferred ways to receive information/intelligence? Please select all that
apply.
= State orlacal Fusion
2 Center (201
= FEIJaint Terrorism Task
1E Farce (JTTF} 155]
T = Homeland Secunty
Informiation Metwark
140 - IHGIMI {73}
State orlcal police
1 ntalligence unit [ES|
100 = Intemally created
ntellipence (18]
ar = Otheri14)
Seneh
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Field summary for Q9

Iz received intelligence of value to the depariment?

Answer Count Percentage
Yes () 105 3251%

Hao (H) 10 310%

Hio answer 4 1.24%
Mot oom plefed or Mot displayed 204 63.16%

Field summary for Q9

Is received intelligence of value to the department?

= fias {105)
200 - m N[ 130
= Mo answer (4
nNat campleted or Mot
& ths plaped (204}
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Field summary for Q10

How is intelligence disseminated to the rank and file?

Answer

Furgweer
Mo A wer

Count Percentage
114 XXER
] 1.55%

ot com pheted o Not deptayed 204 63.16%

10
1

"

13
i
21

B2y %58 £= BB B HREEER

P

Response

1T i s important we make i 2 raening mswe. 1R s senstve oF [oo non-5peclic, we monion
e infonreation 25 & beadership leam .

It chespeerucis. con Lo neasbure OfF the intedipence. TRt s highly sensiive it i shaned wilh Batlalion
Chief vl and above. They will brief The affecied onews verbally

il s location specfic e Compuler Aided Dispatch (CAD) s updated wilh relevant
infonmation that crews can access wihen nespanding to that paricular locasion.

IT it s gpeerweral infonmeaticon i will be distribuled v memo or email.

s not

Préviously has gone Fom Admin, o the Dperabional Ballakion Chiefs, then perhaps o The
Caplains in T alleched?sispeied aneas.

As of ight now, il 5 nol bedause we do nol nedened sensifive LE nfo.

The vl of Battalion Chief i made awane of e inleligence. |1 i Then dsseminabed down
1o Ui pesople wivo work in specilic fire siations who could be affecied.

Oy on & nesid-1o-know basis down 1o The operalional oom mand level [baltakon chiel) in
my ofganization.

email and oommand s1aif briefings

Curmendly il is nol wnless. ey respond 1o 3 specilic incident That might be Magged in CAD
It s generally nol disseminated below the officer kevel for operational seourty.

Theose nelevant issoes ane disseminated to company officers.

Should be faoe o Boe briefings with opportuniies 1o 2sk questions and disouess. Also
provides opporfunity o reinforce proper handling ! protection of sensitive inteligence.
TLOS réscenve informabion from Uhe fuson oenbers, and e Divison Chied of Comm unity
Risk Reduction receives information from the HSIN. If applicable # & shaned depariment
ik i el

Ermail of tangpeling biefing

Primaily, owr TLO updates me maonthly and then we decade whal 1o dissem inaie.

L& ot

'Raoll Call briefings. and arson sk oroe

Curmendly on 2 nesed o know barsis.  Most line ST hanve nol besen rained on e sensilivity
of griical infrastrectune infonmation or Tw ramilications of s misese.

Diirescily i e Shilft Commanders, with direction wiho shall be included with this information
s along.

Prolic wWiprooedune Eitening down fnom adminisiration to shilt oomm anders o aclual Nine
fighters

We are one station. Depending on the informabon (polential hanm, imminenoe, effect on
deployment, el ) i might be a5 simple 35 me Lelling the duly s1all in person, of it could be
an email o shifl commanders and ofher officers. Somelimes a depament siall meeting
(arson inted).

Supervisors nolied by emai or phone, depariment email sent oul il appropriate
Curmendly, il s nol  Thene 5 No one point of contlac thad officeally recenes i Thene 5
some badkdoor gontas thiouwgh PO contacts Thal somelimes pass info along.

For Official U'se Only (FOUC) emails

Chaan of command using emal, video oonfenencos of faoe-1o-Bde wihen needed.

Musch s nol becavse they dont need 1o know. When LIS, il & done werbally 1o avoid
edecironic sharing.

through ops meelings

Information i broke down and then given oul Lo individuals on 3 need 1o know bases

Info that s dewmed imiled dstro s only shared with officer cadine.  Infio that s allwoisd 10 be
mane widely disseminated goes 10 all depl members as awarneness info.

s rwicied

Nold curnenthy digs eminaled
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A

100
103

105
106

110
113

113
117

118
i

127

134

1%

143

145

143

155

160

1651
163

Backracking to "Does the organization supphying intefigence undersiand e fire
depatment’s inleligence needs?," | marked Yes because the info i of value. One could
juest a5 easily mark Mo if they don't see the value. Products with the most value are the
EMR-ISAC Infogram, FONY Wakshiine, and NCTC First Responder's Toolbox biecause
Ihery are concse and fcwsed on our needs. The vanows cyber-secunity akes and products
ane of medium useldiness. The NYPD Weekly Temorism Briefing is bess useful because
Govers primarily faneign teror

mmmmmmmsm ways 1 feoive

7." | chidked everyihing but intemally-cneated inel because I'm
hmwluru:m relevant mtel from any kgl source, butl 50 B our fusion cenber provides
evendhing. The fusion center aggregales products ino approximatedy 1 email per week, 50
| achually gel the Infogram and Vatchline maone promplly fom their creators. | stopped
using HSIN becawse il was 3 pain o keep the login cument and because HSOL and CHDS
provide enough good info for my inkenest

On This quesion, my agency kets any TLO email everyone in he Suppression division with
inteligence products. One paricularty-engaged TLO sends almost all of e intel Tat rank
and e gel We don't print o post products because we have non-swom peopie in our fire
shations.

Through the res pectve ceprments in plaoe delnbuton systers.

Diepending on tops and rekevance, i &5 done via e-mail

Email to appropriste recipients

Tmcally revewed and corsoldated Some 5 pul oul as 3 Trming notioe or mconparted
into training. May be passed dinectly along thiough email f appropriate.

Ta the officers unless designated kaw enforcement senstive. Those ga to the fire
mﬂmuwﬂn AN indeligence i feview by e TLO 7 ILOD before

Trmmcmmutm generally e-maits or briefings.
E-mai

Daily crew briefings. o email dependent on T risk profike and thneat rating.
High ranking officers receive full infed. The intel s deansed and distribuled o all members.
in & neciacied and need o know fonmatl

Faos 1o Eae brefings and breakoul Se5sions

E-mail o in person by & Ballakon Chiel

1 el

lmi e chuser 1 Ui encpuinisTiienils by FIBI

| typically destribute most via & st serve Do the depanment members. Thene ane some talls
Aboul phacing il on & shaned Molder of B oounly Pebyiork in Ui Mutune.

through an email. And typically this information i something that a google search would
baring up.

Diesprcts. o the infonmation. Some s and some s nol

1T recedvisd, it would be passed down eifher in wiiling or a video meeding Lo shane
infonmation wilh oom pafy offioers. wiho would fesd o Know

After the nformabon s vabdated, it s ether deseminabed via emal, posling on & boand,
thicauagh hands on Fainingheclic thiough ins pections, of via wibh based acthity.

Comimand sl should disowss nelevant infonmabon Ben set up 3 proboool if

dirs semination of nelevant intelligence.

M o konow barsis. if applicable. But we really don't geld any

Thiru thes Execulive Stall, decisions would be made about what and who inform alion shold
i ciess eminated

Some s and some s nol, mos! nformabon seems o only be laloned bo LED agpendes

| put pertinent reports on Tanget Solulions for our members to ieview &5 3 company. If 1S
very important and perinent these repars ane shaned at daily ops. meeting with the oflicers
Al all 10 stations.

Thirough our LE FM, to the senior operational eadershp, moslly by word of mouh i avoid
FOA relsases of emails.

Thees Fusion Centes bulletin i comeyed both _at shift change and bo individuals emails as
rusgechind

Birief peersonned on an as nesded basis depending on the subject. in e miltary (a5 2
firefighte) kept personnel abreast of inteligence 3t 3l times 3% it ohangid during warime
i alions.

It ek b chone by mass e-mail and shilt biefings.

Chhin of command
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LT
199

201
210
213

215
216

Cumently, it isn'L

Depending on imponance, briefings, email of memos

Canefully and on 35 3 i 10 Kndw bases.

depends on the nk and confidentiality conoerms, usually inlenal memd ko rank and fike
email and meslings

Threugh msefings and emails.

Foliow the procedune for "Meed-lo-know” crileria

Email thrcuagh owr oom pamy offioers.

Vihen threats are identified (o our communily, il i passed on during daily briefings and/or
faoe-lo-Boe officer disoussons.

Through e Chiefs offioe.

Redent things o walsh for ane posled, specific hazards ane subject of shill briefings and
Lrasining &5 necessan

Memios or Advisones from the Chief ko e Officers. Fire Invesigation Uinil 35 well.

Re: above question. Mone often the answer is no. Onod again, his i lenglhy desoripion.

Email and depamment intranel

Viery seldomily is.

Ganeral information s shaned via group email. Indnadul spesoific inted i desiributed via
individual email 1o JRIC Depariment pers onnel.

Bulelins of Mol iof Desiibution em ails

Depends on sensitiity of information. Might be email, raining or dinect communication.
Email

fillered 2l Chief level, operational ssues ane shaned widely, although sownoe 5 sonibbed.
Finom B Chised dosn via willen dineciive or voioe if it is sensllive

Non-urgent, via email. Urgent i delivered dinecy via verbal disowssion.

Wil i coaroe if Sy il v Penoiivind 3 U Sppiopriate Shift Commanded of deinct
siation bevel based on whals needed for that anea or Suneat

by informing senior conmimand when necessary befone rank & file imohvement

Thiru & regional threat aesessment center but based on personal expenience | believe a lot
off infio is. withiheld That direclly effects members safety hat could be “vaguely -
disseminated o 3ddness enhandce saler fespOntes.

Email upcdate from fusion center of possibly deparment email

Not Swne

Thies. inform afion 5 send Uhiough the ohain-of- command or dinsctly o effeciive unils
(example STAT leam) depending on T “nesed 1o know”, suabion, and affected unl
Shared with siafl for stuaional awaneness based on Uhe specific information.

- il Al chpearim end mesedings

Fillisiind 3t Boie Clibed bivoisd Uiy 5 Feninc] linnc By @] o0l esdesclinconiie: i il G b dvviichind

| hearvie o by

Email

Vihile: we o not cunmently receive any such inform ation, | would be disseminated on a
i i kncw basis, and only I hhose that have been propedy soreened and meet security
clearancs ofiteda

Wiie clies s irile B O @ Pl 10 ki bses, bult i we do diseam indie 1w Iy Lo Trame il in
a peneral way 50 35 nol io nuin the redationship we have buill with B enforosment

e il

unclessified via emal. Classified via phone or lexl messaging

As Ui Chief | neosive the infoimation first, BHhen | dissemanale ) among U rank and e a5
NeCessary

As noted above, 3 sebedt few members of our onganizaton recehve UWFOUD nformabion
from our siate fusion oenler. Those individuabs (TLOs) will generally comm unicale and
identify wiho Lo Tuiher distribuole the information o within Uhe depadment Lo be phepdned.
Likoe rmicesd. indernal ¢ ommunication, s "Tiows down” Thiough the chain of oommand o
thosi wihi would be mosl impacbed. Oosasonally, brodd-based infofmabion will be
distributed department-wide bul Bis s fane

Thrcuagh limfed means via memo.

Cunnently, sensilive infonmation i distibuted Lo the Chief of Depariment and the Depuly of
Oiperations. The DC of Ops determines wihelher or not Uhe infonmeation needs o be shaned
At the loweer lesved of the onganizasion - an informal rsk v benefl anahysis 55 performed to
delermine whal leved of employes s brought indo e cinobe of trest (7 Bwe sk is onedible,
information is ofien disiribuled via EBxce fo face conversation about geographic localions o
addresses of gonoem o e Station Caplain who oversess e fire disticl within e Cily.
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The Staton Captain will then pass e informabion on verbally 1 his dired subordinales -
often his/her Lieutenants who serve in that districd.

Information is disseminated through the Fire Chief and the executive stall

Through deparment e-mad

W don't receive specific inleligence from kaw enforcement regarding any threats.
Occasionally 8 streel oficer will repor 2 "be on the ookout” 1 our Niekd crews, bul there s
o cuirent systemat and habilual Rusion of usefl intel for us.

Stereatypical i & nol, the rare mes ifs received it i kept 2t he officer level a5 i invoives
Emi‘lm O IS RS l:mu

through classiied briefing tols

W curently don't have any intel input. |nfa should be on 3 need T know and via Boelo
face if possible.

Face 1o Baoe reports with notalions of the need for ofher stall being advised.
Through Senior Officer group.

Informational briefings and through the command staff

Word of moulh.

Diependent on the siuation. bul nommally through the ham of sommand
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Field summary for Q11

What type of intelligence or information does the department need for standing information

require ments?
Answer Count Percentage
Aurswer 114 e
o answer 5 1.55%
Hol completed or Mol displayed 204 63 16%
[[1] Response
1 These days, any threal that could mvobeed ws 35 first responders.
3 Infonmaiion on onedibibe thieals 1o fins! nes ponders.
Infonmation on keoalions of high sk 1o firs responders.
4 ik
5 Whendavhere 1o be exdraondinarily alert io sumoundings, s uspiciouws. indniduals, oo
T Homedtand Security Termonsm/Soveneign Cltizen/Prior LE inferacBion in regands Lo devioes
and bombs
10 Hi&
11 Pesciivind Wneal and type of thneal
13 infio that mikght interfene willh nes ponse
i7 Mot really swne on thes one.
21 Dt et andiing berronst threats agains! dlizens in he slake. Some national conosms ane
Drought fonsend.

Recognition and safety infonmation.
Trending threals, physical, cyber, efc, be they local or global How o prolect against those
thinesats.

»

23

25 Contextusl infarmation i very impanant 1o 2chieve cenershin for fiekd persannel.

28 Any spectic Sreats o nationalegions] fends.

29 Terraram actebes, huran smigging,

3 Temorst tralfic reganding our jursdicion.

2 Timely and packaged & Roll Cal

3 Brez of the resporse dstict both primany and secondany. Sl have ks of mieligence
conoenms. Al types of problents can end up including the fine deparment operations. The
it 5 haukd be 3l nslusve and ssreened by higher seking sla Tor deseminaton.

- Fine senice spedcfic, EMS Specilic and whal spedcal operabonsfequipment should be
i of prepaned.
Pandemic, creditable hreats ko businesses and infrasiruciune

42 Arson intel would be nice.  We find out about arson cases around a1 fire chiefs meelings or

on Facebook  Immediate threats bo the community — ofiminal with gun somewhene, bomb

hwesas., cylbwer Dhreats.
41 As a resof community, ings ke daily oooupancy kevels 3t rental units [how many folks in
Novwai), any uplick in social media about panies (expect Alooholidrugs underage elc)
Vhats consadened 2 hazand for LEQ & nol always 3 harand for Fine and vioe versa. Lange
events, for exam phe, may nol fse 1o a beved of congem for LEQ becwese A5 nol & big fesmor
fthreat, but the orowd size and weather condilions may give conoem o FIRE for medical
neasons of possible sevene weather impact ko an event hat could cause injuries and cause
a FIRE response.
588 sufveys- for salely reasons these can be held on the local CAD system.
Supply ohain and logeelics of nedquined equipment
| o't understand your quesion, oy
Ay and all looal thnesats.
Tanget Hazard
Good question | need to put mone thought into fis one
wihal ever effects the cover protection anea
Uneswre a1 this. point
| prefes intel on & wide vanety of thieats inaluding cyber, bio, PRIND, inffas fuchune
(in huding waler supply, irains portation, electnical, natural gas) "Tirst Smendment Sudis,”
G, nol just about viclen! extremism. Bulledins about thefl of first nespondes wnifionm s,
wiehicles, and equipment are also good.
Dty inform ational briefing.

AR RLES :

@
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100
A0

105
108
107
110
13
115
17

118
L

134

LE =]

143

145

145

155

160

161

163

L]

73

77
178

151

150
152

Potental Sreats, changes O curnent thiea! kvl and fedsons whiy
Wmmmmmummmmmw

jurisdictions.

AN based on applicability 1o our anea and onganization. Typically would be events in our
anes, growps known fo be in or heading fo our anea of something that could be predicied o
e & cliresc i pescl.

Ot e inlireds il Liv Tt Srvic i indedigparcs mﬂm s document Ve
rely on the fusion cender io heldp distribute local inteligence bullefing.

Cradible threats insiead of general awaneness.

Ay info that could impact our operations by creating safely concems.

Coanfirmeid Gimehy updales and special rmeds Do addness ifeals ideniified

Cresdibbe thresads both locally and nationally, who s invobed, mode of operations, leliale

Signs

facl barsend witth prediclion buill in in onder io anbicipale changes in e mission and to
develop confingency plans

Anything that could invohe 3 fire depanment response 1 ensure the nght resoufces ane in
e and ohews neview Arain for the potential operation.

Mol sune wie can answer Lhis without sesing the types of intel available. We don'l know
wital war chon konow

Whiere the crazy people ane Thal we may respond 1o their residence 35 well 25 lermonsm
infio 5 pecifically retated Lo the bomb squad

Generally, freals hat could invohe the FD of the calls we may be facng. Also, general
Fwarentss that he FD may come 3cnes.

General threal assessment Specific infonmadion related o credible thneats.
pobental Bneals in lhe ahea

Daily stuationsl Fwaneness

Woould need information on anything that might involve a FD response.

Building plans, waler, eleciic, gars infrastructune plans are vilal I e safe and efficent
operation of the depanment. Any changes Lo lhese plans ane imporant 1o gel 1o the
Working ohews.

The FD should neceived Uhe same inform abion sted above. delivery of suspicion of
PReCUrsons, Wesapons, dnags and other llegal behavior that poses a sk or danger 1o he
community and or responders in the community.

Mol sune

Potential safety and security information.

Some soft of heads up Tor Siews fes ponding o cenain aneas of addnesses 1hat ane known
problem kocaions. Responded solo fo mulliple dreg homes or meth kabs putling crews. at
resk Tiat could be phevenbed. Again line ohews donl need e nfo bt depatch could oode
Uiy i Ui Fies peiafiehe o Sl and wall of exdfa PPE whalewes

any curment lermor threats, we also pel weelly cyber threats, trends on fines ancund the
siale or country.

Crime, drag activily, known or suspesied fhreats, and amyhing that may threaten our
memibers on duty of oreabe resounce demands (incidents) Lo the deparment

Cerainly what is anficipated for large gathering events - we stand up our own EOC, bul it
wiolkd be good o know whal the eyes and ears of the Fusion Center knows (f any) la
porssibly prepane for.

Thhinesasts in ouwr anes

Any Lype of Breat that i reosived.

T ot et it i il of Wl Uhurice.

Wi, wiial, wihene, wihen, how

Cinll urineesl, dirug kb, efnofsim

Credible threats. General localion of high risk police actvily for preparedness and crew
salely

| il abon Tt s ey O impact e e depam ents ability of inabilily 1 respond o an
ingident.

b=t up o date nlo on silualion, neal lime dats

Tover il alfecis

personnel

e Cp e

equipment and supplies

Threat assessment of the specfic event 50 we can prepane for the role we will play shoulkd
Lo il ke place.

Polental Bireatls o vital infastinaciune.

High Risk, Low frequency informabion
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153

185

187
199

210
213

Sohool threats, acive shooler threats, disturbed persons with hislonyjpolenial for violence
{especially upon first responders), Thneats against mediom and lange busineses

Al infonration s important. | Beik we hould mecene 3l nteligenos.

Specific Uhneats or Things. 1o be an Uhe kool oult For.

Perinen! hazands or risks, precursors Lo lemmonsm or aime, rends elc.

nanolics. gang. health protests. local govemnmment 308ons

Current Threals, of pre altack indicators

Unknown

¢ heasining Thensedvws togelher, 1o inanimake objeds, oo

Possible arson altacks, el

Amything fom weather ko Bolioal operations for events, projected Frans port of VWD
apents, elc

On an 25 needed bases

Imiminent Treats _ Blesl rends

trenchs. and thneats

Potental impacis on resource demands and EMS resouroes along with sialfing ssues and
sl 3id Conoems

Diirect hazands ko fesponders and Those we Sefe.

Threals, rgels, things o observe for while perfonming our olher duties and how Lo repord
bk

Hazmal contaminated aneas & localions.

Pergsonned at risk of infected in case of vins conlamination PPE Requinement & availability
Nabonal _ regional or speciic thieats that may effiect nonmal fespons e for @ negion of
deparment

U nikcrwin by mys el

Nol sune

Possible escalabon of violence and avil unfesl Possible of planned Defmons events.
Curment Threals

Potental Thieals

Impacts o public safely parners that may change our operaions.

data for sialmlical review

Thineals fof events, special dates, identified addnesses, olc

| e N ke

Anything that effects us in responding io fie and medical calls

Threats against public, public safety offioers and representafives, threals against high
walue Lange! locations wilhin the jurisdiclion.

Any and all information &5 i perains o Homeland Sequnity andior other local benmonst
threals

Possible heavy gang areas for safiely to res ponders.

Lol communily rsk, rends fom 3 slale of region,

High Hazand aneas, Tefmoms! thieal readingss and preparabion, imminent thneal nofification,
known Thieat of known hazand standing orders

Primanrily | hink s would be related o daily B enforoemend plans Tor inlerdicling known
bend actors. Ve ane Boriunaie that our Boboal medics deploy with the SWAT Deaim 50 we
hawve that type of information.

My fiscommendalion wiould akso indlude mdenang nfonmabon Fom Bw enforoement about
koncwn locations whine ofiminal acivilies ane oocwrming - weapons cache, bomb-making,
dineg houses, of oelera.

I chon't hinik Tt we: nessd information about inflial, developing, or even ongoing
investigabions wnlil the information gets to he poinl whene Thene will be aciion Bken (exoept
fof Mecening e locaion 5 noled above).

My depsariment doesn't have standing information requinements. This i something Tat
should be implemented Brough SOPs and Supenions reading repors.

Vilho, whial, wihen, and how

You many think fhis was done fo get a kaugh, but in all honesty - the mone information the
depaitment hes, e befler prepaned v will be for e next indadent. We do not know
witweree owr nead Tine incident will be in our community - 5o we offen will pedonm blanket
pre-plans, rgeling high-risk ocosupances 35 a pronty. The same thoughl process should
aour with the disfibulion of sensilive informabon Fom Bw enfofoement  If thefe s & sk
1o nesponders - fine and EMS personned should be aware |Lis ime thal hhese banmers
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have @ structuned method for information shafing acioss public safely depadments. In
toiany's operabional plafformes - fire/EMSiand Law Enfoncem ent coliaborate daily on incident
soRnes, we nesed Lo ensure (hat we ane swane of the acBons of each other, 50 we may
suppor publc safely a5 whole, nol hedd 1o onganiz abonal shos.

A mafe formalized approsch.

Locatons that ane polental harands (o crews

Gang threats, potential lemorist adivily, highesr-than-normal drug aclivity, sohool Dhneals.
Threats, gatherings. prolests

Hix of koseation For Uhneats 1o public saiely, Threats 1o public salely from indhviduals.
appropriate staging and deployment of resounoes

Wi ane T hol spots. Mot jus! domeslic efonsm but felony afmest  We wede called in
1o chest pain call 31 3 AM o he same addness SWAT was sel up ko affes! 3 murder
suspircl 3l 5 AM. Plaoed our onvss al risk

Any and all information which may lead io preventing loss of iife.

Front end infanmation and aourate sluabonal swaneness 2¢ the inGdent progresses
Informabion on prolests, looal threals, and ocoupandies sus pedled Lo be invohloed in any
typés of event

Monaement of hazandows. makeraks.

First and foremos! inteligence that could affect the safety of firefighters.
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Field summary for Q12

How does the department use information/intelligence to support daily operations?

Answer

gt
My ares et

Count Percentage
114 ok
=] 1.35%

Mot complefed or Not desplayed 204 5-3.15'!-

[ I
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13
17
|

&
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4
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BE&EEs

aa

o

%

Response

The Deputy Chief of Operafions reviews the infonmation and shanes the appropriate
infionmation wilh Assistant Chiels and Balialion Chiefs.

Really doesn'l

Vhenfavhene 1o be extracndinarily alen lo surmoundings, suspicious. individuals, oo

HA

Ho.

My depariment stafls a special operations department, usually with 2 field personned and a
special ops balalion chief

yes somelimes changing staging and or response paflems

Curmently nothing

Oty 'when thene i & oredible Threat 1o our communily.

A e Dl widks an advisory of an upooming concer with possible allendance by mval
gangs. Law enfongement stalled with addilional personned and fine resounces 31 Bwe event
wene advised 10 report observalions and nemain vigitant in teir safety

Can be used for things / aneas 1o avoid, on scene operations. need to beef up response
numbers, efc.

Diaily operabions anen'l generally supported by thes information. 11 s wsed mone a5 2

i h-oul” o reduwim of information.

Exquipment purchasing, raining, "siaiing up” if necessary.

ranely on @ caily basis

We do not

Adijuest response protocols and special event planning.

Primarily safety conosms of responders. However, it could be very benefioial for
responders 1o gather inteligence if they wene Irained on the proper reporting of ¢hain of
Gomimand.

Readies persanng] B B fulune, elfer Hirough eguipment preparalions, salely awaneness
and whad ressownoes. might be needed.
Digseminationwanentss to fine fighters. on the street

11 e ey o 30 acusal or pofential thoest we might change our stalling or deploym ent for
the day. We could make the staion mone secune. Ve could give our slall the awaneness
50 Ly dont walk info & problem_

Similar o fip curment forecast, if larpe numbers incoming may inoreass stalling, Assign to
special units, oo,

1T Gt o s oo s staffing needs or aller wnl bocalions based on anticipated call
locacis of polential impacs.

Call dependent

Short term policy and slafling adjusiments.

Ususally doesnt. Used mone for planning.

preparations for response,

prevenBion, miligation and recovery

Any thrests on Target Hazards are then ullized on response mairix

Used in disoussion wf oity PD E Public Safely dept heads io adjest Incident Aclion Plans

for local events

Planning, scheduling, £tafing

curmently it does not

Thhee ot common use of intel i remind rank and file olks o seowne fine stations and lkave
somebody with emergency vehickes when possible. Ve also tse it o consider training and
SQUIDMIEnt needs.

Apply i Lo operations.

Operalional Swanness
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160
161
163
165
166

173
177

178

181

Meestly 25 an advisary o keep personne informed of possible sswes

Passed on bo members and wsed in planning.

Diepends on the inteligence valee, but @ helps maintin stuabonal aswaneness for all
Tinafighters.

General stuaional awaneness.

Protecting our mem bers Fom going biindly into unsale places.

SHluaional awareness, special raining needs and necessary equipment Lo address
identied Breal of Stuabon

Tweo ways - general knowledge and chiefs’ awarneness and also modification of response
CipiAlons

insunes a proper response model and having a common goal for 3 common threat

Wi o't right iow that | am awane of,

General overview of Treals

For thie depariment 36 3 whole, peneral dsanentets and salely.

it does not

Depends on inforamion, some i shaned (o be on the lookout for and some & nol.

Might be just a heightensd awaneness of might invahe personnel call backs 1o bolsler
staffing/apparatis. Might also be a planned bostering of personneliapparnatus i lead time
i5 enough

Currenty wie use Dhe information in our bullding pre-plan surveys. VW ane ransoning o
having the pians and the information in truck mounied compulers for easy reference.

mwlmwcm Even o County OEM & HS views B fite sefvios a5
oulsicers.

We Iry our best to mitigate prior to the conoerm hilling our anea, provide iraining ahead of
the calls received for the hazard. Awareness and readiness

Incresse awareness and vigitance.

As we sed i, stafling levels and coverage have been adjusied when warranied.

Wie would il we'd hidve L Howeved, dufing e COVID-13 the systems used Lo cofvey
infonmeation from our Health Department to a single responsible person has worked
exiremely well

Staffing can be inoreased or adjusted based on penoedved Uhreat

It would depend on the specifics of the information recieved.
Propie fof polenlisl fes ponses.

Curmently, juet for enhanced siuational swaneness.

Ircrisind suational awaneness befone nesponding inlo an aned of inoredsed msk
Preparing for polential low frequency response types.

T Chisels canefully dis seminale B infoimabon on 3 Know &5 miseded bass.

depends on stuabon, for Cowvd-19 we had positve addresses marked on owr MOTS for

Heldps ws dievedop inddent acbon plans and develop fulene iraemning mniseds 255 essments with
all bianches of Bvw enfofoement

Priorily assel a5si

‘Wheen res ponding (o alarms, the information is shaned with on-duty onews (o alert them of
potential hadands upon anmval

Wt CAN INCHEESE MeSpoNnses andior stage wntil the soene has been secuned.

Wi look 3l the infofmabion Bal comes . Such a5 diug niormaon. Then Uhe Cheef will put
out @ memo from hiss office stafing the Ects in regands to new sireet drugs and The affects.
Again, Lsing info Lo briefl personned on hazands, polential threats or personsaciivity 1o
wiaoh for.

Rk L inlo braining and preptanning. Possibly equipment pundases.

Al present very rarely due to hislorical ssues.

Mot widely sed yel

ot iesed

Iinied chesermec pusrinesnd Doy U esnral mesm besrshin will be pavssed down i e Com pany
Officers by the BC ona OC.

Pianning for major public events, of rouline assessment and response o the communily
Pianning retated o iraining, s Bfing requinements o siandand oom municaions.

U'se the: information 25 part of fwe moming briefing

silualional Swaneness
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36

For both short 24 howr operalional plans and Long 7 day operafional periods.

Advisary
eventhing cument i with and from looal PD and SO but they Sont receive anything either
by informing each Semior rank coming on duly for briefing of squads.

Mol depls. ane B ilkar and comiorable with daily S0Gs, modiicabons many need Do be
made to address specific threats.

U'niknavarn by mysell

ol swre

Wie infrecuently act on infonmadion recened.  This & dependent on e type and onedibilly
of U infofmation.

Dperational Updates and effectiveness

Ston and MAnpowes placements, public educabon

Updiates ane rade constantly a5 inteligence changes

| Fedrvie oty ichied

When it involves isswes we will alter cur response and or handling of alanms.

Do not recene: any at fhe moment. But i@ might indicate staffing levels, stafl loading in
oriain aneds, inoredse of decrease depending on the stuation o prolect slall and yet
rees o if Dhwisres woisree an incident. Be on e lookout for suspiciows adivily mofe so.

Wil utillize B indormabion duning specal events o belter protect our membens and the
public. For day-lo-day ops we anahyZe the information a5 il perains direcly wilh our
0N

no

Distribudes the infonmation on an as needed bases aking inlo aocownt neliability of the
information and the sensiivity.

Depending on fhe freat or type of inteligence received, stafling levels or run procedures
may be modified, specized equipment may be added (o Uhe treck or chiefs. whicles.
regional response plans of 1AP's may be established, depanmental SOPs may be

s bl heed fior specfic needs based off inteligence neports

Wile wse i Lo inform cur chief officers about what llegal achiviies ane of ondenm 1o our
opedaliong T e opedalonal ohief officens. [Battalon Chiefs) will shane Bl infonmation Lo
e company ofcers (Caplans and Leulenants) &5 needed or et saledy

1 chemeta'L.

Ol el e will us e infonmationintelipence o Boilitale EMS stand-by for high
risk kaw enforcement aclivilies - such as warrani searches.  This awaneness allows owr
personnel 1o stage dose (o an incident soene, don owr laclical (balisstic) gear, and ensure
iheast e har & prosssive plan for e miligaon of the inadent soene. Viilhout this
advanced nofification, we find oursehves reacling 1o 3 stuabion wilth a delayed response,
kack of PPE, and ok of swareness of B inodent fsls.

MNa

i wsid 35 & hesds up

W don'l reosive enough inteligence 1o use dufing our daily operations.

IF receivesd, up staffing or discussion with mutual aid reganding response or aulom ac
eyl

s above

W don't receive any for LE

Iteligpance divies. igance a5 10 whiat 3adlional Gangers Tal em efgency NS PONDErs. my
recognize and act accordingly.

I e cuarmend Covid-15 instance, we ane adjiesiing county staffing through mutual 3id to
epsine all fte departments maintn oilical stalling levels.

Infiarmaion regarnding polential events may alter siaffing nesds, mone staffing avaitable in
oeriain locations. Equipment disseminalion for specfic nesds, oall-back of 5pescially Drained
personmed ie. hazandows makerials lechnicians or 5 insiural oollagse lechnid s

When responding 1o incidents, location of hazandows materials imporant, in cese HazMal
i redeased. Type and amount of HAzMal on highways ane vanied, bul Meed stes do not
 heangpes Uhesir qusantity ofen.

U'nfortunately we recene ke inteligencs.
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Field summary for Q13

What type of intelligence is required for strategic decision-making?

Answer

Bt
Ho answer

Count Percentage
13 o
L 1.86%

Mot oompheted o Mot desplyed 204 5-3.15"!-

B

A2SEs SR8 ¥ Haw

e

&

Response

Hard 1o say when you dont know what [ypes are oul thene. | am m reral amenca—we don'l
get in on information ke our big-city brofhers do.

Infarmation on potental credible threats ko firs) responders invohing Bingel harands.
Informaion on polential locations. of high risk target hazands io first responders.
Informaion on up and coming groups who may Langel Brsl nesponders.

threal assessment realistic, effecs Purchasing, stafling

Kinawn polental tirgets nearby.

Arvything That effecls our primry and Secandary nesponses.

MG

Any expicled threat or perceived threatl. This allows for adequale slafling, especially
during & high profile special event

yes if effects resources

Potental for extraondnary nesponses

Thifeal &5 essments hat will affect us locally

Good coliaboration belwesen fire & law wilh credible sourge infonmation

Therough understanding of fneats Bl could i pac senices. Swalling, Doxing, Denial of
Servioe evenls, elo

Wi wiould nesd very Tonward looking inteligence, and again, confext Emernging threats.
wiorkd resend i b ichenlified along wilth polential 2cBons which could then be vsed o
sirategically ptan.

Nasionallnegional trends.

Wle nisesd o uincherstand how he futune might affect vs. For instance, the COVID 19 ssue
was ol on ouf radar al all and we just updated our stralegic plan.

Thieal assessment dala

Trends

Any inteligence Tl involes salely concenms 1o nesponders of inkermuption of oriical
infrastinsciune.

Readies personnel for the fulune, edther through egquipment preparations, safely warneness
and whal resounces might be needed.

Ressources avaitable al e stale and federal leved, induding aciual anmival limes

Cyber Bweals o owr |T system. ['m nol sure

Growth, threals, upooming specal evenls (ooncers, el )

Threat kevel, impacts, crowd size, anboipated oulocomes.

Thits: cn b used Lo guide short and long berm plans for te depariment, 25 well a5,
information per call. For instance, dangerous entry.

Trends. Crilioal infrastnsciune analyses.

thes 5k whio winall wihere wihen and why

Arvy and all

Big piciune ¢ hanges in criminal / lermors! methods of operation that may divwe FDs o
purchase new, improved equipment, PPE, fraining o deal with these new TTPS

facts, up o dale info, plans that ane in place, o that you do nol interdens with or conflict
o unity Langel hazands, threats, or vulnerabilities. Probably other infonmation 28 well,
bout | et theought Srcugh il of the implications. of this.

Chief, please consider providing 3 Nigune showing the refaionship between stralegic,
opirational, and tactical dedson-making, supported by an acieplsd sourfce. Perhaps s
belongs in an eary chapler e your It review. Thene is 2 need for fhis because much
business Meratune places tadtical bebween strategic and operational, whenes fine senice
literature places operational in e middle.

rescyuined o longer terrm planning. Examples. of inkel required Tor strategic decsion-making
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58 988283

8

105

110
113

113
117
118
1
127

145

149

19

160
161

165
165
173

include threats used overseas, e conted in which those hieats exist and analysis of e
lkelihood of each threat being used in he homeland. Typically lechnologies, tadics,
techniques. and procedures spread globally when context and resources allow. Some
types of adversanal altacks wadely used overseas have nol been used inthe LS. even
hotagh the necessany nesources. ane wikkespread, this many be due Lo different confexts.
Enaugh said on that, this sn't 2 how-o lerror manual Analysis of evohing demographics
bl

Typee of Threat of soe and how it can effect the fire depament operations.

|e50ees. Thadd im pedcd Uhwe Ming Service andlon our OperaBional anea
Timediness, impaol, kedihoosd.

Emerging threats 6-12 monthes out

High leved, veliend crediible inded from e enforosment.  Threat indicalor infed o assisl in
SUPDOMING NESHonse RLANNING nieds.

Ay infio Uhat could impact cwr operations by creating safely concems.

Long-term and consisient threats that may exist. Special stualion forecasting.

Il Wl acheerlifies. pofenfal Sareals which ane not imm edaie but ke & kelihood of
OSCTing.

type of Threst, hreat polental, staffing and resouroes avaiabilty, updated weather
condilons (especally out hene in Calfomia) and communications

Long kerm trends of thieats

Drepeencts on wihad the decesions ane conosrming. This wowkd be edesier 10 2nswer if we knew
witia infionm abon we oufmently don Kidve but could hane. W phepane based on what we
think could nedsonably happen in our communities Sinde we cuimently operate wilhout
inled, wee ane nol awane of what informalion we ane missing. An inted brief on the types of
infio available would help us identfy knowledgeawareness Gaps S0 Wie Can assess what
infio we nisesd 300 10 On A mone reguiar bass

Wil mesid] i b o B Same page 5 Bw enfongement

| think Bwe beest anesweer for his would be Hwe threat specinum and the general St
Fssessments thal are completed by our local, siate, and federal partners. | helps guide
withisree brasining and equipment nseds bo be fooused, especially in our specal operalions.
fields such a5 Haz Mat, the Fire Marshalls Office, and the bomb lechs.

Depends on the inleligence reosved. May requine the ordening of supplies of equipment
hiigher bevied and mone crilical

| ichcan' B

Thieats (o lange gathenngs of property. Types of threats.

Shor lerm planning the most im portant information would be (oommen:ial) bulding youls,
eaz aid Glassificabons, prooesses prefonmed 3l an individual building. Residentsal st luhes
oL e Buache i o B Uheie 5 iec fuane wees bl acidiions 1o U building, phevicows e
history. ANl logether the uliilies infrasructune i key 1o any of the shor lerm events.

Long tenm planning would indude uliitie:s svailable, bullding type, history of e bullding
and or anea. Knowing how old your municipal waler system is, main size, besting oyobe ane
all important Bclors. Run volume, types of calls, com panes polentially moving inlo the
districl age of the members on your depament and Beet ane things that need o be
gonsdensd in e fonscsting of budgets for needs of the depatment.

Trends in the community andhor region That could have substantal impact in the present or
Tuture deplovement of firs! responders.

Mo as of now.

Ay information received would be evaluated

Juredt the inteligence and notl infbmabon, Giownd truth and work with Facols fol fumons,
hiints of or whalewer

Anyfhing that would affect special events_ our specially eams, such as haz-mat, TRT, or
our EMA personnel el

Cirame, difag actiily, known of suspeciiend Thieals, and amdheng Ut ray Uhhelen oud
mesmibers on duly of oresle resounce demands (inoidents) 1o the department

The emphasss fight now i on MmEss cEsually incidents - primarnily mass shoolings, and very
e i ever known aboutl & shooters wntil Uhey open finge. We need 1o get back o the
tefnoresm kessons keamed afler 5-11 becuse wie hidve a whole dilfenent generaiion of
officers who may of may not have even besen in the lire senice 19 wears 300,

Threat analysis for anea

High-Jevel briefings of world events and how ey might impact us.

Who, what, whene, when, how \What s peroenesd 25 coming

Anyfhing that could give advanoed info for The oooupancies that we may be enfering.
Treencis. basing Sesen ancund fhe county.

Any information Uhal may requine an agency o supple resources That ane oulside of Uheir
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T

nonmial daily operation.
real bme. relable data

Indedlienc e briefings can benefl us in conducting 2 ek assessment and formutate plans o
chial wilh those fsks.

Sire and ralune of Biheat

Ay aned all infonmation 1o proled chiws Nof Nelune

irbellagpernc e Ludd ot buiniey viiifiind] Bhrowgh ARIC oF ot ¢ recible Sounos.

Al infeligence & nequired 50 Thal we Gan Kep Oul MEnwomen 537e on e sineets
Curmenl Bhfeals and harands, fulune Bineals and harands, (fends in panicula’ poputaBions.
Trends mainly. Long kerm and shor trends in sk and hazands seen aoioess e nation and
worid.

Wery Bille. Again, Same iS5

High leved networking

SCONGTIG fonecatling

Large soale protests or altacks on oitical infrastructurefeeways, ol

Any inleligence Tal may impact normal aperabions of has polential Lo shess resounce
Gapability.

Trends’ up o dale informalion

frend analysis, and major threat veoiors

Ex e angped, andicipatesd viclim numibers, methods veed, rediabilily of infeligence
SOUNGE

Anything That impadls aperabions.

S 25 b

Exposure o Hazands, Necessity for evacuation decision a5 o methodsiactios io be

deployed.

Typecal known Bneals shoukd be addnessed thiru S0G'S, opedalional bullelins o specihic,
e OF fegional thieats may feguine lemporary changes 1o Hose s ponses
L'niknvan by mriysedl

Mol sune

Civil unrest  Planned large-scale profect gatherings. High credibility thrests fo
infrasiructuredpopulation bases.

Curnent threals.

Potenial Threals

Impsacts 1o public safely pariners that may change ouf operaions.

May impact capilal purchases

indident numbers, populaiion

Crverall 5A o miligate resk and ke measwnes whene approprate with onganizationsal
SRS

| et Ny il

Something Hial has long lerm efiects

Locations, type of thieats of adivily, magnilade so-25 Sioaking of oarlain responss
equipment could be evalualed, elc

NHabonal and local threats 25§ periains o owr community.

nathing 3t this Sme

timely, accurate, inteligence that affects shor and long Bme operations

W i B know WHAT . WHEN, WHERE and HOW 1o miligate . and WHO do we call for
Specic Neids OF PeSOURoes.

Far the short keam what & requined are e basic "who-what-where-when-why-how” - |
think this will inform our basic, day-to-day aperations.

Firom a lang-lerm standpoint, | waould love 1o know the data/statstos reganding known
trends i aur wrsdcban/regon That will help 1S dertfy gaps 0 o deployment and
equipment hat could be filed o keep our rank and fle safe.

memﬂﬂm trends in activiies, Courses of Actions tat may affect the strategic
Im leveds of risk would be directly related 1 deployment of addiional resources.

[Fife Désperirments. do Whes. idw i PeSpORSe 10 Nife alaims of indident bypes. They send the
ADpropate Ham ber nd type of Mesources 1o an indadent besed upon e sk of the
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incident A warmant search wilh known fellons poses a dilerent risk from a high sohool
shudent experimenting with a backyand Butane Hash O (BHO) lab.

Liwvieds. of reskl couild be B Wigpers fof infiofmation dsirbulion.

Any redevant inform alion s shaned as ils recened via sk foroe meselings and network
information sharing.

Pobental ineals in the anea

Potental lenmonst activily, active shooler Threats

Threats, gatherings. profests

locaBion he, contaminaled soenes, Threal awaneness

Local thieats and domesic polental Thatl could hamper our abililty Do provide senice.
Wi, Vihad, Where, 5 How

Policy decsions Tt ane being dinecked at our agency hat we have e i no inpul in.
Pre-plan of the specific tanget or threat. Background information regarding threat

If any military haz mat is moving Srough anea on highways.

information on emenging and immediate thieats
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Field summary for Q14

What type of intelligence is requried for operational decision-making?

Answer Count Percentage

Furis wit 3 34 SER

Mo &g wer G 1.86%

ol compheded or Mol desplayed i) B3 6%

[0} Response

1 Hard to say. You nisid o sk & diffenent quesbon st "do you know wihal knds of
intedigence s available” Srsl

3 Infionm aion on polental credible Theals ko firsl responders. involing Bpel hazands.
Information on polential locations of high risk target hazards fo first responders.

4 thneal assessment realstic, effects Purchasing, stafling

] Ane nonmal FD operations a1 nsk?

7 Anything hat effects our primary and SecoNdary (EspOnses.

10 The locafion, severily, and e basis of why Bwe infeligence was developed in the first
place.

i1 Any e pisched Threal or pencened Thieal

13 curment condilions

7 Siluabonal and identified hazands

21 Thinesats that may aflect local operabions.

2z Same wih oom mon oom mnicaiions.

s | Current events and trending threats, oo

] This wensd risd 1o ber contemporany hreal analysis and im medale obons.

28 Specific Uhreals.

] Wil e cticmanbile Rems. for every day vse. For instance, wie needed o be awane of the
COVID impaal 50w could hane belier prepaned.

n Rl lime data nelaled o hread polental

32 Timety and adtionabde.

= Thies, weosld e limiled o indediipence that would limit operational ability or decnease slafling
micieks.

34 R esadies pergonnel fof e fubune, efher fiiough equipment preparalions, salisly Saansness
and what resources might be needed.

40 pre-incident infonmasion ko be ulilized in 3 local, wnified command $efting

47 |5 something going on in lown nghl now, give 1t 3 headsup. s something threatened for
Ui ciry Ut miight nequire mone Than our wsual NEM'S resouroes.

41 unsne

e size of event, layoul, on sile resources, oulsde influences, elo

45 Weapons on sile; suspecied cell informabion.

45 G5 mapping - plume data

o4 Imipsifments of polential im painments of infrasirociune. Thieats 1o workfonoe. Limilts on
support. Time delays in support.

i ] 53

&1 Ay and Al

62 I Theat anciicales & réal threalfsluabon in Uhe immediale region hal agaen would dive
some 5o of operational response or change in nonmal procedunes.

71 fachs

T2 specifi; resks, Threats, and methods

Ei=] Il Bl allovars: shorl-lenm planning, Sudh a5 how o promlize [Raining and equipment
o quisilion, suppors operabional decsion-making. Operational decson-makers also need
Lachical infed

72 Reallime infonmation.

BT Potental fneats, ohanges o curment hneat levels, and nationwide decsions.

a1 |s5nees that impaat Uhe fine senvice and/or our operabional anes

=3 Sarer b

5 Emenging fhreats 1-5 months out

a7 High leved, velied onedible infed from B enforoement.  Thinea! indic alor inted 1o 2esis in
TS DOMSE PRANMIng.

S8 Ay info Uhat oould impact our aperations by oneating salely conoems.
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100

105

106
1ov

110
113
113

Traningicertificationisducaton levels Special eam nequirements, daily onew siatus.

| mimediate Tneal, means of operation, Weilale signs, past history of smilar slacke, players
potental for threat on e, propey and infrastreciune, resounde availabilty and reflex Lime,
Timels

Same answer as for siralegic degisions_ An intel briel would help us assess our gaps so
wiir Gan identify which inked i useful

Thieats 50 Uhe Mirehghbers can b proleched

General safety and awareness of freats io e region.

Sacurity of stations and resouroes.

higiher Il and mone ariical

| choan't bancvar

Same 3% above.

Struciune Lype, hazard olass oooupancy, ulilfes infrastruciune, wasathes, and ex perienos
leveel of your crew along wilth Emtalions. of your equipm ent ane Faciors thal effect the
cudoome of an event

Current siluafions hat warrand immediate changes o nesponss patiems or slalling and
equipping of responders

Hone as of now_

Ay infiofmation fecewed would be evaluated Bul safety & secuity infofmalion S meseded.
| nfedligpesnces i cn wiork WP and create sman objectves 1o rain readiness. and awareness
for and build a tangible response (o,

Same as above

Crime, dnag actinily, known or suspecied fhreais, and amhing that may threaien our
memibers on duly of cheate fesownce demands (incidents) to the department
|teliapence i onily valuable if its aclionable. The Gie servios, ke By enfofosment can be
e paipxiienc Ut ol Schvinon Thie Roboe AND B mone Speciic the el
Thiéal in anea

Spescilfic threat information.

whal whene, when, how

Anything thal would lead our crews lo wear Lhe appropriale PPE befone amiving on sosne.
Sipeind i e ks fo pe-plan needed nesowites of response and milgabon.

Any infonTation that may requine an agency 1o Supple resounces hal ane outside of their
nommal daily operation.

el Bme, neliable data fiom e Foops on e giound

same as above

Dredirvis spscific neecs. recquined of the fire servios. Can an indnddual deparm enl adegquaiely
rignid T e s of will This be & coondinaled fegional effon?

Poorgonmned allooalions.

Aty and all information 1o prolec crews dufing their kour of duly

Infelipence that has been passed on from owr LE, (neligence that has been venfied
thnough AR IC or anciher credible scurce.

Aygann all inteligence s good o operational decsion malking.

Targels, specilic hazards, availability of special resounces.

Ay information that will curh pulling Firefighters and or the public 3l endee sk Bulletins
and Advisones.

na

enemy BoBcs and procedunes, cuiment Tieats

propery-5pecic information and information about incidents of national significanoe
Numiber of indniduals, type of malerals nvohed or presence of a langer overanching
operation (our needs. dovedailed inlo their operation, ofo )

Advanced inteligence Tor potential impacts 1o operational planning reganding lefronsm of
olher seourily retaled events.

S above

diinn; Haresat

Expecied when, how and whiene even] may Lake plaoe
Anyfhing that im pacts operafions.

same a5 above

Ml IMT Saenenes s Power enefgy suppies operationsl of down. Acoess [0 aneds Rosd
wy conditions. Nursing homes/Hos pitals that ane ex posed Adlional resourses for planning
Meswr of evolving info.

Uik by mysell

Mol Swhe

Law enforoesment pariners. operalional plans.

Cusrénl uiiesals
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Potental Threats

Imipesc b5 10 public safely pariners Dhat may chandge our operaions.

Ty OF stractunes, s ber of SIBCINeS in an afed. Population in an anes

InSoermabon on exinem st groups in e region and any plans hal may impact operaions.

| v 0ty i

Anything can will efflect our abilty to handie and miligate emergencies

Suspicion of seaondany Bngels, mulliple ngels, group or individual, type of attack,
organized of "pop-up.”

Thee typical information and intedigencs that we meceve fom our fusion center s adegquate
for our wse. For langer events in our communily we ane looking for speclic threals o olher
aciors thal could impact e event

LED information.

Mare specific b shorter operational periods

What i e Long term effect, what i the Cost to be expecied and will there be cost
sy OF 5 sl Anoe

See e question immediately above.

Mare day-to-day type. Movements of adversanes, BOLO reports that should be shared,
trends in gang and drug acdiily.

| am not sure that | will Gfflerentate between operaional and tadtical decsion-making.

| il vl i 10 the wihi, whial, when, wihene siatement shaned above, but | might add,
.

Fine depariments oflén operabe in o modes - One - wihedhie wie hanoe Sein Hhe problem
bfore, and we have stes! level expenience with 2 history of sucoeseful miligation [Using
reaogniion primed decision-making). This is typically an event that we can act fast on and
employ established proosdunes. 1o salely miligate the event

The second mode s wsed when we ane notl Sune of he siuation, we have Ble oo

ex pedienos dealing wilth § befone, we do Rol understand sk we do ol know how 1o best
resoha the problem, and we often need o reach out o 3 Subject Maller Expert (SME) for
oulsde advice

Maonwving Sorward, if Fire Department personnel wene e posed o inoressed
informationfinteligence sharing. the need for an oulside SME may be reduoed, beoause
i el icorsal acBons e Row ransltioned into the RPDM categaony desofibed abows,
i e e i ity o Do, Al e Gan B0 Thedne i ek assocated with the
calegary wihehi wie fanve fo operabonal expenience. Thes fsk, ooupbed wath U Bk of
discretionany ime (See Gordon Graham) - is & recips for Falune, injury, o death.

Ay rebevant nformabon Tt will enhance ol fesponse ¢ apabilibes.

Potental neats in the anea, 22 well 35 Lype of thireat

Actve shooler Tneals, daily school s

Thrests, gatherings, profesis

see above, o - no go decsion making, risk management

Threat assessment, infel on protests, even oyber threats can impact our ability fo respond.
Wwho, Yehat, Where, Why, & How

Infermaally, operational staffling, apparatus availabilty, el

Incadent specific information. Potental of e single inadent escalaling, threat 1o

fes ponders.

Typse and quantity of hazandows materials.

Good question - anylhing would be nio Sinoe we gel noling.
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Field summary for Q15

What type of intellige nce is required for tactical decision-making?

Answer

An e
o ns wer

Count Percentage

113 54 G5
] 1.86%

Mot completed or Mot desplayed 204 63 16%

BE E BHZ2 BEHE BAH

BAgLEHES

el

sRegd

Response

Augann, your 255umphon Bl we know what s avalable s 3 bl over the fop.

Infarmation on known of gredible hazands ko which Nirsl nes ponders will respond.

thieal assessment realsbc, effects Purchasing, staffing

Do wiis nsesd 10 e another plan (o ko) ?

Anything thal effects our primary and secondary responses.

Wickent vs. Non-Viokent infent towands firsl responders.

Auny e pisclesc] Dhreal oF peerc enved Thineat

imilations due 1o secondary events.

SAR

The compsany officers msd Lo know of kool Tneats 5o Tal they ray acoiss problers thal
they may run into. Possible iermorst adivity.

B b m alaers.

Emenging thneats_

Same

Immediate known threats o personnel safety, such 25 anes of ohvil wnnest, discovery of
oertain chemicals of explosives wilhin a building, elc

Agtion planning 1o inglude means of sequring resources 1o execute Lhe plan.

Specilic threals or achual events.

Wie occasionally gel some inteligence fom local PD when on soenes. e acive shooler,
bamiit Uhunea, Fine wilth standolf

Real lime data relaled o Threat polental

Timedy aind actionabie.

Aunyhing that would prohibit il of e ioobs in e ool box fom being oonsidered a5 2
mistigeation to the problem.

Readies. personnel for the fulure, esher Through equipment preparalions, safely awareness
and whad nesouroes might be nessded.

Securing additional training to address targeted threats

' ol Suie . &5 wer aine féss ponding L would be good 1o gel maximum inf on whal we ane
FUnning inks — sale Zones Tor Staging.

lhreats, polential threats, how il may impad operation readiness

Al of e above

Wiesapons on sile, suspecied oell infonm aton.

ool res porese ending

Same &5 aperational DM

53

Any and Al

Speciiic cnedible info thal indicates a direcl hreatbonoem/stuaion hatl would specfically
impact my deparment

fads

specific rsks, threats, and mefhods.

e wilth &pescilic; indlicatans of WMD of drug babes, wamings. about secondary devices,
fonindromes, emerging threats (any reaim inchuding oyber and public heaith), vertical lemor,
Gomplex coordinaled affacks, viclent infruders, elc_ s most wseful for Eactical
decison-making. Fank and Mke people neid 1o kndw whal thiealts ane out Tene, including
tactics used overseas that will eventusally be used here, and especially what i already
being uesid Of acliviely Tneabenad in e hometand.

M e

Potental threats, changes io current threat leved and neasons wiy.

|suses Thaat im pasct Dhee fire senvice and/on our operational anea

Senir Albcrve

Imminent hreats and awaneness of ariical infrastructune in Bw anea of operation.

131



105
106
107

110
113
115
17
118
L
127

134

145

145

155

n
210
213

Maoné 5 picfic ohdible intel oo used on @ defined aned of GonoRM vE pineral waneness.
Any info that coukd impact our operations by creating salely concenms.

Training/ ceniicaion equipment and proper briefing for identiied hreats.

et foaban of an macent and then the mplemertaton of the deparments operatona|
plan

What i missing in this queslionnaine i whelher we ane sharing inlel with Bw enforoement.
Ve ane in Deople’s homes and busingsses and UEng OUl Senses, we observe Lhe
ervironment. W can gather impomant infeligence but o we shane 17 PD meeds 0 kow
el e G b G Hve parlicinants in the inlel community, wel we Fail 10 ket PD Kiow witatl
e G offier.

known Bhneat o e, location of incident and s pobental, natural barmers.

Safety consideration, expeciations of work [o be done

Same answer &5 of siralegic decesons. A inlel bivel would help us 256655 owl aps 50
ik G ickenlify wihich inted = useful

Thiniads.

Gaeneral safety and awareness of hreats b the region.

Diesperacs o e nesune of the: inteligence and the incident

highes level and more orifical

| et ket

Same.

Crriggin of emergency, addilional manpower and eguipment resounces Fvaitable, e safely
of ocoupants and of fire personnel. Type of em engency and e ability and raining level of
the crew responding ko miligale e hazard.

Immediaie fhreats io seaurity, community impact Shat will require rapid changes io
deployment and normal operations

Mot sune.

Anry infonmation receied would be evalualed But safety & security infonmation s needed
11 o Koy o L 6 deche i Koo o i wdlll come diown 50 givie uss the infonmaton
needed 10 be able 1 go aNer som efhing inteligently and nol jus! shooting Trom e hip.
any intel that would affect the salely of our members or e people of our com munily.
More dedsaled inteligencs on the tactical ncdent 3t hand. This has Brgely been done
through on scene command officers between PD and FD.

Al the tactical leved # would great if aw enforoement undersiood what a Unified Command
achsally consists of and looks ke, As recent as e Las Vegas mass shoolings, while Fine
i 1o Sl up @ Joind Command Pést o

iniliade Uinified Command, | am lodd the polios had no less than 5 CPs and nol even a
sirughe |C of Uik end.

Thinessl in ane

Specihic threat informalion.

witial, wihede, when, How

Soene saledy

Speciic locaton of hazard needs to minimiZe fsk and proper PPE

Ay inforration thatl iy fequine an S0ency 1 SUpple NEsoundes Tat ane outsice of heir
nommal daily operalion.

o Seedback fom Uoops in the lrendes

STHE

Resources needed to cane out aperational goals.

Resource Allocahons.

Ay and all information bo probect crews while res ponding (o alarms

Ty of Buheat Uhat i imvohoed in B inleligence.

Aggain all inledigence s good Sof operabonal decsion making.

Tangels, specific hazards, availability of specal resounces.

Same

na

I'W jiest thiroes his in here in cirse thene in't 2 place 1o allow the exchange of contad
information. | am the Fine Serice Inteligence Analyst for Northern Virginia. | am the Fire
Lisson to 12 federal and local fire depantments covening approximately 5,000 personnel.
You are welcome o contact me (infially via email) and we can discuss in delail § you ke
michaed Saylon@Eifanounty gov

Precursors, pre alck indicalars and cumment threats

Property ana ingident spesfis data

Materials involved, type of adtion, ek
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216

217

Direct and Smely informafion that may affect incident response capability or current
ingident management

Samir o

i | Wil

T sl iy b wsesd and Uhee how @ manybe caimed oul along wath the wihede
Anything thal impads operalions.

same &5 above. To be hones! we (Polioe, Fite and EMS)ane knda ina phe - 901 stales fof
infedligenoe: shairing in in our comm unity and county.

Expescesd futune Operafional planning for command in deciding deployment when o
exiend o exil e specific stralegies should the hazard exdend beyond confnol.

S o

Uk

Mol Sune

Law enforoement pariners. operalional plans. Commaon operaling piclunes.

Couirent Bifeals

Pobential Threats

Impacts o public safely parners thal may change our operations.

ez -l buslding constieclion heatienes, e kads
Hames/pholcalidentfiers of suspeds or PO

| el i ichesy

Anything can will effect our ability 1o handle and miligale emenpences

Al e above lesds o These deoisions.

T Lyl infiormsaticon and infedigenc e (hal we mecenoe fiom ok fusion oenler & adequale
fior o et Fior largesr eveents in owr oommnily we e looking for specific threals or olher
aciors that could impact e event.

LED information

| it Hnesal

An analysis of e ongoing operation, and the effectveness of our effons, and proficency
of oar operaions, ane their any changes or new information that changes. our game plan
S o quesiions above.

Day ko day type ineligence, what has happened in the kel 72 howrs thal is alfecting e
nexi 24 Shootings, robberies, drug shorfages, arson, bomb scanes afe exam ples.

S My OpErational ecsion-m aking nesponse above.

Any nedervant information that will enhance our Pesponse capabilifes.
Polenkal Feals in e Sned, &5 well 25 Dype Of Hinel

Specific Uhneal localicns.

Thieats, gatherings, prolests

deployment choloss, chew 50, Nesoune type, law presence

same a5 abowve.

Who, Wihal, Vhere, & How

Ll of inacivichusal (raaning and skills sels Bl asaiable for U shill thal's on
(We're a small rural depariment, 50 everyday s dilfenent)

Spescihc mfonmation Lo prem ses moohed, matenal mohoeed, and prolectie medsunes.
Type and quantity of hazandous materiaks.

Dty infedigence briefs on losal and immedale foeals.
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