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Abstract

The acquisition of artificial intelligence (Al) systems is a relatively new challenge for the U.S.
Department of Defense (DoD). Given the potential for high-risk failures of Al system
acquisitions, it is critical for the acquisition community to examine new analytical and decision-
making approaches to managing the acquisition of these systems in addition to the existing
approaches (i.e., Earned Value Management, or EVM). In addition, many of these systems
reside in small start-up or relatively immature system development companies, further clouding
the acquisition process due to their unique business processes when compared to the large
defense contractors. This can lead to limited access to data, information, and processes that are
required in the standard DoD acquisition approach (i.e., the 5000 series). The well-known
recurring problems in acquiring information technology automation within the DoD will likely be
exacerbated in acquiring complex and risky Al systems. Therefore, more robust, agile, and
analytically driven acquisition methodologies will be required to help avoid costly disasters in
acquiring these kinds of systems. This research provides a set of analytical tools for acquiring
organically developed Al systems through a comparison and contrast of the proposed
methodologies that will demonstrate when and how each method can be applied to improve the
acquisitions life cycle for Al systems, as well as provide additional insights and examples of how
some of these methods can be applied. This research identifies, reviews, and proposes
advanced quantitative, analytically based methods within the integrated risk management (IRM)
and knowledge value added (KVA) methodologies to complement the current EVM approach.
This research examines whether the various methodologies—EVM, KVA, and IRM—could be
used within the Defense Acquisition System (DAS) to improve the acquisition of Al. While this
paper does not recommend one of these methodologies over the other, certain methodologies,
specifically IRM, may be more beneficial when used throughout the entire acquisition process
instead of within a portion of the system. Due to this complexity of Al system, this research

looks at Al as a whole and not specific types of Al.
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Executive Summary

This report seeks to address the emerging field that falls under the umbrella term
artificial intelligence (Al), and the Defense Acquisition System (DAS) that is not designed
to develop and procure such state-of-the-art, rapidly evolving Al technologies. Thus, the
research examines the challenges of acquiring an Al-based system within the typical
acquisitions framework in business and in the Department of Defense (DoD) by
conducting an analysis on a set of recommended quantitative tools for use in analyzing

the processes in the acquisition of organically developed DoD Al systems.

The first section, “Introduction,” discusses the research’s problem statement,
research objective, and research question. After a brief discussion on risk, the proposed
three technical approaches evaluating DoD Al systems, Integrated Risk Management
(IRM), Knowledge Value Added (KVA), and Earned Value Management (EVM) are
introduced. The second section, “Literature Survey,” provides a brief synthesis of the
numerous articles surveyed, with an emphasis on the Defense Acquisition System,
followed by the various approaches: EVM, KVA, and IRM. The third section, “Artificial
Intelligence,” delves into the intricacies of Al, starting with a brief history, followed by the
various Al concepts such as machine learning and Al contracting applications, and
concludes with a discussion on the acquisition of emerging technologies such as Al. The
fourth section, “Methodologies,” describes the three methodologies, EVM, KVA, and IRM
in more detail, as well as provides examples of how they are applied. The final section,
“Conclusion,” wraps up the research with a series of conclusions and recommendations

for future research.

This report seeks to introduce tried and true quantitative methods (EVM, KVA,
IRM) for their application to the DoD Acquisition of Al systems. Therefore, this research
recommends that future studies examine whether acquisition methods, strategies, and

methodologies should change based on the category of Al being acquired.
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Introduction

Acquisitions of artificial intelligence (Al) systems is a relatively new challenge for
the Department of Defense (DoD). Given the high risk of failure for such system
acquisitions, it is critical that the acquisition community examines potential new
approaches to help manage the Al acquisition life cycle. The well-documented recurring
problems in acquiring information technology within the DoD will likely be exacerbated in
acquiring these leading edge, complex, and risky systems. The identification, review, and
recommendation for the optimal use of new acquisition methodologies, to supplement or
replace existing methodologies, should help avoid costly disasters in Al system
acquisitions. In addition, the use of these methodologies should also create a more
flexible acquisition scheme that allows for incorporation of unanticipated, value-added

components of future Al systems.

Al has been in use in various commercial and governmental domains to address
a variety of decision support problems. However, existing DoD acquisition frameworks
may not be adequate to address the unique nature of Al systems life-cycle investments.
Al systems are qualitatively different than standard automation systems that focus on
routine, repeatable tasks. To develop acquisition frameworks for Al systems, it is first
necessary to examine how Al systems will be used to support, or supplant, decision-
makers. The purpose of this research project is to provide a set of quantitative and
analytically robust decision-making methodologies for acquiring Al systems that address

the inadequacies of the current standard investment acquisition life-cycle framework.

To better understand the potential contributions of this research, it is important to
recognize the recent drive toward using innovation in improving defense acquisition
outcomes. During the Cold War, the United States and particularly the Department of
Defense enjoyed a position of prominence in the realm of military technological
development. Therefore, the use of the common Defense Acquisition System allowed the
DoD to develop, test, and field large-scale weapons systems through a slow, labor
intensive development process. However, the rapid growth of technological

developments has diminished the DoD’s technological advantage over many of the
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United States’ near peer global competitors. As a result of the current challenges, the
DoD launched several key initiatives such as Better Buying Power 3.0, which is “aimed
at accelerating acquisition reform and incentivizing innovation within government,” as well

as the Defense Innovation Initiative, and the “Third Offset Strategy” (Voelz, 2016, p. 180).

The underlying premise behind these recent efforts is that the traditional methods
of acquisition are less than optimal in achieving the desired outcomes in DoD weapons
and business systems. Therefore, the goal of implementing innovation in the DoD
acquisition process has been designed to provide the means of achieving these better
acquisition outcomes. Some of the key attributes in the recent initiatives include adopting
best practices in DoD labs (Sullivan, 2018) and increasing the use of rapid development
cycles through prototyping (DiNapoli, 2019). In addition, the DoD also seeks to take
advantage of the commercial sector’s rapid development of innovative technologies by
partnering with the commercial development of dual use technology—technology that has
application for both the private and defense sectors (Kendall, 2017; Voelz, 2016). It is this
urgent context that provides a push for innovation in the DoD acquisition processes and

provided the impetus for the current research study.

Research and Problem Statement

The current problem at the DoD is that the complexity and speed of decision-
making is increasing exponentially with the advent of intelligent systems that support or
that actually make decisions in time-critical, high-impact problem spaces. The current
process management and control tools that a program manager (PM) might use to
support acquisitions do not provide adequate warning of, or provide sufficient information
about the root causes of, fiscal budgetary overruns and time schedule delays. This is a
problem because PMs are, as a result, unable to respond to issues in a timely manner,
delaying the delivery of promised capabilities to the services. Additionally, the money and
resources spent in excess of the original budget could be used in other acquisition
programs. To better understand the possible causes and solutions to the Al acquisition
problem, this study examines the strengths and weaknesses of three performance and
project management methodologies. These methodologies, Earned Value Management
(EVM), Knowledge Value Added (KVA), and Integrated Risk Management (IRM), are

ACQUISITION RESEARCH PROGRAM
GRADUATE SCHOOL OF DEFENSE MANAGEMENT -2-
NAVAL POSTGRADUATE SCHOOL




used to strategically and tactically plan, monitor in real time, measure, and preemptively
forecast the value and progress of Al acquisitions. A review of these recommended
project analysis and control methodologies will offer insights into the strengths and
weaknesses each approach could offer acquisition professionals within the general
phases of the Defense Acquisition System. This research offers potential solutions to
improve early warnings of cost and schedule overruns, and value opportunities foregone
in the acquisition process. As such, this research focuses on the review of these

methodologies and their applications to the acquisition process of Al systems.

Research Objective

The current research examines the challenges of acquiring an Al-based system
within the common acquisitions framework in business and in the DoD. The primary
objective of the current research is to evaluate three quantitative analysis tools for
improving the acquisition of organically developed DoD Al systems. A comparison and
contrast of the proposed methodologies will identify when and how each method can be

applied to improve the acquisitions life cycle for Al systems.

Research Questions

The questions examined in this research are as follows:

1. How should each proposed methodology be used throughout the Al systems
acquisition life cycle?

2. Will the combination of methodologies reduce the risks associated with
acquiring an organically developed Al system?

3. When should the methodologies be used in the acquisition life cycle to ensure
successful acquisition of Al systems?

4. What are the risks inherent in following a 5000-series acquisition framework
when acquiring an organically developed Al system?

Technical Approaches and Outcomes of the Research

This research provides an in-depth review of each of the three methodologies
(IRM, KVA, and EVM). While each acquisition project is unique, all must pass a series of
common hurdles to succeed. A successful Al acquisition approach requires the support

of methodologies that are designed to identify and value system options and forecast the
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future value of systems while assessing and mitigating investment risks. The dominant
methodology for managing DoD acquisitions that exceed $20 million is EVM. The current
structure of EVM may be enhanced with the addition of the IRM and KVA methodologies
due to the unique needs of an Al system acquisition. This research examines how these
three methodologies might be incorporated within an acquisition life-cycle framework
assessing the benefits and risks of this potential extension of the standard framework.
These methodologies have been used extensively in the past in acquisition research
performed for the Acquisition Research Program (ARP) at the Naval Postgraduate School
(NPS). This current study builds on the key learnings from this prior research to enhance
the acquisition life-cycle framework with a focus on the unique characteristics of Al system
acquisitions. The anticipated outcome of this research will be a set of guidelines for how
and when to use the three methodologies to improve the potential success of acquisition

of Al within the acquisition’s life cycle.

The history of organic complex information technology (IT) has been characterized
by cost and schedule overruns that have created havoc for acquisition professionals as
well as systems designers and future users who expect to receive valuable new
capabilities (Oakley, 2020; Housel et al., 2019a). The DoD’s standard 5000-series
acquisition life cycle provides the context for reviewing the ways the methodologies can
be used to enhance the acquisition life-cycle approach in managing the acquisition of Al

systems.

Risk-Tolerant and Risk-Averse Behavior in DoD Acquisitions

This following discussion of programmatic risk management requires a
foundational understanding of the effect of risk on human behavior. Primarily this is the
effect of risk on the PM and other program leaders. The goal is to gauge how these
principal acquisition professionals respond to risk and their aversion to risk with regard to
acquisition decision-making in terms of cost, schedule, and performance. Bhatt et al.
(2005) note that a fundamental understanding of risk management addresses the
question, “How much risk is acceptable?” (p. 64). As noted by Housel et al. (2019b), “A
recurring issue at the U.S. Department of Defense (DoD) is that acquisitions of

information technology (IT) have been fraught with schedule and cost overruns. The
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problem is the risk and project management tools the DoD currently uses inadequately
address the fiscal and temporal overruns” (p. 3). This premise is supported by numerous
studies on DoD acquisitions, particularly those that involve complex IT systems. A prime
example that illustrates this issue is the multitude of reports on the development of space
and satellite systems (Chaplain, 2017, 2019; Ludwigson, 2019). The issue of concern is
that PMs and other managers of DoD acquisitions, particularly in the case of advancing
cutting-edge technological systems, are increasingly becoming either overly risk tolerant
or increasingly risk averse. As noted by Chaplain (2019) in the GAO report:

Cost and schedule growth in DOD’s space programs is sometimes driven

by the inherent risks associated with developing complex space technology;

however, over the past 10 years we have identified a number of other

management and oversight problems that have worsened the situation.

These include making overly optimistic cost and schedule estimates,

pushing programs forward without sufficient knowledge about technology

and design, and experiencing problems in overseeing and managing
contractors, among others. (p. 6)

Thus, the motivation to be risk averse promotes a cautious culture among the DoD
acquisition community. As the DoD continues to develop systems that are increasingly
complex, the risk tolerance of PMs and other acquisition leaders is diminished in direct
proportion to their inability to meet the program requirements for cost, schedule, and
performance. It follows that the result of this is an organizational culture in the DoD
acquisition community that is unwilling to assume risk. In addition, there is tremendous
pressure to push unrealistic schedule and cost goals and results in unforced errors in the
acquisition program’s baseline. As a result of these unintended consequences, programs

are most often more expensive, late, and/or not able to perform to the standards specified.

Integrated Risk Management

IRM is a comprehensive methodology that is a forward-looking risk-based decision
support system incorporating various methods such as Monte Carlo Risk Simulation,
Stochastic Forecasting, Portfolio Optimization, Strategic Flexibility Options, and
Economic Business Case Modeling. Economic business cases using standard financial
cash flows and cost estimates, as well as non-economic variables such as expected

military value, strategic value, and other domain-specific subject matter expert (SME)
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metrics (e.g., Innovation Index, Conversion Capability, Ability to Meet Future Threats,
Force Structure, Modernization and Technical Sophistication, Combat Readiness,
Sustainability, Future Readiness to Meet Threats) can be incorporated (Mun, 2016a).
These metrics can provide robust forecasts as well as mitigating risk via simulations that
account for program uncertainties. The tools set also uses modeling to determine
potential program benefits compared to program costs (e.g., return on investment for
innovation or return on sustainability). Capital investment and acquisition decisions within
Al program investment portfolios can then be made based on the resulting rigorous
quantitative analysis (considering budgetary, manpower, and schedule constraints).
Projects can be broken down into their detailed work breakout structure (WBS) and tasks,
where these tasks can be combined in complex systems dynamic structures or
implementation paths. The cost and schedule elements for each task can be modeled
and risk-simulated within the system to estimate the resulting total cost and schedule risk
of a given Al acquisition program. Portfolio management is often integrated with IRM
methods to provide a more holistic view in terms of acquisitions of IT and Al acquisition

programs.

Knowledge Value Added

KVA identifies the actual cost and value of an organization’s assets (human and
technological), standard functional areas, or core processes. KVA identifies every
process required to produce an output, and the historical costs of those processes, the
unit costs, and unit values of products, processes, functions, or services can be
measured. By describing all process and subprocesses (down to the detailed level of
WBS) outputs in common units, the methodology also permits market-comparable data
to be generated; this ability is particularly important for nonprofits like the military and
government organizations. Value is quantified in two key productivity metrics: Return on

Knowledge (ROK) and Return on Investment (ROI) (when market comparables from

industry are used). KVA includes the following seven-step method (Housel & Kanevsky,
2006):

o ldentify functional areas and core processes along with their subprocesses.
It is quite useful to have at least two process or functional area subject
matter experts (SME) to ensure reliable estimates.
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o Establish common units of output and level of aggregation of the process
output to measure learning time required to produce the outputs. Other
common-unit measures of output can also be used such as tasks (e.g.,
WBS), computer code, or process instructions that may be contained in
existing documentation as long as they are calibrated to a common level of
complexity using learning times.

o Calculate learning time (i.e., knowledge surrogate) required to produce the
outputs of each process or functional area.

o Designate a sampling time period long enough to capture a representative
sample of the core processes’ or functional area’s aggregated output.

o Multiply learning time for each process by the number of times the process
executes during the sample period.

o Calculate the cost to execute the knowledge (e.g., learning time or process
instructions) used by the resource (i.e., people, technology) used to produce
the outputs to determine process costs.

o Calculate ROK and ROI.

Following these steps yields a defensible estimate of the productivity (i.e., ROK, ROI)
of a given process or set of subprocesses. These estimates can then be used to track
progress in an EVM framework in terms of cost, schedule, and importantly, the value
produced. The KVA estimates can also be used to track the volatility of a set of
processes, and this metric can be used in the IRM processes that forecast future value

from, for example, an Al system.

Earned Value Management

EVM provides cost and schedule metrics to track performance in accordance with
an acquisition project plan. EVM is required for large DoD acquisition programs that use
incentive contracts valued at or greater than $20 million (Department of Defense [DoD],
2015a).

EVM methodology uses a WBS to try to ensure that an acquisition project is on
schedule and within the estimated cost for each work package. It is used to measure work
progress and any deficiencies using cost and schedule metrics that also can be used to
measure program performance trend analysis with a focus on identifying any budget and

schedule deviations from plan. However, the analysis is done after each process or stage
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in the WBS. In other words, the actual cost and time spent to execute a particular phase
is compared against the initially projected budgeted plan.

Given the propensity of IT and Al acquisitions to be over budget and behind
schedule, EVM metrics help PMs identify and attempt to avoid overruns and schedule
deviations. Recognized plan deficiencies can help program managers identify waste and
chokepoints that require immediate correction. When deficiencies in cost or schedule
occur, EVM analysis can be used to reforecast the budget and schedule with the focus of
providing PMs with up-to-date accurate performance information. EVM analysis uses
schedule and cost estimates to find the Planned Value (PV) of a given acquisition project.
Cumulative PV provides the total value that should be achieved by a specified date. The
specific label for PV within the DoD acquisitions community is Budgeted Cost for Work
Scheduled (BCWS). Actual Cost (AC) is the accumulated accrued costs of labor and
materials at any point in time during a project. The label for AC within the DoD acquisitions
community is Actual Cost of Work Performed (ACWP). Earned Value (EV) measures the
progress for a given plan. The DoD acquisitions label for EV is Budgeted Cost of Work
Performed (BCWP).

Research Report Layout

The next section provides a detailed list of the literature survey performed, with an
emphasis on the Defense Acquisition System, followed by the various approaches: EVM,
KVA, and IRM. The third section delves into the intricacies of Al, starting with a brief
history, followed by the various Al concepts such as machine learning and Al contracting
applications. The fourth section lists the methodologies in more detail, and provides
examples of how they are applied. The final section wraps up the research with a series

of conclusions and recommendations.
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Literature Survey

This section starts with a discussion of the Defense Acquisition System (DAS) and
the system acquisition life-cycle methodologies that might support the acquisition
process. Each methodology is then described, providing a basic understanding of its
purpose as well as how the method can be applied to the acquisition life cycle. This review
provides a basic understanding of these methods whereas the next section covers each

methodology in more detail.

Defense Acquisition System

The DoD oversees the acquisition of new systems through the Defense Acquisition
System, which manages national investment in technologies, programs, and product
support for the United States Armed Forces (Department of Defense [DoD], 2003). Its
primary objective is “to acquire quality products that satisfy user needs with measurable
improvements to mission capability and operational support, in a timely manner, and at a
fair and reasonable price” (DoD, 2003). Within the DoD Decision Support System, there
are three separate but interrelated processes: Joint Capabilities Integration and
Development System (JCIDS), Planning, Programming, Budgeting, and Execution
(PPBE) process, and the Defense Acquisition System (DoD, 2017). This research
focuses on program management, as opposed to contract management, within the

Defense Acquisition System.

Acquisition programs are divided into different ACATs based on the type of
program and the dollar amount that is spent or is projected to be spent within the program
(DoD, 2015a). Figure 1 shows the various cost-based designations and categories within
the Defense Acquisition System. All dollar amounts for ACAT classifications are
calculated in fiscal year 2014 dollars (DoD, 2015a). ACAT 1 is designated for major
defense acquisition programs with an estimated Research, Development, Test &
Evaluation (RDT&E) expenditure of more than $480 million or more than $2.79 billion for
the total procurement (DoD, 2015a). An ACAT IA designation is for major automated
information systems that will exceed $520 million in total life-cycle cost, $165 million in

the total program cost, or $40 million for any single year of a program (DoD, 2015a).
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ACAT Il programs do not meet the criteria for ACAT | and will spend more than $835
million in the total procurement (DoD, 2015a) or more than $185 million in RDT&E. Finally,
ACAT Il programs are those not meeting the criteria for ACAT | or ACAT Il designation
(DoD, 2015a). The various designations allow for decentralized control of a program as

each category has different reporting requirements and designated decision-makers
(DoD, 2017).

Acquisition Category (FY14 5)
ACATID

reers * Makes ACAT ID and |IAM Decisions

M RDT&E or « Slens Acaulsition Doclclon M dum (ADM

276 BiPrciaia et Defense Acquisition Executive | DAE igns Acq | )
or MDA Special Interest USD(AT&L)

ACATIA | Defense Acquisition Board I

Advice to DAE
§520 M Life CycleCost or i
$165 M Total Program Cost

or 540 M Program Cost
in any single year

or MDA Special Interest

I lut
L feelen ﬂehm\
............................................ s
ACATIC/IAC Componemt Asquiskion ~_ \I—Sl//
Configuration * Makes ACAT IC, -
Steerlnssoards

[Ant Secretary) CAE IAC & Il decisions s =

ACATHI « Signs ADM S
F Working-Level IPTs
$185 M RDT&E or (WIPTs)
4835 M Procurement :
or MDA designation | Component HQ Review | \1“‘ e
Issue resalution
ACATHI Program Executive Officer PEO + Makes ACAT Il
(Gen Officer/SES) decisions Program Level
No Fiscal Criteria [Does . B3 ADM
not meet criteria above.| S IPTs
Program M,
ACATIV Col/LCol/Chvilian E
col/tscal/Cvilian Equtv) PM l'PTs assist the MDA
Used by Navy/USMC in oversight & review
Note: Some PMs report directly to CAE

ACAT: Acquisition Category MDA: Milestone Decision Authority
ADM: Acquisition Decision Memorandum PEO: Program Executive Officer
CAE: Component Acquisition Executive 0IPTs: Overarching Integrated Product Teams
Col: Colonel PM: Program Manager
DAE: Defense Acquisition Executive RDTEE: Research, Development
Equiv: Equivalent Test and Evaluation
HQ: Headquarters USD{AT&L): Under Secretary of Defense for
IPT: Integrated Product Team Acquisition, Technolegy and Logistics
Lt Col: Lieutenant Colonel USMC: U.S. Marine Corps
M: Million WIPT: Working-Level Integrated Product Team

Figure 1. Acquisition categories
Source: DoD (2017)

There are five phases within the Defense Acquisition System:

1. Materiel Solution Analysis (MSA)
2. Technology Maturation and Risk Reduction (TMRR)
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3. Engineering and Manufacturing Development (EMD)
4, Production and Deployment (PD)
5. Operations and Support (OS)

Requirements for new or improved capabilities, delivered through the JCIDS process,
drive the acquisition process (DoD, 2015a). Figure 2 illustrates the relationship between
the acquisition and capabilities requirements processes and their interaction in the
various acquisition phases. This study assumes the capabilities requested from the

JCIDS process are accurate and necessary.

Materiel
Development
I, Decision
Initial
Capabilities
Document” Materiel
Solution
Analysis
Phase
Requirements
Authority
Review of
AoA Results
Draft Technology Maturation &
Capability Risk Reduction Phase
Development I
Document® . b
L — Capability
Development B
Document* Engineering &
Manufacturing Development
Legend Phase
= i ! Development AN
= Decision Point
<> RFP Release Capability —— c
A = Milestone Decision Decision Production —
Point Document” Production &
D = Requirements Document Deployment Phase
. = Requirements Authority Operations &
Review Support Phase
* Or Equivalent Approved/Validated Requirements Document.

Figure 2. Interaction of capabilities requirements and acquisition process
Source: DoD (2015a)

Once an Initial Capabilities Document (ICD) has been validated, the Materiel
Development Decision initiates the MSA phase (DoD, 2015a). This decision begins the
acquisition process, although an acquisition program is not officially created until
Milestone B at the completion of the phase (DoD, 2015a). The purpose of the MSA phase
is to choose the most promising potential solution for the acquisition process that will fill
the needs of the ICD and to establish Key Performance Parameters (KPPs) and Key
System Attributes (KSAs) for the system (DoD, 2015a). To accomplish this, an Analysis
of Alternatives (AoA) is conducted to determine the suitability of potential acquisitions
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based on “measures of effectiveness; key trades between cost and capability; total life-
cycle cost, including sustainment; schedule; concept of operations; and overall risk” (DoD,
2015a, p. 17). The PM is selected, and the Program Office is established during this time
(DoD, 2015a). Once the necessary analysis is concluded, the decision authority—usually
the Defense Acquisition Executive (DAE), head of the DoD component, or Component
Acquisition Executive (CAE) unless otherwise delegated—determines whether the
program will continue to the next phase based on the justification for the chosen solution,
how affordable and feasible the solution is, how adequate the cost, schedule, and
technical risk mitigation plan is, and how effective the acquisition strategy will be (DoD,
2015a). This decision is known as Milestone A (DoD, 2015a). The MSA phase takes a
broad look at the potential solutions to a stated need and, as such, may be an appropriate

place to consider strategic methodologies such as KVA or IRM.

After approval at Milestone A, the program enters the TMRR phase to reduce the
risk associated with the technology, engineering, life-cycle cost, and integration of the
program to begin the EMD phase (DoD, 2015a). Design and requirement trades occur at
this point that are based on the budget, schedule, and likelihood of completion (DoD,
2015a). Guided by the acquisition strategy approved at Milestone A, contractors develop
preliminary designs, including competitive prototypes if feasible within the program, to

demonstrate the feasibility of their proposed solutions to the program office (DoD, 2015a).

Technology Readiness Levels (TRLs) serve as benchmarks that indicate the level
of risk associated with a solution reaching maturation per the schedule (DoD, 2015a).
Technology Readiness Assessments (TRAs) are a systemic, metric-based method to
evaluate the maturity and risk associated with the critical technology in an acquisition
program (DoD, 2011). A TRA will assign a TRL for each critical technology in a program,
ranging from 1 to 9 from the lowest to highest readiness level (DoD, 2011). Additional
methods to assess the likelihood a program will remain on schedule and on budget may
be beneficial at this stage, such as IRM. The Development Request for Proposals (RFP)
Release Decision Point authorizes the release of an RFP with firm and clearly stated
program requirements for contractors to submit their bids (DoD, 2015a). The Preliminary
Design Review (PDR) occurs prior to the completion of the TMRR phase unless waived
by the milestone decision authority (DoD, 2015a). Milestone B approves a program to
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enter the EMD phase and awards a contract while establishing the Acquisition Program
Baseline (APB; DoD, 2015a). The APB describes the approved program, specifically the
cost and schedule for the life of the program and is a formal commitment to the milestone
decision authority (DoD, 2015a).

EMD begins once Milestone B is approved. During EMD, the materiel solution is
developed, built, and tested to verify all requirements have been met prior to production
(DoD, 2015a). Hardware and software designs are completed, and prototypes are built to
identify any deficiencies in the design, which will be discovered during developmental and
operational testing (DoD, 2015a). DoD acquisitions programs with a contract value
greater than $20 million are required by federal regulation to use EVM to track and report
the progress of the program, which begins during this phase (DoD, 2019a). Once a stable
design that meets the specified requirements has been verified, the manufacturing or
software sustainment processes and production capability must be properly
demonstrated (DoD, 2015a). Milestone C confirms that these requirements are satisfied

and approves entry into the PD phase (DoD, 2015a).

The objective of the PD phase is to deliver a product that fulfills the requirements
specified in the earlier stages (DoD, 2015a). Initial operational deployment and testing
occurs with Low Rate Initial Production (LRIP) for manufactured systems or limited
deployment for more software-intensive programs where the system undergoes
Operational Test[ing] and Evaluation (OT&E) to verify that stated requirements were met
(DoD, 2015a). Once satisfied with the fielded systems, full-rate production begins, and
the product is deployed to operational units (DoD, 2015a). Design changes are limited at
this point, although some changes may still occur based on noted deficiencies (Housel et
al., 2019a). Contracts typically revert to a fixed price strategy during this phase, reducing

the PM'’s focus on cost and schedule variance (Housel et al., 2019b).

OS is designed to maintain support for the product and sustain its performance
throughout its life cycle, ending with the disposal of the system (DoD, 2015a). OS overlaps
with the PD phase since operational units are using the product while production
continues, beginning after the production or deployment decision (DoD, 2015a). PMs will
sustain the system using the Life Cycle Sustainment Plan (LCSP) developed during the
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acquisition process, providing the necessary resources and support to keep the system
operational (DoD, 2015a). Sustainment and support may include technological upgrades,
changes due to operational needs, process improvements, and other activities that may
require updates to the LCSP (DoD, 2015a).

There are six different models—four are standard and two are hybrid—that PMs
use to create their program structure, depending on the type of system being acquired
(DoD, 2015a). These standard models are templates for hardware-intensive programs,
software-intensive programs that are defense unique, incrementally deployed software-
intensive programs, and accelerated acquisition programs (DoD, 2015a). As shown in
Figure 3, the hybrid models mix the incremental nature of software development within a
hardware-centric program. In this model, software development is organized via a series
of testable software builds that will culminate with the fully required capability before
reaching the Initial Operating Capability (IOC; DoD, 2015a). The incremental builds are
synchronized with hardware testing requirements for prototypes and other developmental
requirements (DoD, 2015a). Other models use the same basic framework within the five

phases, with the exception of the accelerated program.

Development
RFP
cbhD Release
- Validation Decision
Materiel FRP
Development loc EoC
Decision J
[ Build 1.1 LRIP
Build1.2 |  ______,
[Build 0.41] Build 1.3] LBuild31:
Build1.4 | [Integration | Build32: |
= | Build 2.1 | : .
| Build 1.5 ' ------ OT&E Sustainment Disp
Materiel Technology Engineering & Production & Operations & Support
Solution Maturation & Manufacturing Deployment
Analysis Risk Reduction Development
Legend: A= Milestone Decision Q = Decision Point
* The actual number and type of builds during the program will depend on system type.

Figure 3. Hardware-dominant hybrid program
Source: DoD (2015a)
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Al and IT systems are increasingly prevalent throughout the DoD along with their
connection to weapon systems, facilities, and Command, Control, Communications,
Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR; DoD, 2015b). With
the integration comes an increased security risk from adversaries, elevating the
importance of effective cybersecurity capabilities and practices (DoD, 2015b). The DoD
manages cybersecurity policy through the Risk Management Framework (RMF) by
applying security controls founded on risk assessments throughout the life cycle of a
system (DoD, 2015b). RMF applies to “all DoD IT that receive, process, store, display, or
transmit DoD information” (DoD, 2014, p. 2). Cybersecurity within RMF is more than
simply information security, including items such as stable and secure engineering
designs, training and awareness for all users, maintainers, and operators of a program,
and the response, recovery, and restoration of a system following an internal or external
failure or attack (DoD, 2015b). The RMF occurs throughout the acquisition process, and

Figure 4 illustrates the six steps of its process.

Step 1
CATEGORIZE
System
Step 6 + Categorize the system in Step 2
MONITOR accordance with the CNSSI 1253 SELECT

Security Controls

« Determine impact of changes to the
system and environment

« Assess selected controls annually

+ Conduct needed remediation

= Update security plan, SAR and POA&M

» Report security status to AQ

= AQ reviews reported status

+ Implement system decommissioning
strategy

+ Initiate the Security Plan

Register system with DoD

Component Cybersecurity Program

« Assign qualified personnel to RMF
roles

-

Security Controls

+ Common Control Identification
» Select security controls
« Develop system-level continuous

monitoring strategy

« Review and approve the security

plan and continuous monitoring
strategy

* Apply overlays and tailor

Step 5 Step 3
AUTHORIZE IMPLEMENT
System Security Controls
Step 4
+ Prepare the POA&M ASSESS « Implement control solutions

+ Submit Security Authorization
Package (security plan, SAR and
POA&M) to AO
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determination
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Security Controls

* Develop and approve Security
Assessment Plan

= Assess security controls

« SCA prepares Security Assessment
Report (SAR)

« Conduct initial remediation actions

consistent with DoD
Compeonent Cybersecurity
architectures

* Document security control

implementation in the
security plan

Figure 4. Risk management framework process

Source: DoD (2014)
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The first step is categorizing the system, during which the potential impact of a
breach is analyzed, and the system and its boundaries are described (DoD, 2014). The
security plan is initiated, the system is registered with the DoD Component Cybersecurity
Program, and the RMF team is formed (DoD, 2014). Cybersecurity requirements are
included in the ICD, driving considerations in the MSA phase during the AoA (DoD,
2015b). The risk assessment considers the potential impacts on missions resulting from
a cybersecurity breach (DoD, 2015b). The RMF provides a relatively objective method to
determine the cybersecurity risk level that establishes the initial baseline security controls

necessary to ensure they are included in the acquisition plan for the system (DoD, 2015b).

In step two, the RMF team selects security controls, including those controls
common to other DoD programs (DoD, 2014). A plan to continuously monitor the
effectiveness of the controls is developed and documented (DoD, 2014). This plan is then
submitted to the DoD Components that review and approve the security plan (DoD, 2014).
As the cybersecurity strategy is developed in the MSA phase, the acquisition and
cybersecurity teams coordinate to ensure the appropriate level of security is implemented
in the program throughout its life cycle and in the system architecture and design (DoD,
2015b). The continuous monitoring strategy and security plan are also developed during
MSA (DoD, 2015b).

Next, the approved security controls are implemented per DoD guidelines (DoD,
2014). The implementation must be appropriately documented in the system’s security
plan (DoD, 2014). Cybersecurity requirements are part of the system performance
requirements in the TMRR phase (DoD, 2015b).

Then, the RMF team must develop, review, and approve a Security Assessment
Plan that will allow proper assessment of the security controls (DoD, 2014). Once
approved, the system security is assessed in accordance with DoD assessment
procedures and the Security Assessment Plan, during which vulnerabilities are assigned
severity values and the security risk for both the controls and the aggregate system is
determined (DoD, 2014). This is documented in the Security Assessment Report, which
is required before authorization of any system, and remediation actions on the security
controls are conducted (DoD, 2014). The cybersecurity requirements stated in the
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Capability Development Document are validated during the TMRR phase prior to a RFP
(DoD, 2015b). The Preliminary Design Review, which is also conducted during the TMRR
phase will include cybersecurity aspects, ensuring the approved plan is implemented in
the chosen design and risks are mitigated to an appropriate level (DoD, 2015b). As the
system develops in the EMD phase, all computer code follows applicable standards and
secure coding practices with assessments conducted and documented in the Security
Plan (DoD, 2015b).

Based on the recognized vulnerabilities, a Plan of Action and Milestones (POA&M)
is created that identifies tasks needed to mitigate the vulnerabilities, resources necessary
to complete the plan, and milestones toward completing tasks (DoD, 2014). The
Authorizing Official who will determine if the risk level is appropriate prior to authorizing
the system receives the Security Authorization Package (DoD, 2014). Creation of the
POA&M begins in the MSA phase and continues throughout system development (DoD,
2015b).

Finally, the security controls must be monitored throughout the life of the system
to ensure any changes to the system or the environment do not negatively affect
cybersecurity measures (DoD, 2014). Should someone detect vulnerabilities, the
necessary remediation will be conducted, and the security plan updated (DoD, 2014).
Once a system is approved and operationally deployed, the cybersecurity is monitored in
accordance with the continuous monitoring strategy and Security Plan (DoD, 2015b). New
risk assessments are conducted when changes to the system, its environment, or the
planned use of the system occur (DoD, 2015b). Should vulnerabilities occur, the PM
updates the Security Plan and POA&M to indicate how the vulnerability will be addressed
(DoD, 2015b).

Earned Value Management

Currently the DoD uses EVM within the Defense Acquisition System (DAS) to
evaluate the progress of acquisitions. EVM is a system PMs use to integrate the work
scope with the cost and schedule of that program to improve the control and planning of
the acquisition. It establishes a baseline for the objectives of the program to measure cost

and schedule performance while the project is being executed. EVM is used to identify
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problems, create corrective actions to fix those problems, and allow management to re-
plan the program as required (Electronic Industries Alliance, 1998). The Federal
Acquisition Regulation (FAR) specifies that DoD acquisition programs whose contract
value exceeds $20 million are required to use EVM in the program office (DoD, 2019).
Mandates within the federal government require reports on the progress and execution

of acquisition projects, leading to an emphasis on performance measures.

In sum, EVM exists to provide an assessment of the actual physical work a project
has completed compared to a baseline plan (Fleming & Koppelman, 2010). EVM
integrates the actual cost spent on the project to date with the work that has been
performed on the project, allowing managers to compare the progress of the project with
their planned budget and schedule (Fleming & Koppelman, 2010). It provides managers
the ability to compare cost performance with work completion rather than simply cost
performance and planned cost, as is done in traditional cost management (Fleming &
Koppelman, 2010). When properly employed, EVM provides a reliable prediction of the
total cost and schedule requirements for a project through three distinct dimensions: the

PV, EV, and actual cost (Fleming & Koppelman, 2010).

PV, referred to within the DoD as Budgeted Cost of Work Scheduled (BCWS), is
the amount of work, either physical or intellectual, scheduled to be completed by a certain
point (Fleming & Koppelman, 2010). It is a time-phased budget reference and is used
throughout the project as a baseline for the amount of work completed by the scheduled
date (Vanhoucke, 2014). When depicted graphically (as in Figure 6) it is an upward-
sloping function and shows the cumulative increase in all scheduled and budgeted
activities from the beginning of the project until completion (Vanhoucke, 2014). Simply
stated, BCWS is the authorized budget for authorized work (Fleming & Koppelman,
2010). This baseline should be established prior to a program’s initiation and should
remain constant throughout the program to maintain a fixed reference, although the
baseline can be re-established if performance is drastically different than originally

planned to improve future project control (Vanhoucke, 2014).

To establish a baseline, the scope of a project must be fully defined, the resources
necessary to complete the project must be understood, and the compulsory tasks must
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be placed into the timeline required to complete each task (Fleming & Koppelman, 2010).
“If you do not know what constitutes 100% of a project, how will you ever know if you are
10, 20, or 35 percent done?” (Fleming & Koppelman, 2010, p. 48). Project managers
create a work breakdown structure (WBS) to produce an accurate baseline. A WBS is a
division of tasks arranged in a hierarchical, tiered fashion portraying the breakdown of
activities used to authorize, track, and report a program’s progress. It relates the individual
elements necessary to complete work to each other and the system as a whole (DoD,
2005). A WBS can be expressed in any level of detail, from high-level systems view, such
as Figure 5, down to the distinct pieces of material needed to construct a component,
depending on the level of detail needed (DoD, 2005). Within the 5000 series, the BCWS
baseline is usually established during the TMRR phase.

SYSTEM
Aircraft

| Airframe I| Propulsion I
| Detect I| Aim I | Fire I | Track I

Figure 5. Sample WBS

SUBSYSTEM

Fire Control Weapon

EV, the second dimension within EVM, represents the amount of money from a
project’s total budget spent on the work accomplished at a certain point in time
(Vanhoucke, 2014). Also referred to as the Budgeted Cost of Work Performed (BCWP),
it shows the total budget of the completed work packages and finished sections of open
work packages (DoD, 2019). BWCP comprises the amount of authorized work that was
actually completed with the amount of the original budget for accomplishing the given

work (Fleming & Koppelman, 2010).

The third dimension of EVM is actual cost (AC), or the Actual Cost of Work
Performed (ACWP). ACWP is the cumulative total cost a program has spent to
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accomplish work at a given point in time (Vanhoucke, 2014). It measures the amount of
money used to convert the PV into EV within the measured time frame (Fleming &
Koppelman, 2010). ACWP depicts the amount of money spent on a project regardless of
the output of the work. It is purely a financial metric illustrated over the elapsed time of a

project and does not actually account for the work that is actually accomplished.

Figure 6 gives a graphical depiction of PV (BCWS), EV (BCWP), and AC (ACWP)
for a fictitious project. In blue is the PV, showing the amount of money budgeted to
complete specific work packages based on the WBS. Green displays the budgeted cost
of the work packages that have been completed at a specific time, or EV. At the project’s
completion, EV and PV are equal since EV is calculated as a percentage of the planned
budget. AC, shown in red, portrays the money spent to complete the EV at the same point
in time. Ideally, all three lines will overlap, indicating the project is exactly on schedule
and budget. However, this is rarely the case, and the differences indicate the need for
additional information to determine what corrections are necessary, leading to the

performance metrics.
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Figure 6. S-curve with the three EVM dimensions
Source: Vanhoucke (2014)

Four performance metrics within EVM provide indications of a program’s current
performance compared to the baseline cost variance (CV), cost performance index (CPI),
schedule variance (SV), and schedule performance index (SPIl; DoD, 2019). CV
determines the difference between the EV work completed and the AC: CV = EV - AC
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(Fleming & Koppelman, 2010). If the difference is less than zero, the project is over
budget, greater than zero is under budget, and if equal to zero, the project is on budget
(Vanhoucke, 2014). The CPI is the ratio of completed work to the budget, calculated by
dividing EV by AC: CPI = EV/AC (Fleming & Koppelman, 2010). CPI can be used to
forecast a range of total costs to finish a project based on the performance of the project
to date (Fleming & Koppelman, 2010). If the CPI is greater than 1, the project is under
budget, less than 1 is over budget, and if equal to 1, the project is on budget (Vanhoucke,
2014). Both CV and CPI measure the deviation in the value of the completed work (EV)
and the cost of the work (AC; Vanhoucke, 2014). Figure 7 shows the performance metrics
from the example project in Figure 6 with CV and CPI in red. The CPI drops to roughly
0.7 in just over a week before maintaining a relatively constant level, indicating the project
is over budget, while the CV continues to become increasingly negative, showing the
increasing amount of money spent above what was budgeted (Vanhoucke, 2014).
Although the magnitude of the CV continued to increase, the CPI remained constant,

denoting the project continued to earn value at 70% of the planned rate.
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Figure 7. Example performance metric curves
Source: Vanhoucke (2014)
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Similarly, SV and SPI compare the performance of a project with respect to its
planned schedule. In the same manner that CV and CPl examine cost, these metrics
quantify the divergence in the value of the completed work (EV), and the amount of value
expected at a given point in time (PV; Vanhoucke, 2014). SV is the difference between
the EV work completed and the PV: SV = EV — PV (Fleming & Koppelman, 2010). If the
difference is less than zero, the project is behind of schedule, greater than zero is ahead
of schedule, and if equal to zero, the project is on schedule (Vanhoucke, 2014). SPI is
the ratio of completed work to the scheduled time that work was completed, calculated by
dividing EV by PV: SPI = EV/PV (Fleming & Koppelman, 2010). This ratio can be used to
estimate the project completion date (Fleming & Koppelman, 2010). If the SPI is greater
than 1, the project is behind schedule, less than 1 is ahead of schedule, and if equal to 1,
the project is on schedule (Vanhoucke, 2014). Referring again to Figure 7, the SPI and
SV for the previous project are shown in blue. The SPI initially dips to roughly 0.7 before
climbing back to 1 at the end of the timeline, while SV varies in a correlated curve until
increasing back to 0 at the completion of the project (Vanhoucke, 2014). This indicates a
slower start to the project and a recovery toward the schedule as work proceeds, even
though SV never equals 0 and SPI never equals 1—the corresponding values for on-
schedule performance—until the conclusion. While it may not be initially evident, this tells

PMs the program did not finish within the planned timeline.

It is important to note the term value in EVM does not have the same meaning as
in other methodologies, such as KVA. Within the context of EVM, value is defined as the
work accomplished toward completion of the project. There is no reference to the quality
of the completed work or additional (or missing) benefits the work might provide to a
system. The value is assumed because the specifications were defined in the project

requirements.

EVM has proven to be a reliable system to manage cost and schedule
performance for manufacturing in both defense and commercial industries. However, as
systems become more complicated and information technology (IT) and Al gains a more
prominent place within even traditional manufacturing projects, EVM may need additional
information from additional methodologies to improve its capabilities. Better incorporating
the strategic guidance associated with a program, the value gained from subcomponents
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and subprocesses, the risk associated with developing subcomponents of a system, and
incrementally improving a process may help improve the Defense Acquisition System as

a whole.

Knowledge Value Added

KVA is an empirical model that focuses on the practical application and
implementation of knowledge management (Tsai, 2014). Originally developed to assist in
business process reengineering, KVA creates an objective, quantifiable method to
measure the value of a process or service (Housel & Kanevsky, 1995). Typical financial
approaches to business process reengineering use the dollar amount of a final product
to determine the value of an object, failing to account for the knowledge required in the
various subprocesses involved in making the product (Housel & Kanevsky, 1995). In its
essence, KVA performs a single function: describing all process outputs in common units.
KVA accounts for the value of all components, processes, and support systems
necessary to complete a task or create a product or service by describing all outputs in
common units. It allows managers to compare the efficiency of the various steps across

all processes within a common value reference point.

Value has a different meaning in KVA than it does in other methodologies, such
as EVM or IRM. KVA bases its definition of value on complexity theory and views
organizational processes by their ability to change their input (raw material, information,
energy, etc.) into common units of output, as shown in Figure 8 (Housel & Kanevsky,
1995). Per Figure 8, process P changes the input in some manner, creating a different
product or service at the output, adding value to the system based on the number of
common unit changes from input to output (Housel & Kanevsky, 1995). If process P did
not change input X, then output Y is the same as input X, indicating no value was added
by the system (Housel & Kanevsky, 1995). While the change from X to Y may be minute
or large depending on the process, KVA converts all changes into common units, and
these changes indicate the amount of value added by process P to produce the final
product. The value generated through the process is proportional to the change in the
state from X to Y, denoting the amount of knowledge required to make the changes (Yu

et al., 2009). Thus, the contribution to a process is equivalent to the sum of all knowledge
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necessary to produce a product and/or interpret meaning from an input (Housel &
Kanevsky, 2006). This is true for all processes within a system, from production to service

to management.

Input Process Output
X (P ¥
PX)=Y

Fundamental assumptions:
1. If X =Y no value has been added.
2. “value” « “change”

3. “change” can be measured by the amount of knowledge required to
make the change.

So “value”x “change” ««“amount of knowledge required to make the
change”

Figure 8. Value added process
Source: Housel & Bell (2001, p. 94)

The KVA methodology is best completed by following the seven-step process
shown in Figure 9. Practitioners can use several methods to describe the units of change,
such as tasks, Haye knowledge points, Shannon bits, units of knowledge, and so on
(Housel & Bell, 2001). For ease of measurement, three measures are typically used within
KVA to estimate the embedded knowledge within a process (Housel & Bell, 2001).
Learning time, column two in Figure 9, measures the length of time it takes an average
user to learn a process and correctly complete it (Housel & Bell, 2001). Process
description, column three, is the number of process instructions used to transform the
given input into the desired output (Housel & Bell, 2001). Each instruction must require
an approximately equal amount of knowledge to complete a task (Housel & Bell, 2001).
The binary query method uses the number of binary questions (i.e., bits) necessary to
accomplish the process, roughly equivalent to the lines of code within a computer
program (Housel & Bell, 2001). However, any measure that satisfies the basic concepts

of KVA can be used to create a common-units measure (Housel & Bell, 2001).

ACQUISITION RESEARCH PROGRAM
GRADUATE SCHOOL OF DEFENSE MANAGEMENT -24 -
NAVAL POSTGRADUATE SCHOOL




Steps Learning time Process description Binary query method

1. Identify core process and its subprocesses,
2. . Establish commron units to Describe the products in terms  Create a set of binary yes/no
measure learnirtg time. of the instructions required to questions such that all possible
reproduce them and select unit  outputs are represented as a
of process description. sequence of yes/no answers.
3. Calculate learning time to Calculate number of process Calculate length of sequence of
execute each subprocess. instructions periaining to yes/no answers for each
each subprocess. subprocess.
4. Designate sampling time period long enough to capture a representative sample of the core

process's final producY/service output.

5. Multiply the learning time for Multiply the number of process  Multiply the length of the yes/no
each subprocess by the num- instructions used to describe string for each subprocess by the
ber of times the subprocess each subprocess by the number number of times this subprocess
executes during sample period.  of times the subprocess executes during sample period.

executes during sample period.

6. Allocate revenue to subprocesses in proportion to the quantities generated by step 5 and caiculate
costs for each subprocess.

=4

Calculate ROK, and interpret the resuits.

Figure 9. The KVA approach
Source: Housel & Bell (2001)

The first step, regardless of which metric an analyst employs, is identifying the core
process and its subprocesses (Housel & Bell, 2001). To fully understand and accurately
measure the knowledge inherent in a process, the entirety of the process must be mapped
(via a mapping of process inputs, process operation, and process outputs). Next, analysts
determine the measure that will be used in the analysis to describe the subprocess
outputs in common units (Housel & Bell, 2001). Learning time or lines of code (WBS can
be used to represent the presumed output of a given step in the acquisition process) are
the commonly used units as they can be used to convert outputs into common units
relatively quickly depending on the degree of accuracy required. Analysts must then
calculate the number of units (i.e., learning time, tasks, or lines of code) within each
subprocess (Housel & Bell, 2001). Then, the actual measurement of output occurs over
a specified period of time (Housel & Bell, 2001). The sample period will vary from system
to system depending on the complexity and the length of each process. After determining
the output for a standard execution of the process and the corresponding unit of measure
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(i.e., learning time, tasks, or lines of code) is established, the output is multiplied by the
number of times each subprocess is used during the sample period (Housel & Bell, 2001).
Next, a proportion of revenue (i.e., in for-profit organizations) is allocated to each of the
subprocesses, by the number of common units of output produced by each subprocess,
and costs are calculated for each subprocess (Housel & Bell, 2001). In the case of not-
for-profits (e.g., DoD organizations), a market comparable aggregate revenue estimate
can be calculated that provides a means to establish a price or revenue per common unit
of output which is a constant as all common units of outputs are the same. Finally,
analysts should determine the Return on Knowledge (ROK: monetized or non-monetized
output divided by cost) and interpret the results (Housel & Bell, 2001). Analysts should
use two or more estimates of description of the common unit of output based on the
method selected for describing the unit of output (e.g., learning time, lines of code). These
estimates can then be correlated to determine the reliability of the estimates. Estimates
with a resulting high correlation ensure the reliability of the value calculations (Housel &
Bell, 2001).

ROK is a ratio used to determine the value added from knowledge assets used
within the project to produce outputs (Housel & Bell, 2001). It is calculated by dividing the
knowledge embedded within a process and its frequency of use by the cost associated
with operating that process (Housel & Bell, 2001). ROK can be calculated for any manual
or automated activity; Al system and even management activities can be observed and
measured via the KVA approach, due to the knowledge embedded in all of these
resources. A higher ROK indicates more value returned for each dollar spent on the
process (Housel & Bell, 2001). ROK gives acquisition managers a common reference
point, an objective way to examine the benefit and value of a process compared to other
processes or functions, allowing leadership to manage their processes within a portfolio
framework to determine which, if any, process might benefit from moving knowledge from
employees to automation (i.e., artificial intelligence, robotics, online applications) to make

substantial improvements in productivity.

Figure 10 shows a rudimentary analysis of maintenance actions within a Marine
Corps Motor Transport platoon via the learning time method previously discussed. The
exercise was conducted to ascertain if an Al system would improve the timeliness of
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maintenance procedures while maintaining the same value in the process (Carlton et al.,
2019). Total knowledge was calculated by establishing the total amount of formal training
required to complete a given task, including initial and recurring training (Carlton et al.,
2019). Expenses were estimated by multiplying the average salary of the Marine
performing the work and the average time to complete the task (Carlton et al., 2019). The
ROK was computed by dividing the total knowledge (i.e., translated into amount of output
in common units) by the expenses (the cost component of the productivity ratio) (Carlton
et al., 2019). After establishing the baseline as-is measurements, the team estimated the
time necessary to complete each task (Carlton et al., 2019). Some steps within the
process were automated using the proposed IT system, reducing the cycle time.
However, total knowledge remained constant since the output from both the as-is and to-
be processes were equal. ROK from the to-be process increased compared to the as-is
process, suggesting the proposed Al solution will improve performance by reducing cost
(Carlton et al., 2019). Since the total amount of output remained the same, this change
suggests that cost will be reduced without destroying process output value. A more

detailed example is presented in the next section.

KVA is potentially useful tool for inclusion in the Defense Acquisition System. Since
the DoD is not a for-profit company, it does not have revenue to judge the effectiveness
of its programs in a monetized form. Instead, it relies on various metrics and evaluations
that are not comparable from system to system. If the DoD implements the KVA
methodology more widely, PMs may have a more objective measure to compare various
technological solutions to fulfill evolving requirements. Understanding the value that a
system or process provides in direct comparison with the value of other systems, whether
they are similar or unrelated processes, could provide beneficial information in the

decision-making, budgeting, and planning processes.
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As-Is Process

.. Total
Process Description T Expenses (5) ROK
Open SR 4320.00| S 1,663.70 260%
Induction 87360.00| $ 3,327.39 2625%
Order Parts 10080.00| S 332.74 3029%
Supply Opens Parts Requisition 20160.00| 1,663.70 1212%
Receive Part 41040.00| $ 1,996.43 2056%
Perform Maintenance 109920.00| S 13,309.57 826%
Final Inspection 87360.00| $§ 3,327.39 2625%
Totals 360240.00| $ 25,620.91 1406%
To-Be Process
ROK w/ Acq
Process Description Total LT (Hrs) Expenses ($) ROK Costs
Open SR/Induction/OrderParts 101760.00| S 3,992.87 2549% 2398%
Supply Opens Parts Requisition 20160.00| S 1,663.70 1212% 1053%
Receive Part 41040.00| S 1,996.43 2056% 1827%
Perform Maintenance 109920.00| S 13,309.57 826% 811%
Final Inspection 87360.00| S 3,327.39 2625% 2442%
Totals 360240.00| 5 24,289.96 1483% 1468%

Figure 10. Sample KVA tables
Source: Carlton et al. (2019)

Integrated Risk Management
Risk-Tolerant and Risk-Averse Behavior in DoD Acquisitions

As noted in the introduction of this report, programmatic risk management requires
that the PM understands the effect of one’s own risk tolerance and risk aversion in the
execution of an acquisition program. Conversely, often the PM and other Acquisition
personnel impact their program adversely through changes in cost and schedule, and/or
lack of performance through their own inherent aggressive risk tolerance or excessive
risk aversion. As stated by Bhatt et al. (2005), a fundamental understanding of risk
management is addressing the question, “How much risk is acceptable?” (p. 64). IT
Acquisition Programs tend to be “fraught with schedule and cost overruns. The problem
is the risk and project management tools the DoD currently used inadequately address
the fiscal and temporal overruns” (Housel et al., 2019a). Along with IT acquisition
systems, other DoD complex acquisitions, such as space and satellite systems also suffer
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the same challenge (Chaplain, 2017, 2019; Ludwigson, 2019). The issue of concern is
that PMs and other managers of DoD acquisitions, particularly in the case of advancing
cutting-edge technological systems, are increasingly becoming either overly risk tolerant
or increasingly risk averse. However, there are quantitative tools that can reduce the
impact of human factor of risk aversion and risk tolerance. One such method is for the
PM to utilize modeling tools through processes such as IRM.

Model-Based Systems Engineering

Prior to reviewing the IRM methodology, it is important to understand the role that
Model-Based Systems Engineering (MBSE) methodologies play in Defense Acquisition.
Due to the nature of the DoD system development process including the procurements
of complex systems, MBSE has been adopted as the common engineering approach
when integrating work between diverse teams working on these complicated systems
(Ramos et al., 2012). The increasing intricate complexity of these systems led to their
characterization as the “System of Systems” (SoS) approach. SoS was developed to
“describe systems that are composed of independent constituent systems, which act
jointly toward a common goal through the synergism between them” (Nielsen et al.,
2015, p. 18:1). The traditional means of systems engineers coordinating their multitude
of efforts was through the back and forth exchange of numerous documentation artifacts
related to the system or systems. Thus, Model-Based System Engineering (MBSE) is
an approach that was established to reduce the complexity of the information exchange
to “reduce development complexity, enhanced productivity, efficient change ... for the
development of embedded systems” (Rashid et al., 2015, p. 150).

The value of MBSE in defense acquisition is that it provides the DoD acquisition
personnel in the fields of both systems engineering and program management the
means to break down complex data sets and to share with other members on a team—
regardless of location or role (i.e., government, contractor). Those involved in complex
systems or SoS have made extensive use of MBSE as it motivates the numerous
members of a diverse workforce to “speak” the same language, i.e., the model (Ramos
et al., 2012). In the realm of PM modeling, the DoD has found MBSE useful for breaking

down the components of system architectures such as the Department of Defense
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Architectural Framework (DoDAF) from the traditional written architecture
documentation into models that simplify terminology through basic syntax and
symbology (Giachetti, 2015). Furthermore, the DoD has found exquisite simplicity to be
beneficial in simplifying the components comprising a weapon system into MBSE
symbols (Shin et al., 2017).

Cost Estimation

The acquisition decision process can be augmented with advanced data
analytics. This is particularly true in the case of cost estimation. Acquisition cost
estimation is comprised of two major approaches, quantitative and qualitative. In the
case of quantitative there are four approaches to cost estimation, Analogy, Parametric,
Engineering Build-up, and Extrapolation from Actuals (Lee, 2014). Analogy is used early
in the process when limited data is available and the estimate must be made with
similar items—as in the case of real estate estimates with comparable market values of
homes (e.g., based on price per square foot). As more data becomes available,
parametric modeling tools provide a stronger analytical model. And as more details
emerge and more information is available for the cost estimator, a more accurate, Build-
up cost estimation is used (Mun, 2019). Finally, when actual costs are identified, costs

can be extrapolated, and thus, the cost estimation becomes the actual costs.

For DoD decision-makers, quantitative cost estimation is preferred as it often
fosters a degree objectivity for the analysis. However, quantitative approaches are not
always feasible. As noted by Mun (2016), “Qualitative forecasting is used when little to
no reliable historical, contemporaneous, or comparable data exist” (p. 1). Mun (2016b)
continues, “several qualitative methods exist such as the Delphi or expert opinion
approach (a consensus-building forecast by field experts, marketing experts, or internal
staff members), management assumptions (target growth rates set by senior
management), as well as market research or external data or polling and surveys (data
obtained through third-party sources, industry and sector indexes, or active market
research)” (p. 1). Because these cost estimates are either single-point or are range
estimates, there is a methodology that can augment qualitative data with more rigorous

empirical cost estimating. For example, the prediction values from these qualitative
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methodologies can be inputted into cost estimation software in order to conduct
parametric or non-parametric simulation that can augment risk assessment. It follows
that this approach can “leverage experts’ knowledge by combining it with available
quantitative data to arrive at more reliable costs estimate such as in ship-building cost
estimates. Expert knowledge can be leveraged using the software by including
qualitative estimates with quantitative analysis techniques” (Mun, 2016b, p. 1). This risk-
based approach to cost is useful as it allows robust modeling to assess cost as well as

schedule risk.

Integrated Risk Management Methodology

IRM is a system developed by Dr. Jonathan Mun designed to provide management
the ability to analyze risk associated with the development of a new project or initiative.
IRM combines several commonly accepted analytical procedures, such as predictive
modeling, Monte Carlo simulation, real options analysis, and portfolio optimization, into a
single, comprehensive methodology. The methodology uses existing techniques and
metrics such as discounted cash flow, return on investment (ROI), and other metrics
within the analytical processes to improve the traditional manner of evaluating potential
projects within a company or the DoD. In contrast to the other methodologies, IRM
focuses on the risk involved with a decision. It seeks to mitigate negative effects from risk
while maximizing rewards from potential outcomes. At its core, IRM is a technique to
provide managers the best analytic information available to use during the real options
process.

There are eight steps within the IRM methodology:

Qualitative management screening
Forecast predictive modeling

Base case static modeling

Monte Carlo risk simulation

Real options problem framing

. Real options valuation and modeling
Portfolio and resource optimization

® N o s wN

Reporting, presenting, and updating analysis

ACQUISITION RESEARCH PROGRAM
GRADUATE SCHOOL OF DEFENSE MANAGEMENT -31-
NAVAL POSTGRADUATE SCHOOL




While each of the individual steps provides value to a project manager,
incorporating all of them in a contiguous approach will allow decision-makers the most

effective use of the IRM process.

Figure 11 illustrates the comprehensive IRM process. The process begins with a
qualitative management screening of potential projects, assets, and initiatives that could
benefit the organization. These potential additions to a company’s portfolio should align
with the overall strategy, mission, and goals of the company (Mun, 2016a). The risks to
an organization must be identified and addressed for decision-makers to have a realistic
picture of the challenges the projects may face (Mun, 2016). This step is not unique to
IRM. Prior to a firm beginning any venture, senior leadership should ensure that the
ventures they are funding are realistic options based on their expertise and vision. If these
are not in alignment, the initiatives will almost certainly fail. However, by evaluating the
suitability of the projects and programs at the outset, management can eliminate potential
programs that are incompatible prior to additional costly analysis.
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Figure 11. IRM process
Source: Mun & Housel (2010)

The second step is to forecast results using predictive modeling. Ideally,
management will have access to historical data to use during this evaluation. Using
comparable data from similar firms or projects is an acceptable alternative when the
historical information is not available. With the data, analysts will use techniques such as
multivariate regression analysis, time-series analysis, and others to predict a project’s
performance (Mun, 2016). If the data are unavailable, qualitative forecasting methods and
SME estimates can be substituted for the historical or comparable information (Mun,
2016). The qualitative techniques can vary from assumptions about the growth rate to
expert opinions, subjective estimates, and the Delphi method (Mun, 2016). In both cases,
the techniques are forecasting value and cost drivers within the project (e.g., quantity,
volume, production, revenue, cost, schedule; Mun, 2016). In a nonprofit context such as
the DoD acquisition life cycle, surrogates should be used for revenue. The metrics that
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will define the value of a project can be projected in this analysis in place of for-profit

financial measurements.

Using the results from the forecasting step, a model of discounted cash flow or
similar models with a future projection of cost and benefit is created for each project,
which serves as the base case analysis for future decisions (Mun, 2016). The net present
value (NPV) or other ROI for the initiative is calculated via the traditional method, that is,
projecting both revenue and cost and discounting the net value at an appropriate rate
adjusted for standard financial risks (Mun, 2016). Additional profitability, productivity, and
cost—benefit metrics, such as other variations of ROI, are calculated during this phase
(Mun, 2016). The DoD and other nonprofit organizations do not collect revenue, making
the profitability ratios listed meaningless without a surrogate for revenue. KVA offers this
surrogate in the form of value. Using KVA as the base case analysis allows a quantitative,
common-units comparison of nonprofit projects in the same manner as a traditional

revenue-generating industry.

Next, the analyst will conduct a Monte Carlo risk simulation to obtain a better
assessment of the potential risks and value of the proposed venture. While the base case
static model developed in step three is a useful tool, it is based on static information and,
as such, produces a single-point estimate (Mun, 2016). The information gleaned from the
model may not be accurate due to the uncertainty and risks involved in future cash flows
(Mun, 2016). Since financial problems inherently contain uncertainty of some form, a
model that accounts for this uncertainty is necessary (Brandimarte, 2014). The Monte
Carlo simulation will increase confidence in the value of a project by using statistical

analysis to give a probability of ranges for different variables.

Monte Carlo simulation, or probability simulation, is a technique used to
understand the impact of risk and uncertainty in financial, project management, cost, and
other forecasting models (Mun, 2016). In a Monte Carlo simulation, analysts generate
random scenarios and gather relevant statistics to assess situations that are affected by
uncertainty (Brandimarte, 2014). Using historical data and the opinions of SMEs, analysts
can input a range of possible values to simulate potential future outcomes (Mun, 2016).
Since the input variables are given in a range of estimates, the model’s outputs will also
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be a range indicating the likelihood of the possibilities (Mun, 2016). The Monte Carlo
simulation can also be run using only historical data, and the computer will make a custom
distribution of the variables to produce its output or with a prescribed probability
distribution (Mun, 2015). In IRM, the analyst will set NPV or any of the computed ROI
variations as the resulting variable(s) and run the Monte Carlo simulation thousands of
times, adjusting each of the other variables to predict a range and probability of potential
NPVs for the project (Mun, 2015).

The quantitative data gleaned from the Monte Carlo simulation is only useful if it
provides decision-makers with improved information to make decisions. The information
must be converted into actionable intelligence (Mun, 2016). While the statistical analysis
and other preceding steps are important, the crux of the IRM methodology is the real
options assessment. To begin that process, leaders must conduct real options problem
framing, step five in the IRM methodology. Real options allow managers to hedge, value,
and take advantage of risks, reducing the potential downside while maximizing potential
gains from volatile projects (Mun, 2016). By framing the problem through a real options
lens, an organization’s leadership can generate a strategic plan for the problem from
several options (Mun, 2016). Analysts will then examine chosen options in more detail
(Mun, 2016).

Real options provide investors the ability to adjust the course of previous decisions
based on the performance of the investment to date. They allow management to make
‘better and more informed strategic decisions when some levels of uncertainty are
resolved through the passage of time, actions, and events” (Mun, 2015, p. 438). Options
are opportunities for a company; they have a right to conduct an action without the
obligation to take the future action (Dixit & Pindyck, 1995). There are several types of
options, and the number of names of available options varies depending on the literature

source. Some of the more common categories are briefly covered below.

The option to delay gives managers the ability to adjust the timing of a project
(Damodaran, 2000). When analyzing the cash flows of a project, a negative NPV or ROI
indicates a project is not a good investment at the current time (Damodaran, 2000). As
illustrated in Figure 12, waiting until the NPV turns positive allows an organization the
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option to delay the initiative until it will benefit the company. (NPV is not the sole source
to make an option decision within IRM and is included to illustrate the concept in a simple
manner.) The statistical analysis conducted in previous steps allows analysts to
determine the optimal time to make project investment decisions. This option is also
referred to as a deferment option, option to wait, or option to execute (Mun, 2015). The
option to delay is often executed through pre-negotiated prices or similar contracted terms
that offer the choice to purchase something without an obligation to do so (Mun, 2015).
These terms could include options based on a build, buy, or lease contract; a proof of
concept test; market research; research and development; or other negotiated terms
(Mun, 2015).

¢ Project has negative NPV Project’s NPV turns positive
in this range in this range

Initial Investment
in Project

!
/ Present Value of Expected Cash Flows

Figure 12. The option to delay

Source: Damodaran (2000)

The option to abandon a project provides management a way to reduce future
losses in a project that is not performing as anticipated (Damodaran, 2000). Figure 13
shows one example when the option to abandon should be considered. As the present
value of the project decreases below the liquidation or salvage value of the project,
managers should abandon the project and salvage as much as possible from the existing
infrastructure and investment (Damodaran, 2000). Salvage is not the only way to execute
the option to abandon. Companies can also execute the option to abandon through
contractual buyback provisions, termination for convenience, divestitures, or early exit
clauses (Mun, 2016).
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Figure 13. The option to abandon

Source: Damodaran (2000)

A third real option available to leaders is the option to expand (Damodaran, 2000).
In this instance, an investment in a project allows a company to undertake additional
projects or to enter new markets, expanding the scope of the original investment
(Damodaran, 2000). While not always the case, businesses may be willing to accept a
negative NPV for the initial project to have access to the expansion options it will create
with the promise of higher NPVs (Damodaran, 2000). By investing in the original initiative
and maintaining the option to expand, the company is limiting the potential upside from
an initial investment into the entire project; however, it is also reducing the downside risk
of a failed, high-capital investment (Damodaran, 2000). For example, a company may
recognize a potential market in creating a suite of sensors for a new autonomous vehicle.
Without the existing infrastructure to compete in this market, leadership decides to
develop a project that will create a single sensor for the vehicle. When the project is
completed, managers assess the financial feasibility of creating additional sensors. The
original investment must be a requirement for the subsequent project to be an option to
expand. That is, the additional sensors could not be developed without the investment
into the first sensor. Otherwise these are simply a collection of separate but related

projects.

Other real option strategies include barrier options, chooser options, contraction
options, sequential options, and switching options (Mun, 2016). Barrier options become
available when an artificial barrier is either breached or not breached (e.g., profits exceed

a certain level or vendor prices fall below a specified threshold; Mun, 2015). Chooser
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options permit management to choose between one or multiple strategies, such as
expanding, abandoning, and so on (Mun, 2015). Contraction options allow a firm to
contract its existing operations to cut operating expenses under certain conditions (Mun,
2015). This could happen through outsourcing, subcontracting, leasing, or other
alternatives (Mun, 2015). Sequential options require a previous option to successfully
finish prior to initiating a subsequent option, compounding the options, and reducing the
downside risk from a large upfront investment (Mun, 2015). Finally, switching options
provide management the ability to switch operating conditions, such as technologies,
markets, or products (Mun, 2015). This type of option gives a firm strategic flexibility in
choosing a course of action, keeping its current project while exploring possible
substitutions (Mun, 2015).

After determining which real option may be appropriate, analysts conduct
simulations on the chosen options to complete the real options valuation and modeling.
The results from the Monte Carlo simulation and previous evaluations give a probability
distribution of values that illustrate the uncertainties and risks associated with each
project, which, when combined, give a distribution of the NPVs and the initiative’s volatility
(Mun, 2016). The assumption within a real options context is that future profitability of the
project is the fundamental variable of interest, measured by future cash flow series (Mun,
2016). Analysts use the future cash flow and the present value of the future cash flows to

determine the total asset value of the project in a real options model (Mun, 2016).

The real options analysis reveals the financial and economic strengths and
weaknesses of the project’s available strategic options, allowing analysts to make
recommendations to management on which projects to pursue. Projects are typically not
conducted individually within businesses, and initiatives are often correlated (Mun, 2016).
If managers view the future projects as a portfolio, they can hedge and diversify the risks
associated with each singular project (Mun, 2016). Using traditional portfolio analysis will
assist leadership in determining the optimal allocation of investments throughout their

collection of projects (Mun, 2016).

Generating coherent and concise reports detailing the analysis is the eighth, and
final, step in IRM (Mun, 2016). If decision-makers do not understand the complicated
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procedures that led to the investment recommendations, they will not trust the results
enough to follow those recommendations (Mun, 2016). Transforming the “black-box set
of analytics into transparent steps” is vital to ensuring leadership has the best possible
information with which to make decisions for the company’s project portfolio (Mun, 2016,
p. 95). Although this is the final step within the IRM process, as additional information
becomes available and the uncertainty and risk are reduced or resolved, analysts should
revisit the models with updated information (Mun, 2016). Reworking the original models
with the new data allows managers to make midcourse corrections to improve the

performance of both the individual project and the portfolio of projects (Mun, 2016).

The IRM methodology is a systematic technique to determine the best possible
projects to pursue based on the statistical likelihood of their success. Using historical
knowledge of defense acquisition programs and Al systems in both the government and
commercial realms could improve the budgeting and scheduling processes. Determining
the likely range of outcomes through dynamic statistical modeling may improve the
program’s performance. By better understanding the risk associated with various
components, a more appropriate schedule and budget could be developed. IRM may also
help determine which real options should be included in acquisition contracts. A high-risk
program may need more options, such as the options to abandon, delay, or expand,
based on its actual performance. Finally, IRM could prove useful in portfolio management,
helping decision-makers determine which programs to initiate when viewing the portfolio

of other programs in progress and used operationally.
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Artificial Intelligence

The purpose of this section is to discuss Atrtificial intelligence (Al) in context of its
current impact in the Defense Acquisition System. This is achieved by providing a brief
history of Al, how it relates to the international security environment, and then relating this
information to the previous section by discussing the challenge that Al technologies bring
to the DoD due to its complexity. Finally, the section ends with a discussion on how the
three Acquisition methodologies (EVM, KVA, and IRM) can be utilized to assess an Al

program based on its stage in the Acquisition life cycle.

Artificial Intelligence Defined

Al does not refer to a specific system. It is a broad nomenclature for a collection of
related inorganic computer science methods used to simulate human intelligence. The
term Al typically conjures up the general concept of machine learning, which, in reality, is
a type of Al where a computer system is programmed to identify and categorize external
real-world stimuli via a “learning” process. The DoD’s Al strategy defines Al as “the ability
of machines to perform tasks that normally require human intelligence—for example,
recognizing patterns, learning from experience, drawing conclusions, making predictions,
or taking action—whether digitally or as the smart software behind autonomous physical
systems” (DoD, 2019b). This capability of enhanced automation is of great interest to the
DoD as potential future near-peer adversaries such as Russia and China are investing

heavily in this field for military purposes (DoD, 2019).

The current research study focuses on acquisition of Al capabilities that are
deemed most appropriate for the acquisitions context, which may include applications of
Machine Learning (ML)—both supervised and unsupervised—and less volatile
applications as Natural Language Processing (NLP), and more robust expert systems
such as Robotic Process Automation (RPA), shown in Figure 14. The figure shows that
Al is a combination of Al sciences, such as ML and NLP, and RPA, which benefits from
the use of Al capabilities. (RPA is not simulation of human intelligence, but rather it just

mimics capabilities).
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+ Artificial Intelligence (Al):
algorithms exhibiting any behavior
considered ‘'smart’.

« Machine Learning (ML):
algorithms that detect patterns and use
them for prediction or decision making.

ML NLP . * Natural Language Processing (NLP):
' algorithms which can interpret, transform
and generate human language.

* Robotic Process Automation (RPA):
algorithms that mimic human actions to
reduce repetive, simple tasks.

Figure 14. Al terms and relationships
Source: Sievo (2019)

For a more thorough discussion on the Al capabilities of ML (and its subsets), NLP,
and RPA, see Appendix A. Payne (2018) defines these current capabilities that use ML,
NLP, and RPA as “tactical Al” since these Al systems are “most applicable in the military
domain to problems at that level of warfare—including those of maneuver and the
application of fires” that “demand cognitive abilities of the sort that modern Al is already
pretty good at: pattern-recognition, probabilistic reasoning, memory, and, above all,
speed” (p. 164).

Overview and Brief History of Al

The terms artificial intelligence and Al are often misunderstood. This is due to the
fact that the term is often confused with its three evolutionary stages, Artificial Narrow
Intelligence, Artificial General Intelligence, and Super Intelligence (Kaplan & Haenlein,
2019; Yao et al., 2018). Artificial General Intelligence and Super Intelligence are still in
the realm of science fiction where the machine has the capability of meeting or surpassing
the cognitive abilities of the human brain (Bostron, 2014). For example, Kurzweil (2000)
predicted two decades ago that mankind is approaching the era where computer
intelligence will eventually surpass human cognition. However, in the literature, the basic
definition of artificial intelligence imputes capabilities that are characterized by the
General or Super Intelligence level as in small world contexts; “Artificial Intelligence is
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intelligence exhibited by machines in a given task that is similar to or the same kind as
human intelligence in the same task” (Li et al., 2019, p. 3619). While the definition notes
the specificity of the task, comparable to human intelligence required to perform the task,

this level of intelligent behavior is not characteristic of most forms of Al.

The definition of Al that is adopted for the current research study, falls within the
stage Narrow Intelligence: “a system’s ability to interpret external data correctly, to learn
from such data, and to use those learnings to achieve specific goals and tasks through
flexible adaptation” (Haenlein & Kaplan, 2019, p. 5). This definition traces its roots to the
mid-20th century, primarily to Norbert Weiner’s (1948) concept of “Cybernetics” which he
described as teaming between the human and machine. In order to defeat the threat of
the German supersonic V-2 Rockets during the Battle of Britain in World War Il (WWII),
Weiner and his colleagues proposed a systemic framework of unifying a system between
the human analysts and the machine, their radar equipment and anti-aircraft guns (Capra,
1996). William Ashby (1956) expanded upon the concept of cybernetics to discuss how
machines could amplify human intelligence in what he described as “intelligence
amplification.” This was followed by the development of the concepts of Licklider’s (1960)
conceptualization of “Man-Computer Symbiosis”™ and Englebart’'s (1962) “Augmented

Human Intellect.”

It was during this period that the term Artificial Intelligence started to diverge from
the larger field of cybernetics. The subject of Al became its own field of study that was
formally founded at Dartmouth in 1956. The science of Al was created to determine if
inorganic machines could perform human-level intelligent functions (Denning, 2019;
Heller, 2019). It went through several hype cycles, due primarily to sensationalizing of
what it might be able to do, with frequent disappointments (Figure 15). Significant
enthusiasm for Al reemerged at the same time that Big Data computing power became
more accessible to researchers and companies, which, in turn, could apply the Al science
to multiple tangible applications (Haenlein & Kaplan, 2019). Currently, examples of
commercially viable applications of Al exist in manufacturing robots, smart assistants,
proactive healthcare management, disease mapping, automated financial investing,
virtual travel booking agents, social media monitoring, conversational marketing bots,
NLP tools, and contract management (Daley, 2019).
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Figure 15. The timeline of interest in Al during different phases of its development

Source: Denning (2019)

As Figure 15 depicts, Al was a novel discussion during the post-WWII era when it
diverged from the field of cybernetics. However, the interest in Al went through two
cyclical interests drops in the 1970s and again in the 1980s, thereby leaving the Al
discussion primarily to the academics and science fiction authors. Haenlein and Kaplan
(2019) explain the reason for these hype cycles. Since its initial establishment, “Al
remained an area of relative scientific obscurity and limited practical interest for over half
a century. Today, due to the rise of Big Data and improvements in computing power, it
has entered the business environment and public conversation (Haenlein & Kaplan, 2019,
p. 5). Despite being conceptually viable for academia in the “Golden Years” of the 1950s,
it was not until the second decade in the 21st century that the computing technology and
Big Data sets were available for industry to realize the possibilities that were proposed in
the early days of Al (Denning, 2019; Yao et al., 2018). Thus, society has entered into an
era where Deep Learning made possible through Al can expand the capabilities of the
military in data analytics, image recognition, and human machine teaming, and enhance

cyber warfare in both defensive and offensive operations (Denning, 2019).

The Growth of Al Literature from Inception to Industry 4.0

Utilizing the Web of Science (n.d.) comprehensive academic search engine, the
researchers found 316,009 scholarly publications, including 188,275 academic journal
articles on the topic of Al. The period of these Al publications covers the entire timeline

from the inception of term artificial intelligence in the early 1960s until present day. Using
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Van Eck and Waltman’s (2020) VOSviewer tool for visualizing scientific landscapes, the
researchers created a network map that illustrates how Al (“intelligence” in the diagram)

relates to other key topics. A visualization of the major key terms in Al research is depicted
below in Figure 16.
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Figure 16. The Key Topics in Al from 1960 to Present Day

Figure 16 depicts how Al relates to numerous terms that have more than 50 publications
related to Al since it branched out of cybernetics in the 1960s. Figure 17 provides a clearer
portrayal of the terminology using network nodes.
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Figure 17. The Network Typology of Al Topics

As Figure 17 depicts, Al topics have branched out of the general computer science
and automation fields into other fields such as healthcare, as noted in medical terms in
Figure 17. As the timeline illustrated in Figure 16, much of the expansion in Al topics has

occurred in the past two decades.

The expansion of Al into new fields, as illustrated in Figures 16 and 17, is shown
in the growth of research areas. The bar graph in Figure 18 shows the number of scholarly
publications on the topic of Al by the top 10 research areas. Not surprisingly, the majority
of the Al publications are in the research area of “Computer Science” with more than
286,000 publications. Equally, of no alarm is the fact that nine of the top 10 research
areas for Al are in the science, technology, engineering, and mathematics (STEM) fields
(see Figure 18).
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Figure 18. Bar Graph of Number of Al Publications by Research Areas

Despite being the smallest research area, the growth in Al publications in the Business
and Economics area in the past two decades is perhaps the most revealing although the
nearly 23,000 Al publications in the Business and Economics area is a small fraction of
more than 300,000 Al publications since 1960. However, this is the research area that
has seen the largest growth in the past two decades. Burkhalter (1963) wrote the first Al
business and economics article on applying Al for pattern recognition problems in
operations research. Burkhalter (1963) was only article that discussed the use of Al in the
business and economic fields. Much of the next four decades was an incremental
expansion of Al based off the cycle in interest in Al. Thus, the business scholarly
publications in Al next exceeded double digits until 1990 when the publications jumped
from 74 in 1989 to 126 in 1990. This growth fell in line with the “Rebirth” of interest in Al
as depicted in Figure 15 (Denning, 2019). This growth in Al research in the business field

has expanded since then, particularly in the past decade to the point that in 2019, there
were nearly 3,000 business and economics publications in the topic of Al.
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A major cause of the business interest in Al in the past decade is the phenomenon
known as “The Fourth Industrial Revolution” or “Industry 4.0” (Lee, 2013; Schwab, 2015).
In noting how steam power impacted the agrarian society in the First Industrial Revolution,
the assembly line in the Second Industrial Revolution, the computers in the Third
Industrial Revolution, Schwab (2015) argues that society is on the cusp of a “technological
revolution that will fundamentally alter the way we live, work, and relate to one another.”
Schwab (2017) and his colleagues at the 2011 Hanover Conference on Technology made
the case that impact of this new revolution is quite extensive:

We have yet to grasp fully the speed and breadth of this new revolution.

Consider the unlimited possibilities of having billions of people connected

by mobile devices, giving rise to unprecedented processing power, storage

capabilities and knowledge access. Or think about the staggering

confluence of emerging technology breakthroughs, covering wide-ranging

fields such as artificial intelligence (Al), robotics, the internet of things (loT),

autonomous vehicles, 3D printing, nanotechnology, biotechnology,

materials science, energy storage and quantum computing, to name a few.

Many of these innovations are in their infancy, but they are already reaching

an inflection point in their development as they build on and amplify each

other in a fusion of technologies across the physical, digital, and biological
worlds. (Schwab, 2017, p. 9)

Kovacs and Kot (2016) highlight that the “essence of Industry 4.0 conception is the
introduction of network-linked intelligent systems, which realize self-regulating
production: people, machines, equipment and products will communicate to one another”
(p. 122). As society continues the journey into The Fourth Industrial Revolution, it can be
assumed that fields outside of STEM will also continue to research and explore more
uses for artificial intelligence. Thus, while much of this research focuses on the DoD
Acquisition of Al, the tools this research proposes for the project management in

developing and procuring Al (KVA and IRM) have a broader application.

Al in National Security and Defense Applications

As the capabilities of Al has expanded in the Fourth Industrial Revolution, there
has been a growing concern that the international arena, particularly the three Great
Powers of the United States, China, and Russia may already be in the throes of an “Al
Arms Race” (Geist, 2016). One of prevalent fears among scholars in the age of expanding
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Al is the risk of developing “autonomous weapons” that can no longer be controlled (Geist,
2016). In essence, by developing Al weapon systems, humanity may be sowing the seeds

of its own destruction. As former Secretary of State Kissinger noted on the rise of Al:

The scientific world is impelled to explore the technical possibilities of its
achievements, and the technological world is preoccupied with commercial
vistas of fabulous scale. The incentive of both these worlds is to push the
limits of discoveries rather than to comprehend them. And governance,
insofar as it deals with the subject, is more likely to investigate Al’s
applications for security and intelligence than to explore the transformation
of the human condition that it has begun to produce. (Kissinger, 2019)

Kissinger's (2019) words strike at the heart of the growing mistrust of this new technology
that has exploded with the recent rise of Big Data and more powerful computing. This fear
may also grow as Al can potentially dominate international relations with a new race to

develop and weaponize Al (Geist, 2016).

Technology Trust and Al

As Al is an emerging technology with unlimited possibilities that have only been
conceptualized in the realm of science fiction, a major consideration with Al is the issue
of Technology Trust. In a speech to Russian students in 2017, Russian President Vladimir
Putin famously stated, “Artificial intelligence is the future, not only for Russia, but for all
humankind. It comes with colossal opportunities, but also threats that are difficult to
predict. Whoever becomes the leader in this sphere will become the ruler of the world”
(Dougherty & Jay, 2018, p. 1). This statement articulates the general belief among policy
experts and decision-makers that Al can transform and revolutionize the international
security environment in a manner unlike any emerging technology since the introduction
of the atomic bomb. The emerging concept of concerns for Technology Trust in regard to
Al came to light in 2007 when a British technology professor wrote, “We are sleepwalking
into a brave new world where robots decide who, where and when to kill” (Sharkey, 2007).
As a response to the evolving capabilities in unmanned and autonomous systems,
scholars in the technology field pushed for a ban on Al on the battlefield. The most
prominent ban was in April 2013 when an activist movement called the “Campaign to Stop
Killer Robots” began to gain traction in international forums (Gubrud, 2014). While many

laughed off the concept of “Killer Robots” as something limited to the realm of science
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fiction created by Hollywood, some of the world’s greatest modern thinkers, such as the
late Stephen Hawking and Elon Musk have been very outspoken against the risks to Al
(Burton & Soare, 2019; Gibbs, 2014). Many of these thinkers signed an open letter in
2015 that described the existential threat that Al places on humanity (Sparkes, 2015).
Rather than continuing to develop weaponized Al, the open letter proposed a push for
‘expanded research aimed at ensuring that increasingly capable artificial intelligence
systems are robust and beneficial: our artificial intelligence systems must do what we
want them to do ... such research directions that can help maximize the societal benefit
of artificial intelligence” (Future of Life Institute, n.d.). The similarities of the proposed
banning of weaponized Al harkens back to the Cold War era and the social and political
movements that pushed for a similar banning of nuclear arms. This is because Al, with
the possibility of developing autonomous weapon systems, has the potential to dominate
the strategic landscape unlike any emerging technology since the atomic bomb (Geist,
2016).

What makes Al so much more novel than previous technological developments is
an inherent risk that the technology is able to become autonomous. As noted by Mun and
Anderson (2020), “There are many issues associated with trust in technology that are
increasing in importance as the U.S. military begins to acquire and deploy autonomous
systems” (p. 3). The authors note that the challenge of the Al is that as its technology
advances and moves toward capability to deploy autonomous systems, the greater the
risk from DoD autonomous systems, particularly weapon systems. Therefore, the authors
propose that “there is a need to establish a system of metrics that justify a level of
technology trust” (p. 3). A key factor in ensuring that the DoD can gain trust in novel
technologies, such as Al, over time is to continue research into the field. As Al develops
in capability from the realm of science fiction and into the realm of science, it becomes
increasingly more important to establish Technology Trust as early as possible.

Related to Technology Trust is the ever-present concern that Al would develop to
the point that it met the threshold of human intelligence (Yao et al., 2018). Thus in 1950,
Alan Turing developed a test to assess the capabilities of Al: “If a human is interacting
with another human and a machine and unable to distinguish the machine from the
human, then the machine is said to be intelligent” (Haenlein & Kaplan, 2019, p. 7). Thus,
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the Turing Test is a benchmark assessment often used in Al to see if a computer program
can fool people into thinking it is human (Oppy & Dowe, 2016). For a more detailed
discussion on Technology Trust, including the Defense Advanced Research Projects
Agency’s (DARPA) role in developing explainable reasoning within the algorithms, see

Appendix A.

Despite the numerous risks associated in developing and fielding Al systems in
the battlefield, the nature of the global competition and Al arms race with China and
Russia require the DoD make the strides to develop Al capabilities. The arena that shapes
international security necessitates a risk averse culture, particularly in dealing with peer
or near-peer competitors such as Russia and China. As once stated by the late Reinhard
Selten, 1994 Laureate in the Nobel Memorial Prize in Economics, “Generals cannot make
the one mistake” (personal communication, 2006, emphasis supplied). This is likely why
Selten (1991) stated that the “advantage of modelling conflicting views about international
policy as games with incomplete information is that it helps to yield very new explanations
of why different countries choose different policies or why different parties of the same

country follow different strategies” (p. 253).

The implication in Selten’s statement and his work in Game Theory is that the risks
of failure that military leaders face are so great that caution is the norm in the non-
cooperative game theory in the national security. Such was the case in 1983 war scare
where the Soviet military commanders mistakenly saw the Able Archer 83 NATO exercise
as mobilization toward war with the Warsaw Pact (Able Archer 83 Sourcebook, 2019). If
it were not for U.S. Air Force Lieutenant General Leonard Perroots recognizing the Soviet
Union’s maneuvers as leading toward hostility and thereby de-escalating NATO forces,

the “mistake” would have been quite severe (Roberts, 2017).

Thus, the implications in applying non-cooperative game theory as in the use case
of Able Archer 83 during the Cold War is that the stakes involved in the international
security arena are tremendously high. Therefore, military leaders and DoD decision-
makers should be willing to make risks in developing systems that use highly volatile
technologies such as Al. Therefore, the White House’s (2020) recently published National
Strategy for Critical and Emerging Technologies states the following:
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Some emerging technologies are globally diffuse or are too early in the R&D
phase to have clearly identified implications for United States national
security. In those cases, a risk management approach will be applied to
gauge national security implications, inform investments, and monitor
development. In managing risk, the United States Government will first
identify, evaluate, and prioritize its technology risks, followed by a
coordinated response to avoid, reduce, accept, or transfer risk. (White
House, 2020, p. 4)

In the National Strategy for Critical and Emerging Technologies’ Appendix, one of 20 key
technologies that is highlighted as a critical, emerging technological area is Al. Therefore,
the realities of the international arms race necessitate that the DoD make advances
toward developing its Al capabilities. Thus, the volatilities of creating Al systems will

require risk management tools such as those proposed in this research (i.e., IRM).

Al and the DoD’s Third Offset Strategy

Now that this paper has provided an overview of Al, particularly in relations to the
national security along with the prevalent risk of autonomous weapon systems and
inherent mistrust of this emerging technology, the discussion will now shift toward the
DoD'’s recent drive toward Al. As the potential capabilities of Al became more evident,
then-Secretary of Defense Chuck Hagel (2014) launched the Third Offset Strategy, which
is described as follows:

An ambitious department-wide effort to identify and invest in innovative

ways to sustain and advance America’s military dominance for the 21st

century. It will put new resources behind innovation, but also account for

today’s fiscal realities—by focusing on investments that will sharpen our
military edge even as we contend with fewer resources. Continued fiscal
pressure will likely limit our military’s ability to respond to long-term
challenges by increasing the size of our force or simply outspending
potential adversaries on current systems, so to overcome challenges to our

military superiority, we must change the way we innovate, operate, and do
business. (Hagel, 2014b)

The DoD’s Third Offset Strategy hearkens back to the First Offset launched by
President Eisenhower where the United States developed its strategic arms to reduce the
need for standing conventional forces during the early Cold War and the Second Offset
where after the Vietnam War, the DoD, through programs such as DARPA, increased the
capabilities of its conventional forces to counter the Warsaw Pact (Hillner, 2019). Then-
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Deputy Secretary Work noted that it is in the challenges of the current geopolitical
environment that artificial intelligence can help reinstate the United States’ previous
technological overmatch, “Learning machines are an example of technology that can help
turn Al and autonomy into an offset advantage” (Pellerin, 2015). In a separate speech,
Work (2014) stated that it was the Third Offset Strategy that pushed for subsets initiatives
such as the Defense Innovation Initiative and then-Under Secretary of Defense for
Acquisition, Technology and Logistics Frank Kendall's Better Buying Power 3.0, which
were focused on bringing back the competitive edge that the U.S. military once had over
its geopolitical competitors. Voelz (2016) notes that it is through the Defense Innovation
Initiative and Better Buying Power 3.0 that “focuses on achieving high-payoff
breakthroughs in areas such as artificial intelligence, robotics, additive manufacturing,
and nanotechnology” as well as the establishment of the “Defense Innovation Unit
Experimental in Silicon Valley to ‘scout, connect, and support the innovation of disruptive
technology’ with potential military value” (p. 180). Voelz (2016) states that a “common

theme among these initiatives” (p. 180).

The theme that arises from the Third Offset, Defense Innovation Initiative, and
Better Buying Power 3.0 is that the Defense Acquisition System is unable to meet the
requirements of fielding software intensive systems such as Al systems. Kendall (2017)
discussed this problem by illustrating the challenges that PMs with software intensive
systems such as Al face due to the extensive cycle of developing, testing, and fielding
“several builds of software in various stages of maturity” simultaneously while dealing with
the organizational bureaucracy that slows the PM down (p. 50). Thus, Kendall (2017)
concludes that “in attempting to implement Agile software development practices this PM
has run into constraints from MAIS [Major Automated Information System] and DoD
acquisition processes that have stymied modern software development best practices. ...
We’re getting in his way” (p. 51). In a similar tone, through a recent article in War on the
Rocks, the chair and vice-chair of the National Security Commission on Atrtificial
Intelligence solicited support from academics and military professionals on how to best
implement Al. One of the key questions they asked is, “What acquisition and application
processes need to change to allow the government to address the Al national security
and defense needs of the United States?” (Work & Schmidt, 2019). Thus far, the answer
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from those fielding the systems is to rely heavily on prototyping rather than the traditional
Acquisition process (DiNapoli, 2019). Furthermore, those in the field recommend taking
advantage of the dual-use technologies in the private sector. As recommended by an
article in an “Al and National Security” special series of articles in War on the Rocks that
responded to the chair and vice-chair of the National Security Commission on Artificial
Intelligence:

The Department of Defense and intelligence community should continue to

adapt their approach to better capture innovation happening in the

commercial ecosystem. Initial steps by U.S. Special Operations Command

to streamline procurement and contracting processes are a good start, such

as the SOFWERX Data Engineering Laboratory. But deeper collaboration

and teaming across the Department of Defense, private sector, and

academia is required to develop the data culture and architecture necessary
for success. (Egel et al., 2019)

DoD Acquisition & Al
DoD Acquisition of New Software-Intensive Technology

The fielding of new and advanced technologies such as Al is a challenge for the
DoD and all federal government. The current methodologies have proven unsuccessful
in meeting the task of providing the requirements to the warfighter to face the challenges
of the modern battlefield (Kendall, 2017). However, with the release of recent strategic
changes such as implementing innovation practices and advanced prototyping, the DoD
may prove up to the task of fielding the materiel and equipment to support the Department
and the Services (Kendall, 2017; Voelz, 2016). Some proven, successful practices are
adopting best practices in DoD labs and increasing the use of rapid development cycles
through prototyping (DiNapoli, 2019; Sullivan, 2018).

A recent case study on the two-decade process of developing biometrics for use
in the Services provides the lessons learned for acquisition of new and advanced
technology. According to Voelz (2016), “The case study of biometrics demonstrates that
effective military innovation can only occur through an integrated approach that takes into
account the interdependent elements of technology development, acquisition planning,
doctrinal design, and warfighting strategy” (p. 180). Despite having no prior experience in
biometrics, the military was able to implement and adapt biometrics successfully as noted:
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In terms of rapidly developing and fielding a new technology, the record of
defense biometrics should be considered a tactical success. During the
course of the conflicts in Iraq and Afghanistan, U.S. forces generally made
effective use of an emerging capability that directly enabled new forms of
identity-based operations in response to unique demands of waging
irregular warfare. However, the rapid fielding process did reveal
shortcomings in how DoD manages military innovation at the bureaucratic
level. These challenges are undoubtedly not unique to biometrics and are
certainly worthy of future study to better understand how DoD can improve
process models for wartime innovation. (Voelz, 2016, p. 195)

Thus, while not exactly the same, the lessons learned of adapting biometrics in the
Services is an example of how the DoD can adopt Al throughout the department because
biometric systems and Al systems both require heavily software intensive development
processes. For such systems, the Defense Science Board (2018) study on the DoD’s
Acquisition of software intensive tools recommended that the

Department of Defense (DoD) and its defense industrial base partners need

to adopt continuous iterative development best practices. The study

recommends DoD adopt best practices on risk reduction and metrics in

formal program acquisition strategies. Software strategies must be better

incorporated in current and legacy programs from development, production,
and sustainment. (Defense Science Board, 2018)

DoD Coordination of Al through the JAIC

As noted earlier in the report, one of the challenges of implementing Al is that it
encompasses so many areas in augmented human intelligence, machine learning, deep
learning, big data, and neural networks (Haenlein & Kaplan, 2019). In practice, creating
an approach toward “Al” is akin to the Defense Acquisition System lumping all weapons
that fire a projectile into a single acquisition methodology. Therefore, to meet this issue,
the DoD made several recent strategic initiatives. These include

e Establishing a Joint Artificial Intelligence Center (JAIC), which will

“coordinate the efforts of the Department to develop, mature, and transition
artificial intelligence technologies into operational use.”

e Publishing a strategic roadmap for Al development and fielding, as well as
guidance on “appropriate ethical, legal, and other policies for the
Department governing the development and use of artificial intelligence
enabled systems and technologies in operational situations.”
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e Establishing a National Security Commission on Atrtificial Intelligence to
conduct a comprehensive assessment of militarily relevant Al technologies
and provide recommendations for strengthening U.S. competitiveness.
(Sayler, 2020, p. 5)

By implementing the Joint Atrtificial Intelligence Center (JAIC) as the coordinating focal
point across the Department, the DoD is poised to implement the tactical lessons learned
at the strategic level in the application and fielding of the new technologies that fall under
the umbrella of “artificial intelligence.” Because the JAIC is a new organization, the JAIC
is limitated in its ability to coordinate and provide oversight in the numerous Al pilots and
Acquisitions across the Services and the DoD’s Fourth Estate. In a comprehensive report
that assessed the DoD’s Al posture, the RAND Corporation found the following:
The JAIC lacks the authorities to carry out its present role. At its core, the
JAIC’s overarching mission can be distilled to this: Scale Al and its impact
across DoD. This mission and its present scope—as defined by the
summary of the DoD Al strategy and the memo establishing the JAIC—are
extensive, while the JAIC’s current authorities are limited. In particular, the

JAIC is expected to synchronize DoD Al activities and coordinate Al
initiatives totaling more than $15 million annually. (Tarraf et al., 2019, p. 47)

Thus, while the DoD has improved its posture for Al to meet the requirements set forth in
the Third Offset Strategy, it is uncertain whether with its limited authority, the JAIC is
positioned to effectively coordinate the development and procurement of Al across the
Department.

Acquisition Life Cycle & Al

Housel et al. (2019) noted that the DoD 5000-series Acquisition Life Cycle (see
Figure 19) can be aligned to the generic technology investment life cycle. As depicted in
Figure 20, while terminology differs between the DoD 5000 and generic technology life-

cycle phases, the sequence of activities in these respective life cycles is congruent.
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Housel et al. (2019) noted that the acquisition methodologies, including EVM, KVA,
IRM, and others, may be used “concert”’; however, “certain tools are more appropriate for
a particular phase than others” (p. 48). Thus, the PM should “use the tools appropriately
in that they provide more information for a complex environment” (Housel, et al., 2019, p.
48). Therefore, during the beginning of the life cycle such as the Pre-Material Solution
Analysis, the MSA, and or the TMRR phases, methodologies such as IRM and KVA may
be of more use to the PM as they provide quantitative value metrics such as a common
unit assessment of the technology and risk, as opposed to EVM that only measures cost.
Meanwhile, during the main implementation phases of Engineering and Manufacturing
Development (EMD) and Production and Development (PD), all three metrics—EVM,

KVA, and IRM—can provide useful data to assess the program. However, during the post-
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implementation or Operations and Support (OS) phase, KVA is more likely to provide
useful data over EVM.

Acquisition Methodologies & Al Development

In a recent Congressional Research Service (CRS) on Al, it was noted that
‘standing DOD processes—including those related to standards of safety and
performance, acquisitions, and intellectual property and data rights—present another
challenge to the integration of military Al” (Sayler, 2020, p. 16). As discussed earlier in
the report, the difficulty of traditional Acquisition methods in relation to emerging
technology such as Al is that the speed of the development and deployment of these
technologies often outpaces the Defense Acquisition System. When compared to the
commercial sector, the DoD process for developing and fielding its Al systems has a
mismatch when compared to the timelines for its requirements. This is likely because
there is a stark contrast with “the pace of commercial innovation and DoD’s acquisition
process” (llachinski, 2017, p. 1). This is because it takes an average of 91 months, or 7
and a half years, to go from the Analysis of Alternatives (AoA) to the Initial Operational
Capability (IOC; llachinski, 2017). The Defense Science Board (2018) found that the
DoD'’s timeline for fielding systems is multiple times longer than the commercial sector,
which uses an iterative process to field Al systems in approximately 6 months. As noted
in the RAND Report that assessed the DoD’s posture for Al,

Our starting point at the onset of our study was the DoD model of technology

development, procurement, fielding, and sustainment, giving rise to two

dimensions of posture assessment related to technologies: advancement

and adoption. However, as we carried out our study, it became clear that

this model is not valid for Al, owing to the spiral nature of Al technology
development. (Tarraf et al., 2019, p. 51)

Because of the challenges of procuring and fielding Al systems, the CRS Report reached
the conclusion that the “DoD may need to continue to adjust its acquisitions process to
account for rapidly evolving technologies such as Al” (Sayler, 2020, p. 17). Similarly, the
RAND Report also noted that the DoD should utilize and adapt acquisition approaches
that are “appropriate for the technology” (Tarraf et al., 2019).
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One way that the DoD can adjust or adapt its acquisition process and/or approach
is to adapt and utilize the Acquisition methodologies based on the complexity of the
development. As noted by llachinski (2017) and the Defense Science Board (2018), Al
systems development processes tend to be iterative in their approach. Thus, the need for
rapid development and prototyping is likely to be utilized more than in traditional
Acquisition Life Cycles (Tarraf et al., 2019). Despite being iterative in nature, however,
the techniques recommended by Housel et al. (2019) of using EVM, KVA, IRM, or a
combination of various methodologies can also be applied to the Acquisition of Al systems

as shown in Table 1.

Table 1: Selection of Acquisition methodologies based on complexity of development

Complexity of EVM KVA IRM
Development

Mature Technologies X X X
Iterative Development X X
Complex Al Systems X X
Non-Complex Al Systems X X X

Note. Iterative Development is for Al systems that are either prototypes or have rapid
generational development cycles (i.e., versions).

For the mature technologies and/or non-complex Al systems, because there is
typically less risk in these life cycles, the PM can follow normal EVM methodologies to
monitor the progress of the development. However, the PM can also choose to utilize
KVA to assess the Al systems with its common unit of value. The iterative development
process was needed for rapid development cycles and prototypes such as the
development process used for Project Maven, the Al-enhanced analytics used to hunt
terrorists. Lieutenant General Jack Shanahan, the PM of Project Maven and first director

of the JAIC noted the following about this development process:

Shanahan characterized the initial deployment this month as “prototype
warfare”—meaning that officials had tempered expectations. Over the
course of about eight days, the team refined the algorithm, six times. “This
is maybe one of our most impressive achievements is the idea of refinement
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to the algorithm,” Shanahan said. Think of it as getting a new update to a
smartphone application every day, each time improving its performance.
(Weisgerber, 2017)

With a rapid spiral development process for a program like Project Maven, tools such as
KVA and IRM can assess the risk of the program for decision-making, as well as provide

a way to value the Al system in means beyond cost over time, as in the case of EVM.

In 2017, the DoD began the process of updating the aging Defense Travel System
(DTS). For the modernization process, the DoD sought to expand the functionality of the
current system as well as develop a system with “enhanced capabilities like mobile
applications, business intelligence, artificial intelligence, and machine learning to
automatically audit 100 percent of expense reports for fraud and compliance, and a
traveler risk management and safety communication solution” (National Defense
Transportation Association, 2020). With a complex system such as DTS that consists of
a modernization of the current system and development of future capabilities, tools such
as KVA and IRM would be useful to the PM, more so than simply performing EVM against

baseline costs.

In summary, this section provided a brief overview of Al by discussing the
definition, an overview of Al from its historical foundation to the current environment in
the realm of international security, relating the role that Al technologies play in the Third
Offset Strategy. Furthermore, this section discussed the challenge of Al based on the
complexity of the systems, the risk of new technologies and inherent mistrust, as well as
the DoD’s current posture for Al. Finally, the section discussed how the Acquisition
methodologies of EVM, KVA, and IRM can be used in conjunction with EVM to monitor
Al Acquisition programs. The next section will discuss in more detail how these

methodologies can be used to monitor and assess Al programs.
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Methodologies

Earned Value Management
Benefits

EVM, when properly implemented, provides an early warning of potential issues
within a program and a forecast of the total cost and schedule requirements (Fleming &
Koppelman, 2010). Research has shown that the CPI (cost performance index) stabilizes
within a 10% range after a project reaches the 20% completion point (Christensen, 1998).
The 20% stabilization point holds true across various contract types, programs, and
services (Fleming & Koppelman, 2010). This early indication provides project managers
a reasonable prediction of the project’s final costs (Fleming & Koppelman, 2010). The low
range of the cost overrun is the current cost plus the remaining scheduled cost (Fleming
& Koppelman, 2010). The high end of the costs is the budgeted cost divided by the CPI,
which is a more accurate estimate unless extenuating circumstances caused the overrun
(Fleming & Koppelman, 2010). SPI also provides an indication of future cost increases.
An unfavorable SPI (schedule performance index) indicates spending will grow larger

than initially planned to reduce the schedule variance (Christensen, 1998).

Each component has a cost and schedule associated with its completion that feeds
into the overall completion of the project. Since the baselines are established prior to work
beginning on any subcomponents, management can create well in advance a detailed
timeline with the expected cost necessary to achieve the tasks. Having such a thorough
plan allows the PM to focus on the areas that are reporting discrepancies in their CPI and
SPI, without the benefits of a quantitative value metric, rather than concentrating on all
areas of the project. They can collaborate when there are issues with a component,
trusting the aspects of a project that are on schedule and on budget to remain within
performance projected cost and schedule parameters. Instead of actively attempting to
control all parts of the project, they can spend their limited time correcting cost and
schedule issues via those identified areas of the project that have unfavorable SV and

CV. The key metrics lead PMs to manage by exception.
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Using a WBS to assign, track, and complete tasks facilitates the reporting of a
project’s cost and schedule performance, but not its value-to-cost ratio. The use of the
existing standard EVM approach facilitates communication between the PM and the
contractor with regard to cost and schedule. Since the individual components of a project
are broken down into small subsections that must be completed, management can more
easily communicate with contractors concerning discrepancies with subcomponents. This
breakdown allows a PM to assign resources and facilitates subsequent tracking of a
system’s cost and schedule progress without creating additional reporting requirements.
Given that reporting on the status of a program through EVM is required by law, managing
with the same system may reduce administrative requirements (Christensen, 1998). EVM
gives managers a single system to track cost, completion, and project schedule
performance, centralizing the control system while allowing lower level managers to

oversee their sections with the same limited metrics.

Quantitative simplicity is a key attribute of the EVM methodology. The process is
broken down into three main variables: cost, time, and work completed. The key metrics
managers use to assess a project are simple ratios derived from these cost and schedule
parameters. Determining the performance of the project is as easy as determining how
much money has been spent to complete the current amount of work at a given time. The
methodology readily scales from the overall project to individual components without
changing reporting requirements; managers simply compile the component reports into
an aggregate report. However, in IT programs, it can be more difficult to determine if the
work is completed satisfactorily (i.e., did it produce expected value, and in accordance
with the stated requirements), as seen in the Joint Tactical Radio System (JTRS)

acquisition.

Traditional cost management approaches reflect a project’s funding performance
and not the true cost of the program (Fleming & Koppelman, 2010). Flexible budgets also
give management the option to vary the budget for work based on the amount of work
completed (Christensen, 1998). EVM differs from a common budgeting approach by
including the schedule dimension in its calculations. It puts the schedule variance into a
cost dollar amount, quantifying delays. The amount of money spent completing a project
is important, but it does not show the complete picture without schedule performance. If
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an initiative is on or under budget yet is delivered 7 years later than promised, it did not
perform well despite the potential cost savings. By costing scheduled time, the PM can
determine how much a delay will cost, providing greater flexibility within management
decisions. However, this approach does not guarantee that value has been provided at

an acceptable returns level.

Challenges

EVM has proven to be an effective management system in traditional
manufacturing processes. However, in fiscal year 2008, the U.S. federal IT portfolio
contained 346 maijor IT programs worth approximately $27 billion that received a rating
of “unacceptable” or were on the “Management Watch List” (Kwak & Anbari, 2012). This
suggests there is significant room for improvement within the current Al acquisition
process. Al projects are not developed in the same manner as manufacturing-based
projects that are not highly volatile. When building a warehouse, a contractor uses the
architect’s blueprints to determine exactly how many bolts will be needed for each beam
and how long it will take to install each item. Combining each subprocess, which consists
of known cost/schedule parameters, the manager can establish a baseline with a high
degree of accuracy. However, when a program involves writing code, the process is more
complicated due to the need for programmers to generate elegant code. Keeping with
EVM principles, the desired outputs for a highly structured program are known before
work begins, and the plan to accomplish those steps can be created and mapped out
prior to construction of the code. However, the time required to write, test, debug, and
retest the computer code can vary significantly between projects and individuals, leading
to significant variability. Using the EVM system that measures the overall progress of a
program based on the linear completion of subcomponents compared to a baseline
established well before work began is not an accurate assessment for IT projects that do
not progress linearly. Al projects are characterized by iterative development with highly

variable production processes

The requirements in large Al projects are often not well defined, leading to cost
and schedule overruns. For instance, JTRS used LOCs (lines of code) to create the

baseline. However, LOC can vary drastically from one programmer to another or between
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programming languages. While there are industry standards for reducing the number of
LOCs, there is still variance between individual programmers who create the Al program.
In a traditional manufacturing application of EVM, a WBS containing the task “put the nut
on the bolt” would have schematics and plans associated with the task so that any
qualified worker could complete the work. In an Al program, turning putting the nut on the
bolt via a software program could be completed in any number of ways and still meet the
specifications. This simplistic example illustrates issues that will arise when using EVM
to manage a more complicated IT-based project, such as creating a software-defined

waveform in the JTRS project.

One of the core principles of EVM is maintaining the baseline of a program
throughout the life of the project, allowing for consistent and accurate measurement of a
project's cost/schedule progress. Adding additional requirements or changing the
specifications of certain components can alter the trajectory of a program entirely. While
any program will need to adjust when scope creep occurs, EVM is particularly ill-suited to
make these modifications midstream for Al type projects. If new requirements are added
to a program or existing requirements changed after the baseline is established,
especially after work commences, the baseline is no longer useful as a point of
comparison. More often than not, there will be additional costs and longer timelines
required to fulfill the new specifications. This will change the ACWP while leaving the
BCWS the same. As the actual costs increase and schedule expands compared to the
baseline, the main performance metrics (CV, CPI, SV, and SPI) are negatively impacted,
even if the newly added requirements add serendipitous value or miss value-adding
opportunities but complete the project on time and on budget. EVM does not function well

in projects with volatile scope or requirements.

When developing JTRS, much of the software had never been written or created,
calling on developers to estimate the cost and schedule for the various components of a
complex project with no comparable histories for comparison. To account for the
possibility that a project might not be completed on time, the engineer or PM may add an
additional week to something originally thought to take 3 weeks, accounting for some risk
of the unknown. Should overruns occur in other areas, PMs often remove this risk factor
from their calculations by reallocating scheduled time to improve their performance
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compared to the baseline. This omission eliminates much of the risk mitigation the
program originally established, eventually leading to further discrepancies to original CV
and SV estimates. However, when creating a complex product based on the assumption
of future technological advancements, as in JTRS, there is a high degree of risk.
Presuming all tasks will be completed on schedule without additional schedule risk
mitigation is a misguided assumption to make after previous components of the project

have already fallen behind schedule.

EVM functions well as a tool to monitor the cost and schedule of programs
developed in waterfall or parallel design methods. In alternative design methodologies,
such as agile or iterative designs, EVM does not provide the same level of flexibility to
project managers. EVM does not require a particular development approach and can be
used in any system that uses a baseline plan with specific schedule and cost (DoD, 2018).
Techniques such as agile EVM and scrum attempt to use a more iterative approach
typical of the software development process but are still using the same EVM concepts
with tasks broken into various work packages. By assigning a budget and timeline to
specific features within an Al initiative, PMs may use EVM to oversee progress. As each
feature is completed, value is earned and the EVM metrics are updated. Within the
specific features and components of a program, however, EVM is not as useful. This is
because the specifics of writing computer code often are not well-structured as would be

the case in a physical product project.

If two Al capabilities written in parallel work individually, it is still possible there will
be issues when combining the features in the final project output. To reduce this risk, PMs
feel forced to add additional time in their schedule. This can be done by scheduling
multiple increments that are planned, designed, coded, tested, and demonstrated (DoD,
2018). While this is a viable way to use EVM in agile design, it is not as accurate or precise
as an EVM program in a brick-and-mortar, physical product type project, which may
explain, in spite of the added agility, why Al projects are notoriously over budget and over

schedule.

For EVM metrics to be accurate the cost and schedule must be accurate to a great
level of detail. WBSs for multibillion-dollar programs often cover all items from the
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strategic overview down to small tasks within the project. Creating such a detailed list of
requirements for each component within an Al system is problematic. While the EVM
approach may provide a simple cost and schedule estimates, the initial setup process to

establish the baseline can be immense and highly inaccurate for Al projects.

Knowledge Value Added (KVA)
Benefits

KVA is an objective, quantifiable method to measure the value produced by a
system and the subprocesses within the system. The value measurements of each
process use ratio scale numbers, allowing analysts to compare the resulting ratios with
the ratios from other subprocesses to determine their relative effectiveness. KVA converts
the outputs of all processes into common value units allowing a standard productivity
performance ratio across all processes. PMs can determine the value generated from the
human component against the value added by IT processes. Because of the scales, PMs
can use these measurements to develop useful ratios in their analysis of the program’s
performance. Productivity ratios such as return on knowledge (ROK) (i.e., the common
units outputs of a process) are divided by the process cost required to produce the
outputs, and for ROI estimates, the ratio is monetized outputs minus cost divided by cost.
The ROKs and ROls, which are always 100% correlated, give managers information
about the amount of value a process generates compared to the amount of money spent
to create the value. Unlike any other methodology, KVA assigns these figures to both the
process and subprocesses rather than only the firm as a whole (as is done in standard

generally accepted accounting practice metrics used in standard financial ratios).

Conducting an analysis of a program using KVA will give a PM a clearer picture of
the value of the operational components of the program. While organizations likely have
cost/schedule metrics used to determine the performance of a project or operation, ROK
will give them additional value-based information to improve their management decisions.
PMs can determine the relative projected baseline value of the components that comprise
the program. Knowing a particular job or subprocess gives the same output value as a
different process but at a different cost may provide context for understanding the

variations in the performance of the overall system. This, in turn, gives experienced
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managers the information needed to allocate resources to specific components of a
program that need improvement or should be utilized more frequently, resulting in greater
value added. It also allows projections of the potential value added of a capability of an

Al system that was not originally in the project plan.

While a KVA analysis can provide information that will help manage the course of
a program or project, it does not require significant changes to organizational structure or
reporting processes to do so. The evaluation can be conducted during normal reporting
practices without introducing complicated new metrics into the system. The learning time,
process instruction (e.g., WBS can be a surrogate for this method), or the binary query
method are all based on information that should be available within the project
description, requirements documents. A small amount of hands-on measurement may be
required to verify the accuracy of the given data. As such, the analysis can be done
quicker than the other common assessment methodologies (e.g., activity-based costing),
giving PMs access to actionable information more rapidly.

Challenges

KVA will give analysts a quantifiable, ratio-scale number for the value of the
components that produce the outputs of the subprocesses. However, it does this only
with processes that consist of known a priori outputs. The intangible items, such as
creativity and imagination, that occur within the human brain cannot be quantified with
this method, or any other method for that matter. In fact, no current system is able to
accurately quantify these types of intangibles within a process because there is no
algorithm for creativity. These factors are not common to the average user and as such,
cannot be defined via any of the KVA methods—Ilearning time, binary query, or process
description—because the creativity process cannot be learned or described
algorithmically. Once creativity has been employed to generate an Al capability, it is
possible to describe its productivity algorithmically using KVA. KVA assigns the current
value of a process, but it cannot predict the value of potential future additional outputs

until they are describable in one of the methods used in the KVA methodology.

Although KVA will provide ratio-scale numbers to aid in evaluating processes

within a program, the ratios are often only valid for comparisons within the same project.
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Benchmarking the raw numbers with other organizations or with different divisions in the
same organization will provide a usable comparative performance assessment
benchmark for expected ROK performance. Regardless of the language of description
for outputs, the resulting ROK, ROl measures will be comparable just as they are among
organizations (i.e., for profits and not for profits) that produce different products or
services. Because these descriptions of output are in common units, they can be treated
as a value constant across all processes where only the amount of outputs determines
the value of a given component subprocess or core process. The final results of any
properly conducted analysis will return the comparable ROK, ROI estimates that is the
ultimate goal of KVA.

Integrated Risk Management

All organizations depend heavily on project planning tools to forecast when various
projects will be complete. Completing projects within specified times and budgets and a
given value is critical to facilitate smooth organizational operations. In our high-technology
environment, many things can impact schedule. Technical capabilities can often fall short
of expectations. Requirements may be insufficient in many cases and need further
definition. Tests can bring surprising results—good or bad. A whole host of other reasons
can lead to cost increases, schedule slips, and value variability. On rare occasions, we
may run into good fortune, and the schedule can be accelerated without harm to the

productivity of the project outcome.

Project schedules are inherently uncertain, and change is normal. Therefore, we
should expect changes and find the best way to deal with them. So why do projects
always take longer than anticipated? One reason is inaccurate schedule estimating. The
following discussion presents a description of shortcomings in the traditional methods of
schedule estimation and how simulation and advanced analytics can be applied to

address these shortcomings.

It is important to first understand the Integrated Risk Management (IRM) process
and how the techniques involved are related in a risk analysis and risk management
context. This framework comprises eight distinct phases of a successful and

comprehensive risk analysis implementation, going from a qualitative management
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screening process to creating clear and concise reports for management. The process
was developed by the author (Dr. Mun) based on previous successful implementations of
risk analysis, forecasting, real options, valuation, and optimization projects both in the
consulting arena and in industry-specific problems. These phases can be performed

either in isolation or together in sequence for a more robust integrated analysis.
We can segregate the process into the following eight simple steps (Mun, 2016):

Qualitative Management Screening
Forecast Predictive Modeling

Base Case Static Model

Monte Carlo Risk Simulation

Real Options Problem Framing

Real Options Valuation and Modeling
Portfolio and Resource Optimization

© N g kA~ wDdhd -

Reporting, Presentation, and Update Analysis

Qualitative Management Screening

Qualitative management screening is the first step in any IRM process.
Management has to decide which projects, assets, initiatives, or strategies are viable for
further analysis, in accordance with the firm’s mission, vision, goal, or overall business
strategy, all of which may include market penetration strategies, competitive advantage,
technical, acquisition, growth, synergistic, or globalization issues. That is, the initial list of
projects should be qualified in terms of meeting management’s agenda. Often the most
valuable insight is created as management frames the complete problem to be resolved.
This step is where the various risks to the firm are identified and flushed out.

Forecast Predictive Modeling

The future is then forecasted using time-series analysis or multivariate regression
analysis if historical or comparable data exist. Otherwise, other qualitative forecasting
methods may be used (subjective guesses, growth rate assumptions, expert opinions,
Delphi method, etc.). In a financial context, this is the step where future revenues, sale
price, quantity sold, volume, production, and other key revenue and cost drivers are
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forecasted. Examples of methods include time-series, nonlinear extrapolation, stochastic
process, ARIMA, multivariate regression forecasts, fuzzy logic, neural networks,

econometric models, GARCH, and so on.

Base Case Static Model

Whether for individual or multiple projects under evaluation, for each project that
passes the initial qualitative screens, a discounted cash-flow model is created (KVA
analysis, using the market comparables approach can be used to monetize value for this
model). This model serves as the base case analysis where a net present value is
calculated for each project, using the forecasted values in the previous step. This net
present value is calculated using the traditional approach of modeling and forecasting
revenues and costs and discounting the net of these revenues and costs at an appropriate
risk-adjusted rate. The return on investment and other profitability, cost-benefit, and
productivity metrics are generated here.

Monte Carlo Risk Simulation

Because the static discounted cash flow produces only a single-point estimate
result, there is often little confidence in its accuracy given that future events that affect
forecast cash flows are highly uncertain. To better estimate the actual value of a particular
project, Monte Carlo risk simulation should be employed next. Usually, a sensitivity
analysis is first performed on the discounted cash-flow model; that is, setting the net
present value as the resulting variable, we can change each of its precedent variables
and note the change in the resulting variable. Precedent variables include revenues,
costs, tax rates, discount rates, capital expenditures, depreciation, and so forth, which
ultimately flow through the model to affect the net present value figure. By tracing back
all these precedent variables, we can change each one by a preset amount and see the
effect on the resulting net present value. A graphical representation can then be created,
which is oftentimes called a tornado chart because of its shape, where the most sensitive
precedent variables are listed first, in descending order of magnitude. Armed with this
information, the analyst can then decide which key variables are highly uncertain in the

future and which are deterministic. The uncertain key variables that drive the net present
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value and, hence, the decision are called critical success drivers. These critical success
drivers are prime candidates for Monte Carlo simulation. Because some of these critical
success drivers may be correlated—for example, operating costs may increase in
proportion to quantity sold of a particular product, or prices may be inversely correlated
to quantity sold—a correlated Monte Carlo simulation may be required. Typically, these
correlations can be obtained through historical data. Running correlated simulations

provides a much closer approximation to the variables’ real-life behaviors.

Real Options Problem Framing

After quantifying risks in the previous step, the question now is, what is next? The
risk information obtained somehow needs to be converted into actionable intelligence.
Just because risk has been quantified to be such and such using Monte Carlo simulation,
so what, and what do we do about it? The answer is to use real options analysis to hedge
these risks, to value these risks, and to position yourself to take advantage of the risks.
The first step in real options is to generate a strategic map through the process of framing
the problem. Based on the overall problem identification occurring during the initial
qualitative management screening process, certain strategic optionalities would have
become apparent for each particular project. The strategic optionalities may include
among other things, the option to expand, contract, abandon, switch, choose, and so
forth. Based on the identification of strategic optionalities that exist for each project or at
each stage of the project, the analyst can then choose from a list of options to analyze in
more detail. Real options are added to the projects to hedge downside risks and to take

advantage of upside swings.

Real Options Valuation and Modeling

Through the use of Monte Carlo risk simulation, the resulting stochastic discounted
cash-flow model will have a distribution of values. Thus, simulation models, analyzes, and
quantifies the various risks and uncertainties of each project. The result is a distribution
of the NPVs and the project’s volatility. In real options, we assume that the underlying
variable is the future profitability of the project, which is the future cash-flow series. An

implied volatility of the future free cash flow or underlying variable can be calculated
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through the results of a Monte Carlo simulation previously performed. Usually, the
volatility is measured as the standard deviation of the logarithmic returns on the free cash-
flow stream (other approaches include running GARCH models and using simulated
coefficients of variation as proxies). In addition, the present value of future cash flows for
the base case discounted cash-flow model is used as the initial underlying asset value in
real options modeling. Using these inputs, real options analysis is performed to obtain the

projects’ strategic option values.

Portfolio and Resource Optimization

Portfolio optimization is an optional step in the analysis. If the analysis is done on
multiple projects, management should view the results as a portfolio of rolled-up projects
because the projects are in most cases correlated with one another, and viewing them
individually will not present the true picture. As firms do not only have single projects,
portfolio optimization becomes crucial. Given that certain projects are related to others,
there are opportunities for hedging and diversifying risks through a portfolio. Because
firms have limited budgets, as well as time and resource constraints, while simultaneously
having requirements for certain overall levels of returns, risk tolerances, and so forth,
portfolio optimization takes into account all these to create an optimal portfolio mix. The

analysis will provide the optimal allocation of investments across multiple projects.

Reporting, Presentation, and Update Analysis

The analysis is not complete until reports can be generated. Not only must the
results be presented, but the process should also be shown. Clear, concise, and precise
explanations transform a difficult black box set of analytics into transparent steps.
Management will never accept results coming from black boxes if they do not understand
where the assumptions or data originate and what types of mathematical or financial
massaging takes place. Risk analysis assumes that the future is uncertain and that
management has the right to make midcourse corrections when these uncertainties
become resolved or risks become known; the analysis is usually done ahead of time and
thus, ahead of such uncertainty and risks. Therefore, when these risks become known,

the analysis should be revisited to incorporate the decisions made or revising any input
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assumptions. Sometimes, for long-horizon projects, several iterations of the real options
analysis should be performed, where future iterations are updated with the latest data

and assumptions.

Understanding the steps required to undertake the IRM process is important
because it provides insight not only into the methodology itself but also into how it evolves
from traditional analyses, showing where the traditional approach ends and where the

new analytics start.

Applying IRM: Schedule and Risk Management

Traditional schedule management typically starts with a list of tasks. Next these
tasks are put in order and linked from the predecessor to successor for each task. They
are typically displayed in either a Gantt chart form or a network. For our discussion in this
section, we concentrate on the network diagram. The duration for each task within the
network is then developed. The estimated duration for each task is given a single-point
estimate, even though we know from experience that this estimate should be a range of
values. Therefore, the first mistake is using a single-point estimate. In addition, many
people who provide duration estimates try to put their best foot forward and give an
optimistic or best-case estimate. If we assume that the probability of achieving this best-
case estimate for one task is 20%, then the likelihood of achieving the best case for two
tasks is merely 4% (20% of 20%), and three tasks yields only 0.8%. Within a real project
with many more tasks, there is only an infinitesimal chance of making the best-case
schedule. Once the task duration estimates have been developed, the network is
constructed and the various paths through the network are traced. The task durations are
summed along each of these paths, and the one that takes the longest is identified as the

critical path.

Figure 21 illustrates a network and critical path using sample data (Mun, 2016a).
The sum of task durations along the critical path is listed as the project completion date.
In Figure 18, there are four paths through the network from beginning to end. The
shortest/quickest path is Tasks 1-2-3-10-11 with a total duration of 22 days. The next
shortest path is tasks 1-7-8-9-10-11 at 34 days, and then path 1-4-5-6-10-11 at 36 days.
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Finally, the path 1-4-8-9-10-11 takes the longest at 37 days and is the critical path for this

network.

So, let us assume that this network of tasks is our part of a larger effort and some
other effort upstream of ours has overrun by a day. Our boss has asked us to shorten our
schedule by 1 or 2 days to get the overall effort back on track. Traditional schedule
management has one target: shorten the longest duration item in the critical path. Another
approach is to shorten every task on the entire critical path. Because the first technique
is more focused, more prone to success, and creates fewer conflicts on our team, let us
assume that we will use that one. Hence, we will want to reduce Task 8 from 10 days to
9 days to shorten our schedule and we will satisfy our boss or our customer. Let us leave
the traditional methodology at this stage feeling satisfied with our efforts, but curious
about exploring alternatives. The next step is to explore simulation and risk analytics to
enhance the management of the project. Specifically, we will be employing Monte Carlo
risk simulations on each of the tasks’ projected budget and schedule, resulting in a

probabilistic and risk profile view of the entire network’s cost and schedule.

Task 1 X Task 2 X Task 3 Task 10 N Task 11
5 days 5 days 6 days 5 days 5 days
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Figure 21. Complex network task

ACQUISITION RESEARCH PROGRAM
GRADUATE SCHOOL OF DEFENSE MANAGEMENT -74 -
NAVAL POSTGRADUATE SCHOOL




Probabilistic Schedule Management

If we agree that task durations can vary, then that uncertainty should be considered
in schedule models. A schedule model can be developed by creating a probability
distribution for each task, representing the likelihood of completing the particular task at
a specific duration. Monte Carlo simulation techniques can then be applied to forecast the

entire range of possible project durations.

A simple triangular distribution is a reasonable probability distribution to use to
describe the uncertainty for a task’s duration. It is a natural fit because if we ask someone
to give a range of duration values for a specific task, they usually supply two of the
distribution’s elements: the minimum duration and the maximum duration. We need only
ask or determine the most likely duration to complete the triangular distribution. The
parameters are simple, intuitively easy to understand, and readily accepted by customers
and bosses alike. Other more complex distributions could be used such as the Beta or
Weibull but little, if anything, is gained because the determination of the estimated
parameters for these distributions is prone to error and the method of determination is not

easily explainable to the customer or boss.

To get the best estimates, we should use multiple sources to get the estimates
of the minimum, most likely, and maximum values for the task durations. We can talk to
the contractor, the project manager, and the people doing the hands-on work and then
compile a list of duration estimates. Historical data can also be used, but with caution
because many efforts may be similar to past projects but usually contain several unique
elements or combinations. We can use Figure 22 as a guide. Minimum values should
reflect optimal utilization of resources. Maximum values should consider substantial
problems, but it is not necessary to account for the absolute worst case where everything
goes wrong, and the problems compound each other. Note that the most likely value will
be the value experienced most often, but it is typically less than the median or mean in
most cases. For our example problem, shown in Figure 21, the minimum, most likely, and
maximum values given in Figure 23 will be used. We can use Risk Simulator software to
set input assumptions to create triangular distributions based on these minimum, most

likely, and maximum parameters. The column of dynamic duration values shown in Figure
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23 was created by taking one random sample from each of the associated triangular
distributions.

Time and cost are more likely to overrun than to
Optimal utilization of oy undettun.,

resources, no problems
and Murphy stayed at
home.

Mode Mean ‘
Maximum

Minimum Most Likely

Figure 22. Triangular distribution

After the triangular distributions are created, the next step is to use the schedule
network to determine the paths. For the example problem shown Figure 21, there are four
paths through the network from beginning to end. These paths are shown in Figure 24
with their associated durations. The overall schedule total duration is the maximum of the
four paths. In Risk Simulator, we would designate that value as an Output Forecast. In
probabilistic schedule analysis, we are not concerned with the critical path/near-critical
path situations because the analysis automatically accounts for all path durations through

the calculations.

We can now use Risk Simulator to run a Monte Carlo simulation to produce a
forecast for schedule duration. Figure 25 shows the results for the example problem. Let
us return to the numbers given by the traditional method. The original estimate stated the
project would be complete in 37 days. If we use the left-tail function on the forecast chart,
we can determine the likelihood of completing the task in 37 days based on the Monte
Carlo simulation. In this case, there is a mere 8.27% chance of completion within the 37
days. This result illustrates the second shortcoming in the traditional method: Not only is
the point estimate incorrect, but it puts us in a high-risk overrun situation before the work
has even started! As shown in Figure 24, the median value is 38.5 days. Some industry
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standards recommend using the 80% certainty value for most cases, which equates to

39.5 days in the example problem.

Task Point
#  Task Name Min Likely Max Estimate
1 Stakeholder Analysis 4.5 5 6 5
2 Objectives Hierarchy 4.5 5 6 5
3 Decision Metrics Development 5.5 6 7 6
4 Functional Analysis 6 7 9 7
5 Primary Module Requirements 7 8 10 8
6  Primary Module Development 9 10 13 10
Secondary Module Functional

7  Analysis 4.5 5 6 5
Secondary Module

8  Requirements 9 10 12 10
Secondary Module

9  Development 8 9 10 9

10 Trade Studies 2.5 3 4 3
Final Development

11 Specification 2.5 3 4 3

Figure 23. Range of task durations

Path  Time Path Time Path Time Path Time
1 1 2 2 3 3 4 4
1 5.78 1 5.78 1 5.78 1 5.78
2 4.79 4 7.78 4 7.78 7 5.20
3 6.16 5 9.22 8 10.05 8 10.05
10 3.33 6 10.12 9 9.40 9 9.40
11 3.76 10 3.33 10 3.33 10 3.33

11 3.76 11 3.76 11 3.76

Totals 23.82 39.99 40.10 37.52

Overall Total (Max of all the

Schedule 40.10 totals)

Figure 24. Paths and durations

ACQUISITION RESEARCH PROGRAM
GRADUATE SCHOOL OF DEFENSE MANAGEMENT -77 -
NAVAL POSTGRADUATE SCHOOL




—
1200 - OverallSchedule (10000 Trials) e
e — =10
1000
.. 800
Q
g ?
36004 o s
8 55
400+ 42
200 02
0.4
28170 371730 391739 41.1739 a7

Type: Left-Tail =, Lower: -Infinity, Upper: 37.0000, Certainty; 8.2700%

Figure 25. Simulation results

Now let us revisit the boss'’s request to reduce the whole schedule by 1 day. Where
do we put the effort to reduce the overall duration? If we are using probabilistic schedule
management, we do not use the critical path; so, where do we start? Using Risk
Simulator’'s Tornado Analysis and Sensitivity Analysis tools, we can identify the most
effective targets for reduction efforts. The tornado chart (Figure 26) identifies the most
influential variables (tasks) to the overall schedule. This chart identifies the best targets

to reduce the mean/median values.

We cannot address the mean/median without addressing the variation, however.
The Sensitivity Analysis tool shows what variables (tasks) contribute the most to the
variation in the overall schedule output (see Figure 27). In this case, we can see that the
variation in Task 4 is the major contributor to the variation in the overall schedule. Another
interesting observation is that the variation in Task 6, a task not on the critical path, is

also contributing nearly 9% of the overall variation.

In this example, reducing the schedule duration for Task 4, Task 8, and Task 9
would pay the most dividends as far as reducing the overall schedule length. Determining
the underlying reasons for the substantial variation in Tasks 4, 6, and 8 would likely give
better insight into these processes. For example, the variation in Task 4 may be caused
by the lack of available personnel. Management actions could be taken to dedicate
personnel to the effort and reduce the variation substantially, which would reduce the

overall variation and enhance the predictability of the schedule. Digging into the reasons
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for variation will lead to targets where management actions will be most effective, much

more so than by simply telling the troops to reduce their task completion time.

Tornado Chart
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Figure 26. Tornado analysis
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Figure 27. Sensitivity analysis

Using the network schedule model, we can also experiment to see how different
reduction strategies may pay off. For example, taking 1 day out of Tasks 4, 8, and 9 under
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the traditional method would lead us to believe that a 3-day reduction has taken place,
but if we reduce the Most Likely value for Tasks 4, 8, and 9 by 1 day and run the Monte
Carlo risk simulation, we find that the median value is still 37.91, or only a 0.7-day
reduction. This small reduction proves that the variation must be addressed. If we reduce
the variation by 50%, keeping the original minimum and the most likely values, but
reducing the maximum value for each distribution, then we reduce the median from 38.5
to 37.91—about the same as reducing the most likely values. Taking both actions
(reducing the most likely and maximum values) reduces the median to 36.83, giving us a
55% chance of completing within 37 days. This analysis proves that reducing the most
likely value and the overall variation is the most effective action.

To get to 36 days, we need to continue to work down the list of tasks shown in the
sensitivity and tornado charts (Figures 26 and 27) addressing each task. If we give Task
1 the same treatment, reducing its most likely and maximum values, then completion
within 36 days can be accomplished with a 51% certainty, and a 79.25% certainty of
completing within 37 days. The maximum value for the overall schedule is reduced from
more than 42 days to less than 40 days. Substantial management efforts would be

needed, however, to reach 36 days at the 80% certainty level.

When managing the production schedule, use the best-case numbers. If we use
the most likely values or worse yet, the maximum values, production personnel will not
strive to hit the best-case numbers, thus implementing a self-fulfilling prophecy of delayed
completion. When budgeting, we should create the budget for the median outcome but
recognize that there is uncertainty in the real world as well as risk. When relating the
schedule to the customer, provide the values that equate to the 75% to 80% certainty
level. In most cases, customers prefer predictability (on-time completion) over potentially
speedy completion that includes significant risk. Finally, acknowledge that the “worst
case” can conceivably occur and create contingency plans to protect your organization in
case it does occur. If the “worst case’’maximum value is unacceptable, then make the
appropriate changes in the process to reduce the maximum value of the outcome to an

acceptable level.
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With traditional schedule management, there is only one answer for the scheduled
completion date. Each task gets one duration estimate, and that estimate is accurate
only if everything goes according to plan, which is not a likely occurrence. With
probabilistic schedule management, thousands of trials are run exploring the range of
possible outcomes for schedule duration. Each task in the network receives a time
estimate distribution, accurately reflecting each task’s uncertainty. Correlations can be
entered to more accurately model real-world behavior. Critical paths and near-critical
paths are automatically considered, and the output forecast distribution will accurately
reflect the entire range of possible outcomes. Using tornado and sensitivity analyses, we
can maximize the effectiveness of our management actions to control schedule variations

and if necessary, reduce the overall schedule at high certainty levels.

Projects with Complex Tasks

In complex projects where there are nonlinear bifurcating and recombining paths
(Figure 28), the cost and schedule risk modeling is more difficult to model and compute.
For instance, in the Project A tab of the default example, we can see that after Task 1,
future tasks can be run in parallel (Tasks 2, 3, and 4). Then, Tasks 3 and 4 recombine
into Task 8. Such complex path models can be created by the user simply by adding
tasks and combining them in the visual map as shown, using the relevant icon tools
(Figure 28). The software will automatically create the analytical financial model when
Create Model is clicked. That is, you will be taken to the Schedule & Cost tab and the
same setup as shown previously is now available for data entry for this complex model
(Figure 26). The complex mathematical connections will automatically be created behind
the scenes to run the calculations so that the user will need to perform only the very

simple tasks of drawing the complex network path connections.
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Figure 28. Complex path project management
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Figure 29. Complex project simulated cost and duration model with critical path
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Critical Path Models (CPM) in Projects with Complex Tasks

After running the model, the complex path map shows the highlighted critical path
(Figure 30) of the project, that is, the path that has the highest potential for bottlenecks
and delays in completing the project on time. The exact path specifications and
probabilities of being on the critical path is seen in Figure 27 (e.g., there is a 56.30%
probability that the critical path will be along Tasks 1, 3, 8, 10, 13, 14).

If there are multiple projects or potential project path implementations, the portfolio
view (Figure 28) compares all projects and implementation paths for the user to make a
better and more informed risk-based decision. The simulated distributions can also be

overlaid (Figure 29) for comparison.

Figure 31 allows users to see all projects that were modeled at a glance. Each
project modeled can actually be different projects or the same project modeled under
different assumptions and implementation options (i.e., different ways of executing the
project), to see which project or implementation option path makes more sense in terms
of cost and schedule risks. The Analysis of Alternatives radio button selected allows users
to see each project as stand-alone (as compared to Incremental Analysis where one of
the projects is selected as the base case and all other projects’ results show their
differences from the base case) in terms of cost and schedule: single-point estimate
values, simulated averages, the probabilities that each of the projects will have a cost or
schedule overrun, and the 90th percentile value of cost and schedule. Of course, more
detailed analysis can be obtained from the Risk Simulation | Simulation Results tab,
where users can view all of the simulation statistics and select any confidence and
percentile values to show. This Portfolio Analysis tab also charts the simulated cost and

schedule values using bubble and bar charts for a visual representation of the key results.
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Comparing and Overlaying Simulated Results

The Overlay chart in Figure 32 shows multiple projects’ simulated costs or
schedules overlaid on top of one another to see their relative spreads, location, and skew
of the results. We clearly see that the project whose distribution lies to the right has a
much higher cost to complete than the left, with the project on the right also having a
slightly higher level of uncertainty in terms of cost spreads. Finally, Figure 33 shows an
Analysis of Alternatives comparison of the simulated results of the projects. While Figure
29 shows the expected value of the project costs and schedule (not simulated, static,

single-point estimates), Figure 33 shows the simulated results.
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Figure 32. Overlay charts of multiple projects’ cost or schedule
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Figure 33. Analysis of alternatives

Benefits

The combination of several proven techniques makes IRM a valuable tool to
improve the quality of information available when making decisions. Introducing dynamic
Monte Carlo simulation to analysis of potential initiatives and investments illustrates the
risks associated with the projects in a more realistic manner than traditional approaches.
Static forecasting based on assumptions and historical performance offers a limited view
of the range of a project’s possible outcomes. Running thousands of simulations or more
while adjusting the variables within realistic possibilities allows decision-makers to obtain
a more complete picture of the uncertainty inherent within the project. Increasing the
amount of relevant and accurate information managers can access will improve the

quality of decisions made by the leadership team.

IRM provides a systematic approach to addressing Al investments. Following the
eight steps is a straightforward process that facilitates a quantitative decision-making

process. While the functions within each step are sometimes complicated and require
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additional training to complete, the process as a whole is clear-cut and easy to follow.
Since the IRM method is well defined, it can be implemented into established procedures
without a complete reengineering of established processes. Data used in traditional
methods will be used in IRM and expanded to improve the scope of a project’s evaluation.
The real options were quantified and resulted in an output that differed from expectations.
The systemic nature of IRM allows the process to be completed by different members or
different teams without re-collecting data and starting from the beginning. After analysts
have completed training in IRM, they should be able to continue the process from any

point within the method.

Armed with the probability of certain outputs from the project, real options analysis
allows managers to determine the best method to proceed with a project. Real options
were presented not only at the beginning of the program with three different directions for
the program to head, but also after each different phase of the chosen strategy. By writing
a contract that lets an organization adjust their chosen course of action as more
information becomes available, the company can minimize losses for failing programs
and capitalize on initiatives that are performing well or show promise. Fortunately, within
DoD acquisitions, many real options are already commonplace. The government regularly
cancels contracts due to a change in fiscal policy, failure to meet specifications, or other
reasons. Adding other real options to contracts would not be a completely foreign

concept.

A key strength of the IRM methodology is the use of common units to make
strategic decisions relate to the value of a system. By implementing KVA measurements
into the static and dynamic IRM models, leadership can see a statistical range depicting
the potential value of a project. The market comparable prices generated from the value
analysis were used to determine the present values of the real option strategies. Most
other methods use only the cost of the program to determine its effectiveness, assuming
the value is inherent due to the requirements that were generated. IRM can inform
decision-makers about both the costs associated with a potential investment into an

initiative and the value of the said initiative in units that can be directly compared.
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Challenges

While IRM is an extremely useful analytical tool, there are drawbacks to the
process as well. The various techniques within the method can be difficult to master
(Housel et al., 2019). It is a complicated process that requires a detailed understanding
of both finance and statistics to complete a thorough analysis. While there are software
tools to assist in conducting the analysis, the inputs are more complicated than simply
inserting a few numbers into a program and reading an output. However, with an
understanding of the basic concepts, sufficient training, and the correct tools, an analyst
can generate the necessary information to allow decision-makers access to the
appropriate comparative material to make an informed decision (Housel et al., 2019). The
information congregated during the statistical analysis can appear daunting. For those
without a strong statistics background, the simulations and their outputs seemingly come
from a quantitative black box (Mun, 2016). If decision-makers do not understand why an
analyst makes a recommendation, it can be easy to disregard the suggestions and rely
on familiar techniques. Creating comprehensive and thorough reports for management
review combined with informed presentations to alleviate concerns with the
unaccustomed procedures will combat this potential issue. To take advantage of real
options, these options must be considered in advance of the decision to enact any of the
options. Leadership must recognize the future option when writing contracts to ensure
certain options remain available. Some options, such as the option to expand, can be
enacted relatively simply by developing another project based on the success of the initial
investment. However, the option to abandon may not be as readily available to project
managers if the contract did not include appropriate clauses. Vendors must be willing to
accept potential cancellation of subcontracts when they are not at fault, which may
increase the price they charge to complete a task. Due to the potential increased cost
associated with contracting real options, managers must conduct a detailed analysis of
which potential options may be exercised in the future prior to signing contracts with

vendors.

Like all financial forecasting, IRM relies on historical data to make predictions.
Predictions that incorporate current information in their analysis rather than relying purely
on historical trends can provide more insight to decision-makers. For example,
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sophisticated meteorologists create weather predictions from multiple sources: Doppler
radar, satellites, radiosondes (i.e., weather balloons), and automated surface-observing
systems observe the current weather conditions (National Oceanic and Atmospheric
Administration [NOAA], 2017). Using numerical weather prediction, the data from the
various sources is run in models based on known historical patterns for the region (NOAA,
n.d.). For the meteorologist, knowing the current conditions is just as important as
knowing the historical models (NOAA, n.d.). Similarly, if the project analyst had the ability
to incorporate relevant information that is current to the minute (or to the required fidelity),
the models would provide even more accurate information. Outsourcing, reducing
manning, and maintaining the current structure all have statistics that could be used in
simulations because of similar projects with historical data. Although this drawback is not
unique to the IRM methodology, leaders should be aware of this flaw in any financial

prediction.

Finally, the DoD does not currently incentivize PMs reaping the positive benefits
of risk. The risk framework within DoD acquisitions is designed to minimize cost and
schedule overruns during a project. The structure of DoD contracts does not encourage
increased capability or performance from vendors or the project as a whole. Where a for
profit business may invest in an endeavor that may fail, they do so because they believe
the upside reward is greater than the potential cost of failure. For instance, if a design
objective for an aircraft is to reach 250 knots and the design threshold is 200 knots, the
budget will be for the threshold versus the objective. There will not be enough funding for
the program to reach the objective unless the PM is able to reallocate resources internally.
The acquisitions process looks at the cost to reach the objective rather the value of the
objective. For-profit companies reward for performance, which is measured by revenue.
The DoD’s unspoken surrogate for revenue is cost savings, which promotes a different
value than increasing the value of a project. Conversely, DoD acquisitions proceed only
once the negative consequences are mitigated to the greatest extent possible. The upside
risk is of minimal importance to the PMs; the program simply needs to be completed on
time and on budget. Although it is still vital to examine how potential projects fit into the
overall collection of acquisitions and current assets in the DoD, the contract structure

limits some of the portfolio optimization aspects of IRM.

ACQUISITION RESEARCH PROGRAM
GRADUATE SCHOOL OF DEFENSE MANAGEMENT -89 -
NAVAL POSTGRADUATE SCHOOL




Comparison of Key Attributes

Choosing a methodology should depend on the nature of the project under
consideration, specifically, the commitment needed from the organization, the
organization’s desire to align strategic goals with the project, the predictive capability of
the methodology, the flexibility required, and the time available. While others in the
organization need to understand the concepts to comprehend status reports, EVM only
needs the management team to track the cost and schedule of the project compared to
the baseline as there is no determined goal alignment with the organization. While the
CPI and SPI can help estimate the final cost and schedule, there is no true predictive
ability associated with EVM since the assumption is that the schedule will proceed
according to the baseline, regardless of previous performance volatility. Adherence to the
baseline is essential in EVM, and changing requirements can drastically alter a baseline,
reducing the effectiveness of the methodology. Setting up, monitoring, and reporting the
cost/schedule performance of each work package within the WBS can be a time-
consuming and expensive task for an Al project with its many unknowable components

and capabilities a priori.

KVA needs only the KVA analyst and the process owner, as the SME, to determine
the value of a process or component output, supporting the need to align the project with
an organization’s productivity goals. Using this analysis, they can model the current
baseline as-is process ROK and compare it with the proposed to-be process model ROK,
thus offering a simple prediction of the improvement between the models. Since KVA can
be used with any language of description that defines the process outputs in common
units, analysts can choose whichever method is most beneficial for the particular system
in question, providing flexibility. This analysis can be completed quickly, potentially
providing a rough-cut assessment within a few days. IRM requires the organizational
leadership, portfolio and project managers, and the analyst to determine how a project
fits within an organization’s portfolio, the present value (PV) of the project, and potential
real options. By analyzing and simulating various scenarios, IRM provides a prediction of
a project’s likely performance, which allows managers to build in flexibility via real options
at the appropriate locations within the project. Assuming the data necessary for the
analysis is available, the process can be completed in a relatively quick manner.
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Methodologies in Al Acquisition

As previously discussed, the methodologies all have strengths and weaknesses,
making them more suitable in certain applications than others. The biggest challenge in
using EVM when acquiring Al is the iterative nature of software development. EVM needs
clearly stated, detailed requirements for intermediate steps to be most effective. While
the outputs of software programs are defined well, the steps required to build the software
are not, leading to problems when developing cost and schedule estimates. If the
software is not complex or consists of known processes, EVM can sufficiently monitor the
progress. Integrating software and hardware is also complicated with EVM since there
are numerous pieces of the program that must be combined to meet the goals, resulting
in additional debugging and recoding. EVM is more efficient when used to manage the
physical creation of systems or infrastructure. It can monitor the cost/schedule progress
of software work packages but is not as useful at estimating the value of those programs.

KVA can provide an objective, ratio-scale measure of value and cost for each core
process and its subprocesses or components within any IS system. Using the two
parameters, managers can then analyze productivity ratios information, such as ROK and
ROI, to determine the efficiency of a process compared to the resources used to achieve
the output. This can help the manager decide how to use resources to update systems
or estimate the future value of a system being acquired. Combining the KVA results with
IRM allows managers to iterate the value of system real options analysis through
simulation and other techniques. IRM can also quantify risks and forecast performance
probabilities for measures of the potential success for programs and components of
programs using historical data. It is a tool to assist with the investment strategy, making
it useful when acquiring all types of Al. However, it is not designed to help manage the
actual acquisition of an Al program or determine how to meet its detailed requirements.

Summary

Examining the benefits and challenges of the proposed methodologies
demonstrates the scope, capabilities, and limitations of various Al systems. It also helps

inform in which areas and phases of the Defense Acquisition System life cycle it may be
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appropriate to include the methodologies or components of the methodologies within the
system. The next section provides recommendations based on these findings.
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Conclusion

The main research question of this study was, simply, how can certain advanced
analytical decision-making methodologies be used in the acquisition life cycle to

complement existing methods to ensure a successful acquisition of Al technologies?

As discussed, EVM remains the only program management methodology required
by the U.S. government for all DoD acquisition programs with a contract value exceeding
$20 million. Regardless of this requirement, EVM is a methodology that provides a
structured approach to the acquisition of IT via program management processes that can
help ensure an acquisition program stays on schedule and within budgeted cost
estimates. However, there are significant limitations when using EVM for Al acquisitions,
the major weakness being that it was not designed for managing Al acquisitions that
follow a very iterative and highly volatile pathway. Organic Al acquisitions require a high
level of flexibility to deal with the unknowns that arise during the development process as
well as value adding possibilities not in the original plan. In addition, EVM does not provide
a common unit of value metric to enable standard productivity metrics, such as ROI. When
value is inferred by how consistent a program is with original baseline cost and schedule
estimates, the performance of the program may be sacrificed in terms of the quality of the
outputs when planned program activities become iterative, as in the development of many
Al programs. If an Al acquisition program is trending toward cost and schedule overruns,
but the resulting value added of the modifications to the original requirements provides
disproportionate increases in value, EVM is not designed to recognize this increase in

value.

To remedy these shortcomings of EVM in Al acquisitions, the methodology should
be combined with KVA and IRM, which can be useful during the requirements and
monitoring phases of EVM by ensuring that a given Al acquisition is aligned with
organizational strategy and that a baseline process model has been developed for
establishing current performance before acquisition of the an Al system. A future process
model that estimates the value added of the incorporation of the Al can also set

expectations that can be measured against the baseline model after the Al has been
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acquired. IRM can be used to forecast the value of strategic real options flexibility that an
acquired Al may provide so that leadership can select the options that best fit their desired

goals for the Al in defense core processes.

Because it provides an objective, quantifiable measure of value in common units,
KVA should also be used in Al acquisitions to allow decision-makers to better understand
and compare different strategic options based on their value and the cost. Obtaining a
return on investment of Al systems can only be done when using KVA to determine the
value embedded in the system. This information provides insight to PMs as well as a
more complete perspective regarding the performance of both the current and the to-be
systems.

Likewise, using IRM is recommended when acquiring Al through the Defense
Acquisition System. Applying dynamic and stochastic uncertainty and risk-based
modeling techniques to predict likely and probabilistic outcomes can improve the risk
estimates associated with the components and subcomponents of a program, in terms of
their potential cost overruns, value variabilities, and schedule delays. Analyzing various
real options within the context of the models’ outputs will help PMs make the most

advantageous choices when determining a program’s future.

PMs should use EVM only in the Engineering and Manufacturing Development
(EMD) phase, as is currently done. That said, EVM will work best in hardware
manufacturing solutions with technology that is fully mature prior to the program starting.
Since many Al acquisition programs consist of advancing the current technology and
developing new software solutions to meet requirements, EVM is not perfectly suited for
Al development. Nevertheless, PMs can use various agile EVM techniques to complete
projects on cost/schedule baselines provided the appropriate steps are taken when
establishing the baseline. Requirements must be broken into small, easily definable tasks
with suitable risk and uncertainty factors accounted for within the schedule. Other
methodologies, such as KVA and IRM, should be used with EVM to ensure these factors
are based on defendable metrics rather than simply guessing how much additional time,

money, and value may be necessary to complete complex tasks.
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During the Materiel Solution Analysis (MSA) phase, KVA and IRM will help
determine the value of the different options considered in the analysis of alternative (AcA)
process. KVA can objectively measure the value of the current, as-is system and the
potential to-be systems under consideration. Then IRM can use additional factors to value
the alternatives in terms of their relative parameter values such as cost, value, complexity,
timeline. As the chosen solutions mature during the TMRR phase, an updated KVA
analysis will reassess initial estimates and provide a projected ROI that can be
incorporated in an IRM risk and real options analysis for the Al solution prior to entering

the EMD phase as appropriate.

Limitations and Future Research

This research examined whether the various methodologies—EVM, KVA, and
IRM—could be used within the Defense Acquisition System to improve the acquisition of
Al. Future research should examine how these methodologies may interact with or
improve other components of the acquisition system. This includes the JCIDS and PPBE
components as individual processes and the interaction of JCIDS, PPBE, and the
Defense Acquisition System as a whole. Certain methodologies, specifically IRM, may be
more beneficial when used throughout the entire acquisition process instead of within a
portion of the system. Additionally, future research could examine how these different

methods may be used in the acquisition of products outside the Al or IT realm.

The research conducted looked at Al as a whole and not specific types of Al.
Future studies should examine if acquisition methods, strategies, and methodologies
should change based on the category of Al being acquired. This is of specific interest
when considering artificial intelligence and its subsets. Machine learning, intelligence with
a specific focus or field of expertise, and general or universal intelligence would likely
have different methods used in the acquisition process based on their complexity,

complicated nature, undeveloped technology, and level of risk.

The applicability of these methodologies within commercial acquisition of Al is
another area of potential research. This research focused exclusively on the application
of the respective techniques within the DoD acquisition process. However, commercial
entities also struggle when acquiring complex or complicated Al and IT systems,
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particularly when the systems operate at the enterprise level. Further research may
indicate if these same methodologies could provide value to decision-makers in the
private sector during the creation, adoption, or customization of commercial Al. As noted
in the literature, the hype cycle for Al and automation is on the rise and the demand to
procure such technologies is as relevant for the commercial sector as it is for DoD.
Furthermore, the recent pandemic caused by the Coronavirus Disease 2019 (COVID-19)
has forced a permanent shift in society toward an increased trend toward a permanent
remote workforce. As these trends are likely to continue in the foreseeable future, an
increased in automation tools will be required to support this workforce. These trends
could be explored for their implications as part of the Fourth Industrial Revolution and

Industry 4.0.

Finally, this research examined only the most promising methodologies out of
numerous different possibilities. Future research could examine other program
management tools, management philosophies, analytic tools, or other methodologies and
their benefit when acquiring Al. While the examined methodologies were chosen because
they would likely benefit the process and support improvements in EVM, other systems
may be more appropriate in certain phases or may offer additional benefits not seen in

this research.
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Appendix A: Al Capabilities

This Appendix provides amplifying information on the Al capabilities that were

introduced in the third section of this report.

Machine Learning

Intelligence is the capacity to process a certain type of information, allowing a
processor to solve problems that are of consequence (Gardner, 1993). Multiple types of
intelligence have been proposed by psychologists beyond the classic understanding of a
person’s analytic intelligence quotient (IQ), which can sometimes measure only how well
someone takes an IQ test instead of one’s innate abilities. Howard Gardner proposed a
theory of multiple intelligence, which suggests that the traditional psychometric views of
intelligence are too narrow and should include more categories where certain processors,
people in this instance, are stronger than others at making sense of different stimuli.
These categories of intelligence include visual-spatial, linguistic-verbal, interpersonal,
intrapersonal, logical-mathematical, musical, body-kinesthetic, and naturalistic (Gardner,
1993). An argument against this proposition would be that these categories merely
represent learned and disciplined behaviors that someone developed in their life because
of personality and circumstances. Regardless, both concepts of intelligence (classic and
multiple) play well into what steps are taken to create a machine with artificial intelligence.

A computer can perform calculations based on the data provided and ultimately
returns an a priori determined result. It can be programmed and coded to follow certain
steps or algorithms repeatedly, and even alter its findings based on its own previously
calculated results through some error correction algorithms. A combination of these two
steps is the basic concept of machine learning. A computer system is first fed data
structured in a way that the algorithm is programmed to recognize, derive patterns from
the data, and make assumptions about any unstructured data provided subsequently
(Greenfield, 2019). Figure 34 shows how this works in an x-ray learning algorithm.
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The image shows the steps an Al algorithm goes through in order to make a recommendation to a physician
on where a missing body part should be. It takes in structured data and develops its understanding of what
“right” looks like. When given unstructured data, it compares the image against previously trained models
and identifies the abnormality with a recommendation on where to apply a fix, such as a prosthetic.

Figure 34. Al training algorithm
Source: Greenfield (2019)

Figure 34 simply illustrates the fundamental concept of machine learning, but the
current research focuses on the different types of learning from the perspective of
procurement. Sievo (2019), an Al procurement software company, provides the following
are interpretations of different types of learning in the procurement algorithms.

Supervised Learning

An algorithm is taught the patterns using past data, and then detects them
automatically in new data. Supervision comes in the form of correct answers that humans
provide to train the algorithm to seek out patterns in data. This is commonly used within

procurement areas such as spend classification (Sievo, 2019).

Unsupervised Learning

The algorithm is programmed to detect new and interesting patterns in completely
new data. Without supervision, the algorithm is not expected to surface specific correct
answers; instead, it looks for logical patterns within raw data. This is rarely used within
critical procurement functions (Sievo, 2019).
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Reinforcement Learning

The algorithm decides how to act in certain situations, and the behavior is
rewarded or punished depending on the consequences. This is largely theoretical in the

procurement context (Sievo, 2019).

Deep Learning

An advanced class of machine learning inspired by the human brain where artificial
neural networks progressively improve their ability to perform a task. This is an emerging
opportunity in procurement functions (Sievo, 2019).

Natural Language Processing

Anyone familiar with gadgets that are seemingly able to understand written or
spoken words and act on them, such as translation apps or personal assistants like
Amazon’s Alexa, are already interacting with NLP-enabled Al. NLP incorporates
algorithms that can interpret, transform, and generate human language in a way that is
clearly understood by people (Sammalkorpi & Teppala, 2019). Speech soundwaves are
transformed into computer code that has meaning to the algorithms. The code then
converts that meaning back into a human understandable, accurate response that can be
applied to normal human cognition. This process is accomplished through semantic
parsing that maps the language of a passage to categorize each word and through
machine learning, makes associations to denote not just the definition of the word, but its
meaning in context (Raghaven & Mooney, 2013). Figure 35 illustrates this process of

categorization and analysis in context for a portion of a procurement contract.
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NATURAL LANGUAGE PROCESSING IN PROCUREMENT

Identifying parts of a text and their grammatical roles through text parsing.

3TERM
31 This Agreement shall commence on the Commencement Date and shall continue, unless
terminated earlier in accordance with this Agreement. for the Term. On the expiry of the Term, this
reement shall terminate automatically without notice.
sentence :QSPONSORSHIP FEE g
2 411n consideration of the Rights granted to the Sponsor, the Sponsor shall pay Procurement Events
Limited the Fees, in the instalments and on the dates set out in the Booking Form
noun phrase verb phrase 42 All amounts payable to Procurement Events Limited under this Agreement are to be paid in full
e - without any discount, withholding, deduction, set off or abatement either: (a) within 30 days from the
" date of the invoice; or (b) prior to the date of the Event andor Publication (as applicable)
43 All sums payable under this Agreement are exclusive of VAT, which shall be payable in addition
proper_noun verb  noun_phrase within thirty (30) days of the date of an applicable VAT invoice
4 4.4 Without prejudice to any other nght or remedy of Procurement Events Limited. if the Sponsor fails to
make any payment of any sums under this Agreement on the due date for payment then Procurement
. Events Limited may charge the Sponsor interest on the unpaid amount at the rate of 4% per year above
determiner noun the Bank of England base rate from the due date for payment until payment is received in full by
Procurement Events Limited.
4.5 Without prejudice to any other right or remedy of Procurement Events Limited, if the Sponsor fails to
s T = & = = make any payment of any sums under this Agreement on the due date for payment then Procurement
Sponsor' "terminate Agreement Leaders Limited may at its discretion: (a) suspend delivery of the Rights: (b} cancel the Event and/or
Publication; and/or (c) refuse to allow the Sponsor entry to the Venue.
Tag colors:

ACTION ITEM ORCANIZATION OCATION TIME MONEY

Figure 35. Semantic parsing in procurement
Source: Sievo (2019)

Robotic Process Automation

As discussed in the third section of this report, RPA is not Al; rather, it is an existing
process enhanced by Al. By definition, RPA is “the application of technology that allows
employees in a company to configure computer software or a robot to capture and
interpret existing applications for processing a transaction, manipulating data, triggering
responses, and communicating with other digital systems” (IRPA & Al, 2019). Robotic
automation has many advantages when it can be applied appropriately because it is not
limited by human constraints in terms of fatigue, morale, discipline, and survival needs.
Unlike their human makers, robots also lack aspirations. Working harder will not result in
promotions or more income, and even being permanently shut off bears no significance
because robotic automation only mimics practical aspects of human intelligence and not
the deeper nature of humanity itself (Zarkadakis, 2019). (Note, however, that ML does
rely on an incentive mechanism for the machine to make decisions in terms of positive or

negative responses.)

A possibility for future Al-enabled RPA is for a machine to learn how to manipulate
the source of positive reinforcement completely out of following the rules needed to meet
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its goal. Things that survive, evolve to continue their survival and do so out of positive
reinforcement from their environment, and the fact that they continue to act in a way
deemed survivable. This should be considered in any future Al projects, and even more
in the case why a human must always be involved in making final decisions. Al systems

should not be completely relied on, regardless of any flawless track records or otherwise.

Technology Trust

As discussed in the third section of this report, the Turing Test was developed to
assess the capabilities of Al. In 2018, the engineers at Google created a spoken-word
NLP program called Duplex to integrate with its Al assistant. Its purpose is to make phone
calls on a human’s behalf, to talk to other humans, and answer questions in a natural
way, all while sounding like a human (Leviathan, 2018). The program is able to search
for the information needed as if a human were searching for it using, for example, Google.
The Al assistant then calls, say, a restaurant to negotiate a time when the assistant’s
human will have a booked appointment. The program stutters, pauses, elongates certain
vowels as if it had to think about what it is saying, and responds with alternative
suggestions within its parameters after being given spoken information from a human

hearing the commands.

For the purposes of this paper, at two different times, the authors asked an Al NLP
program called 1558M about one of the research questions, in response to which the
program had an interesting “opinion” of a negative and cautionary nature (Figure 36). This
program was created to “play” with Open Al's new machine learning model (King, 2019).
What is striking about these answers is that each is unique, meaning a search of the
phrases finds no duplicates, but the phrasing and tone make it sound like they are from
an informed source, with just enough minor evidence on the topic to seem believable.
The program does not finish its last sentence, however, making it imperfect, but notable,
nonetheless. Clearly, such Al capability holds much potential for assisting someone

integrating with the DoD.
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Is DoD ready for Al in contracting? Is DoD ready for Al in contracting?

Thie answer is, "No.” The DoD has an extremely limited ability 1o respond to The Defense Science Board recently issued a report calling for Al to be an
technological shifts in a timely manner. In addition to the problems inherent in essential part of all military contracting. However, it's important to note that
implementing a new technology on the same scale as Dol systems, there are this Is a new concept that hasn't been fully explored
several reasons to be cautious with new contracting methods:

The repart is largely based on research into military eperations conducted in
Thie Dol does not have sufficient funds and resources to do so

e LS. Army and the LS.

The report’s

) recommendations include developing Al that ca
Contractors aré generally nal the most skilled in applying modemn technology

humans to augment operational capabilities. Al sy with the

N . creation of better weapons systems, or assist human commanders to do their
Contractors generally have limited autenomy
jobs more effectively

A system cannot be fully tested within a period of one year, as such it would

require extenasive testing to determing whether or not the system is a success

af fallure

Ag o oresult, it s unlikely that the Dol will adopt automation, Al, of robatics the human factor that will be key to ensuring that Al systemns are reliable and
without the assistance of othér agencies, For example, DoD s developing a effective, The report

framewark for "Autonamy-Enhanced Contracts,” which will “ensure that the

Dol's contracting activities will be more

Figure 36. Two separate results from an Al called 1558M
Source: King (2019)

Explainable Reasoning

One of the limiting factors for Al adoption is being able to explain how the algorithm
came up with its conclusion, which is critical for auditing (Knight, 2017). It would be
negligent to use Al for military or financial purposes without the ability to trace how the
decisions were made. Figure 37 shows how Al currently classifies information. For the
multitude of training information that is used to create the program, the Al programs that
turn out the desired result come up with their own way of navigating their layer

complexities to create an output.

Fortunately for the DoD, the Defense Advanced Research Projects Agency
(DARPA), already an organic element of the defense ecosystem, is leading the research
into explainable Al (Gunning, 2017). DARPA

has taken the lead in pioneering research to develop the next generation of
Al algorithms, which will transform computers from tools into problem-
solving partners. DARPA research aims to enable Al systems to explain
their actions, and to acquire and reason with common sense knowledge.
DARPA R&D produced the first Al successes, such as expert systems and
search, and more recently has advanced machine learning tools and
hardware. DARPA is now creating the next wave of Al technologies that will
enable the United States to maintain its technological edge in this critical
area. (DARPA, 2019)
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Figure 35 visualizes the details of how a Deep Neural Network navigates its trained data
to classify different pictures. This figure shows the images used to train an Al program on
the left, and where in the neural network the associations of these trained data were used
to classify an input to eventually reach a conclusion. Thus, if the DoD wanted to pursue
human—machine partnerships in areas such as contracting, its organic system is

providing the capability to do so.
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The Simple Neural Network has a set of input data that only goes through one hidden layer to classify the
output layer. The Deep Learning Neural Network sends the input data through multiple layers to better
classify the output data. To classify input data to determine if the given picture is a dog, the Deep Learning
Neural Network goes through simple to more detailed layers of trained data that corresponds with dog
features to make a 90% confidence classification that the picture is a dog and 10% possibility that it is a wolf.

Figure 37. Simple neural network compared to deep learning network
Adapted from: Golstein (2018); Parloff (2016)
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Figure 38. Visualization of explainable Al
Source: DARPA (2019)

Human-Machine Partnership

DARPA believes Al integration is critical as a human—machine symbiosis because
sensor, information, and communication systems generate data at rates beyond which
humans can assimilate, understand, and act on (DARPA, 2019). As was the case in the
industrial revolution, machines are better at certain activities, and using machines for
those activities frees humans to become productive in other areas. Humans and
machines excel in separate areas of processing. Consider these comparisons between
computers and humans: calculate vs. decide; compare vs. make judgments; apply logic
vs. empathize; unaffected by tedious monotony vs. having preferences; deals with large
data vs. intuitional focus on what is most important (Darken, 2019). And while Al performs
well in some tasks, it works better with a human partner. Without proper controls, Al is a
gullible learning system and can be vulnerable to being deceived by bad actors. Some
studies show that Al can be fooled in a way that humans would not be due to human

intuition. Other research has been able to fool a self-driving car into thinking a benignly
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tampered with stop sign was a speed limit sign (Figure 39), which would undoubtedly lead
to collisions if the car were left unsupervised (Eykholt et al., 2018).

Many people are familiar with current intelligent machine partnerships that they,
unknowingly, may experience on a daily basis. As discussed with its other applications,
Google is the most popular search engine on the Internet because it provides better
satisfaction to users than its competitors (Shaw, 2019). Google is so common as the
preferred search engine that when someone talks about searching for something online,
they refer to it as “Googling.” This is a good example of people interacting naturally with
an Al system that uses Bidirectional Encoder Representations (BERT; Nayak, 2019). This
is a technique that teaches a machine to not answer the user’s question based on
individual words but, rather, on their meaning in the context of the question. For example,
when asking what time it is right before lunch, the user is not asking for the actual time,
but is really asking when they can eat; the outright answer would give the actual time,
whereby the asker will deduce eating time, which was underlying meaning of the question.
So-called self-driving vehicles provide another example of human interaction with
intelligent machines. For the most part, the user sits in a supervisory role while the car
takes over one of the most dangerous events in that person’s life and autonomously
conducts all road tasks to drive (Darken, 2019).
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An Al program in a self-driving car has trained data about a stop sign in its algorithm. When a target sign is
seen in its environment, it references the trained data. As a test, researchers attached benign interruption
markers on the sign, which confused the Al program to think the stop sign was a speed limit sign.

Figure 39. Al system interpreting a stop sign
Source: Eykholt et al. (2018)

If contractors relied on an Al system to make all of the decisions for them, they
would be susceptible to purposive misdirection by enemies introducing adversarial
information for either competitive advantage or disruptions. Fraudsters can learn how to
exploit computer algorithms, but only humans can judge the actions that result. What Al
software can do, however, is easily extract data and clarify the content of contracts. It can
quickly pull and organize the renewal dates and renegotiation terms from any number of
contracts. It can let companies review contracts more rapidly, organize and locate large
amounts of contract data more easily, decrease the potential for contract disputes and
antagonistic contract negotiations, and increase the volume of contracts companies are

able to negotiate and execute (Rich, 2018).

Case Study of Private Sector Al Application to Contracting

To compare solutions to the DoD acquisition problem, we examine similar
circumstances in the U.S. private sector. Lawgeex is an example of a company that is
applying the Al integration process in the private industry procurement world. It
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demonstrated that its Al software could outperform U.S. trained lawyers on an example
contract aspect, the Non-Disclosure Agreement (NDA) with an average accuracy of 94%
as compared to 85% for humans (Lawgeex, 2018). The study was conducted to respond
to a common business problem in large companies that rely on contracts to engage with
partners, suppliers, and vendors having an 83% dissatisfaction rate with their
organization’s contracting processes (Lawgeex, 2018). Another example is Icertis, a
company that services large and commonly familiar companies such as 3M, Johnson &
Johnson, and Microsoft to list a few (lcertis, n.d.-a). Icertis provides its customers with a
cloud-based Al platform that learns from contracts provided by the client, along with
control measures, to create and assist in contract setup; contract operations; governance,

risk, and compliance; and reporting (Icertis, n.d.-a).

What makes this possible now, instead of when it was first theorized decades ago,
is that industry is more accustomed to storing professional documents on a digitally
accessible storage platform, whether local hard drives or the cloud (Betts & Jaep, 2017).
Currently, the major hurdles that prevent a fully automated contract review and analysis
process are nontechnical, such as the collection of contract performance data; publication
of private contracts and their corresponding performance data; and changes in ethical
constraints on computer usage in legal practice (Betts & Jaep, 2017). The authors of
these obstacles also offer possible policy solutions to address them: start using contract
management software that will be a forcing function to create data in an Al teachable
format; expand copyright protection for vendors to protect their intellectual property; and
create new rules to help mitigate Al risks to enable its ability to work (Betts & Jaep, 2017).

Cloud-Based Al

To understand how Al can be propagated throughout a system and update
regulations and learn from multiple human teachers instantly, we look at the concept of
cloud computing. The speed of relevance is a popular term in discussing DoD technology
adoption. In the 2018 DoD Cloud Strategy, the term cloud refers to an offsite physical IT
infrastructure. This external infrastructure communicates with a user’'s computer through
the Internet to access data servers that store information and run operating systems, such

as Microsoft Windows, which are centrally maintained. This means that every user always
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has the same software computing power and access to the most up-to-date software and
is not limited by their organization’s IT professional talent or budget for new software.
Organizations can get as much, or as little, access to what they need for projects and are
unaffected by times of surging need or times of idleness, which currently add excess cost
to DoD systems (Shanahan, 2018). The objective for DoD is to have Al-augmented rapid
decision-making, in an environment where data is secure and visible for enhanced

operational efficiency.

Data stored in an enterprise DoD cloud will be highly available, well-
governed, and secure. Data will be the fuel that powers those advanced
technologies, such as ML and Al. This critical decision-making data will be
made available through modem cloud networking, access control, and
cross domain solutions to those who require access. Common data
standards will be a key part of the Department’s methodology for tagging,
storing, accessing, and processing information. Ensuring an enterprise
cloud environment will increase the transparency of this data, and drive the
velocity of data analysis, processing, and decision making. Leveraging
advances in commercial cloud security technologies will ensure the
Department’s information is protected at the appropriate level. (Shanahan,
2018, pp. 5-6)
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