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ABSTRACT

Cybersecurity relies on Security Operations Center (SOC) personnel to
conduct data triage on large numbers of automated alerts to identify true threats to
networks. To achieve this goal, SOC personnel must not only filter out false positives
in data streams but also coalesce disparate pieces of data to generate information that
yields a conclusion of an existing exception condition in the desired state of
cybersecurity and requires action. Additionally, false negatives in data streams may
later be identified when a compromise is discovered via human reporting or other
means. Limitations of Turing machines used as automated sensors, ever-increasing
network size and speed of transmission, limited numbers of qualified personnel,
and the necessity to work in uncertainty all serve to exacerbate the continual
condition of information overload for network defenders. This research will
attempt to address information overload by reducing the information that is
presented to personnel working in a SOC. The goal is to propose a new framework
for determining cybersecurity risk as a time-dependent function, which will allow
for reduced information overload and at least maintain equivalent cybersecurity
posture. Our findings indicate that the quantity of information presented to
cybersecurity personnel can be reduced, in some cases by more than half, while
maintaining the cybersecurity posture required for the completion of
mission-essential tasks.
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l. INTRODUCTION

A CURRENT CYBERSECURITY CHALLENGE

This dissertation demonstrates that there is a better methodology to assess
cybersecurity risk and incorporates this risk model to reduce the information overload of
cybersecurity personnel by addressing a gap in existing information overload theory and
providing a method for selectively filtering information based on relevance prior to
processing. This is especially important as societal reliance on connected information
systems increases while the size and scope of interconnected networks continue to outgrow
both the number of qualified cybersecurity personnel and the ability of those cybersecurity
personnel to adequately analyze sensor data to be able to defend those networks. While
great strides have been made in using automation to correlate log entries, there has been
little effort in updating operational cybersecurity risk models or addressing the human

information overload situation for cybersecurity directly.

Information security, computer security, and cybersecurity are functionally
equivalent terms used to describe the presence of three security principles: confidentiality,
integrity, and availability (Harris, 2003; Stallings, 2014). These three principles are
colloguially known as the CIA triad. Confidentiality is that principle that guarantees that
only the initiator and authorized recipients are capable of accessing information. Integrity
is that principle which guarantees only authorized personnel are capable of modifying
information, and that the information received is the same information transmitted. Finally,
availability is that principle which guarantees timely and reliable access to information.
Historically, cybersecurity has required the simultaneous and continuous presence of all

three principles of the CIA triad.

On Department of Defense Networks, the cybersecurity posture of a network is
monitored by personnel in a Security Operations Center (SOC). SOC personnel monitor
the state of the network via the use of an integrated Security Information Event
Management (SIEM) system whose function is to accept, integrate, and display a variety
of logs from sensors throughout the network. A nominal SOC composition will consist of

three tiers of analysts and a SOC manager (Torres, 2015). Tier 3 alert analysts monitor the
1



SIEM system on a continuous basis and triage security alerts. In some cases, the alert will
result in the initiation of a standardized process. In other cases, the alert may lead to an
exception condition which requires further guidance. Upon detection of an exception, Tier
3 analysts may contact a Tier 2 analyst. Tier 2 analysts are more experienced and
knowledgeable and can conduct a more thorough investigation into the exception
condition. By correlating data from various sources, they can determine if an exception has
occurred and what, if any, impact there is to the security posture and state of the network.
If necessary, a Tier 1 analyst may be contacted to bring specific subject matter expertise
on a particular portion of the network or particular piece of equipment. Tier 1 analysts are
also called upon to direct corrective action to address exception conditions. Overseeing the
SOC is the SOC manager who is responsible for managing resources including personnel,
technology, and budget.

SOC personnel work in a constant state of information overload. The size and speed
of networks has outpaced the growth of cybersecurity talent by orders of magnitude. In
2014, the number of systems connected to the internet exceeded the number of humans on
the planet. Depending on the source, the number of devices on the internet is predicted to
be between four and five times the number of people on the planet in 2020. In addition to
the massive number of devices, the number of alerts and log entries is tremendous. In 2012,
the Institute of Electronics and Electrical Engineers’ (IEEE) Visual Analytics Science and
Technology challenge included forty hours of firewall and intrusion detection system (IDS)
logs totaling over 23 million firewall entries and almost 38 thousand IDS alerts (Zhong,
Yen, Liu, & Erbacher, 2016). Currently, a SOC responsible for managing a network of
thousands of computers on a U.S. Navy aircraft carrier will normally have fewer than ten
personnel on shift at any given time. That network will support off-ship connectivity of
several gigabits per second, normal information technology, propulsion systems,
engineering systems, and weapon systems supporting over four thousand personnel. Put
more simply, assuming ten personnel on a U.S. Navy Carrier SOC, each would have to
read, analyze, and incorporate 67,000 pages of text per second to have total information

awareness of the state of the network. These expectation are unrealistic and expected to



worsen as more devices are added to the network and the speed of transmission of those

networks continues to increase.

As the quantity of information we’ve asked SOC personnel to analyze has
increased, there has not been a corresponding increase in the workforce. The current gap
of cybersecurity personnel in the United States is estimated to be half a million and will be
required to grow by sixty-two percent this year to keep up with demand in the United States
((1SC)2, 2019). Within the United States, the cybersecurity workforce is estimated to be
less than half a percent of the total workforce. The projected increase in cybersecurity

personnel is projected to be a significant shortfall over the growth in requirements.

To compound the situation, organizational theory suggests that working in states of
uncertainty and dealing with exceptions exacerbate information overload (J. Galbraith,
1973). Due to the nature of their task, SOC personnel must specifically monitor for
exceptions in a state of relative uncertainty as to the actual state of cybersecurity on the

network. This puts cybersecurity in an intractable situation.

To summarize, there are insufficient cybersecurity personnel; the personnel in
cybersecurity are in a constant state of information overload; and the shortfall of required
cybersecurity personnel will continue to widen as the size of networks continue to grow.
Computer science and organizational theory have attempted to address these issues through
automating human processes or through the creation of slack resources. Neither of these
solution sets have been able to independently keep pace with the rapid rate of information
overload in cybersecurity. To improve the current situation, a framework must be
developed that integrates organizational theory and computer science theories with the
socio-technical system formed by considering computer networks, their operational intent,
and their intended users. This combined approach will allow for optimization of human
analysts’ time by selectively reducing the quantity of information they are asked to analyze

(Veeramachaneni, Arnaldo, Korrapati, Bassias, & Li, 2016).



B. HYPOTHESIS, RESEARCH QUESTION, AND POTENTIAL
CONTRIBUTIONS

This research attempts to answer the question: Can a new risk framework reduce
information overload for cyber defenders while providing at least equivalent security? This
dissertation advances the hypothesis that a framework built on subject matter expert (SME)
knowledge and the uncertainty that the SME acknowledges will allow decision makers to
more accurately assess risk, and, consequently, better decide what information may be

ignored by network defenders while providing at least equivalent security monitoring.

This research proposes a framework that gives organizations a more comprehensive
understanding as to the minimum network security posture and baseline security principles
required to meet mission essential tasks. This framework considers the network and
organization as its operational context changes over time, and therefore recognizes not only
the tasks required but the time period for which they are required. This will challenge the
long-held assumption that all three security principles of the CIA triad must always be
present for all computing assets. The proposed framework will apply existing information
overload theory to the cybersecurity problem and challenge assumptions held by network

defenders and information security professionals.

The proposed framework will allow for the extension of information overload
theories introducing the concept of efficiency, in which efficiency is re-defined as
decreasing false positive rates while reducing data analyzed by SOC personnel, based upon
mission essential tasks and security requirements. Simply restated, the desired goal of this
framework is to reduce the amount of information that requires human analysis, while
providing a more accurate assessment of the state of the network. This increase in
efficiency is achieved by a priori decisions on the relevance of information based upon the
requirements associated with essential operational tasks. Previous efforts on the use of
efficiency have concerned themselves with better use of all available data as opposed to
actually reducing data (Heylighen, 2004). Existing theory acknowledges that organizations
may choose to process less information, thereby reducing utilization of information
processing capacity, creating slack resources, to address information overload. Existing
theory recognizes the one method to reduce information overload is to simply process less

4



information leading to a lower utilization of existing information processing capacity (J.
R. Galbraith, 1995). Additional theory has recognized that decision makers often request
more information than necessary to make a decision, and that this tendency results
simultaneously in poor decisions and more confidence in those decisions (O’Reilly, 1980).
This tendency also serves to exacerbate information overload. Finally, existing theory
suggests selectively filtering information based on relevance prior to processing, but
acknowledges that filtering systems may be brittle with respect to context (Woods,
Patterson, & Roth, 2002).

This research potentially adds the following contributions to the existing body of

knowledge:

o It incorporates subject matter expert (SME) mental models of risk and
security requirements based on mission task.

o It proposes a risk model for the required cybersecurity posture of a
network as a function of time and tasks along the three axes of
confidentiality, integrity, and availability

o It suggests a method for filtering cybersecurity information based on an a
priori analysis of information relevance to baseline requirements of
mission tasks performed on the network

o It suggests a method for the visualization of unacceptable risk as a surface

map of confidentiality, integrity, and availability over time, thereby

allowing for informed discussions of acceptable risk

The proposed framework assesses cybersecurity risk based upon a needs-based
analysis of mission essentials tasks performed on the network. By assuring that
requirements for mission essential tasks are met, information can be filtered on relevance
prior to requiring human information processing. Combined with existing studies on
decision-making and information overload, we show that this framework could result in a

significantly improved cybersecurity posture by reducing information overload, false



positives, and false negatives, while simultaneously improving decision-making

performance.

Chapter 11 discusses the current state of cybersecurity, the cybersecurity
workforce, computer science efforts to address cybersecurity, and the limitations of
computers to resolve cybersecurity challenges. Chapter Il presents the concept of
information overload, the negative effects of information overload, the motivations that
inadvertently place decision makers and organizations in information overload, and
organizational theory attempts to mitigate information overload. Chapter IV introduces the
current concept of cybersecurity frameworks and mission essential tasks. Chapter V
describes the methods undertaken in this research, the method of quantifying unacceptable
risk, and the method of reducing information overload based on unacceptable risk. Chapter
VI presents data analysis and acknowledges the limitations of this research. Chapter VII

includes the conclusion and suggestions for future work.



II. COMPUTER SCIENCE AND CYBERSECURITY

A THE UNDECIDABLE NATURE OF SECURITY

Increasing information processing capacity has been the primary effort of computer
scientists in cybersecurity since Dorothy Denning (1987) first suggested the use of an
automated intrusion system in 1987. Continued improvement in processing power and
techniques for anomaly detection has increased the rate at which cybersecurity information
may be processed by Turing machines. Artificial intelligence techniques have been
implemented to automate human tasks and automate decision making; however, these

techniques still face hard limits on accurate security decisions.

The theoretical study of using computers to solve certain types of problems is a
field of mathematics called automata. Before developing an algorithm to solve a problem,
a computer scientist must classify the problem to determine if it can be solved by a
computer. In the broadest terms, problems are decidable (can be solved by a computer) or
undecidable (cannot be solved by a computer). In computer science, a problem is decidable
if an algorithm can be devised for which a definitive answer of “yes” or “no” can be reached
for any input (Kelley, 1995). If a problem is undecidable, it cannot be completely solved
regardless of the amount of computing resources available. The Halting Problem asks if,
given an arbitrary program and input for that program, a Turing machine can determine if
the program halts on that input. The Halting problem is one of many problems provably
undecidable. The Halting problem can be represented as this:

“Let M be an arbitrary Turing machine with input alphabet . Let w € £*.1
Will M halt when begun on the input string w?” (Kelley, 1995, p. 192)

It is important to note, that for the Halting problem to be decidable, a single
algorithm must be able to decide for all programs and all inputs to those programs.
Algorithms can “cheat” a solution by reducing the universe of inputs or making
assumptions. Either of the above will result in some rate of erroneous results represented

as some combination of false positives or false negatives.

L1f 2 is an alphabet, Z*is the set of all possible strings of length zero or more in  (lgarashi et al., 2014)
7



In automata, a reduction is a proof by contradiction where a question of interest can
be shown to be a subset of an undecidable problem. In the case of cybersecurity, we can
ask, “Given an arbitrary input to our network, is that input a violation of cybersecurity (i.e.,
confidentiality, integrity, or availability)?” This question is analogous to the question posed

by the Halting problem. The reduction of the cybersecurity question would read as such:

Assume that the cybersecurity violation is a decidable problem, and the algorithm
that solves the cybersecurity question could be encoded on a computer chip. A system could
now be built for which a program and the input to the program are provided and we can
redefine “halt™ as ““in compliance of cybersecurity’ and ““doesn’t halt” as “in violation

of cybersecurity policy.”

If the above were possible, we could solve the Halting problem. This creates a
logical fallacy: since the Halting problem is undecidable, deciding whether an arbitrary
input violates policy must also be undecidable. Many of the questions of interest in security

are reducible to known undecidable problems.

B. COMPUTER ARCHITECTURE CHALLENGES TO SECURITY

The undecidable nature of security is exacerbated by current computer architecture.
Most general purpose computers use the Von Neumann architecture (Intel Corporation,
2011; Silberschatz & Galvin, 1995). In the Von Neumann architecture, there is a single
shared memory space for both code and data. Since both code and data are represented in
binary, any given sequence of binary digits could arbitrarily be code or data. The root cause
of most software exploits takes advantage of this duality (Anley, Heasman, Linder, &
Richarte, 2007; BlackAngel, 2009; Harper et al., 2011; Ligh, Case, Levy, & Walters,
2014). When a computer is exploited, it is convinced to run code other than that intended
by the original software author. This is typically done by convincing the computer that data
input from the user is actually code to be executed, or by convincing the computer the data
input from the user points to a memory location that contains code that should be executed
(Anley et al., 2007; BlackAngel, 2009; Harper et al., 2011).



C. TRADITIONAL AUTOMATION OF CYBERSECURITY

While the Von Neumann architecture makes it difficult to detect exploits, and the
Halting Problem guarantees that the problem is undecidable, computers are not completely
incapable of detecting cybersecurity problems. Current solutions can provide some
answers to cybersecurity questions by being willing to accept errors in the form of type I
errors (false positive) and type Il errors (false negative). False positives present as log
entries in network sensors which then require a person to decide if the log entry represents
a cybersecurity event or a false positive. A false negative would be the failure to alert on a
real cybersecurity incident. As the false positive rate increases, the number of incidents
that humans must analyze increases. If the false negative rate increases, the number of
undetected incidents increases. Network owners must carefully balance their acceptable
risk based upon mission and available resources. The best-known automated detection rate
is roughly eighty-five percent. That detection rate currently belongs to Al?, a Massachusetts
Institute of Technology developed supervised machine-learning model that is paired with
humans to “learn” which identified incidents are real incidents, and which are false
positives. Detection and prevention of cybersecurity incidents via automated methods

alone cannot solve our network security problems (Shim, 2010).

Implementation of detection and countermeasures on networks comes at a cost.
Clearly there is a financial cost in development, deployment, and maintenance of
automated security measures. Due to the limitations on accuracy, there is a personnel cost
required to monitor the output of these security systems. Additionally, there are numerous
operational costs to implementation of such countermeasures. Operational costs may
include reduced functionality, reduced interoperability, reduced ease of use, reduced

output, and time delays (Buckshaw, 2005).

Despite the known limitations of Turing machines, computer scientists have
endeavored to reduce both false positive and false negative errors through the use of
various automated algorithms (Denning, 1987; Harris, 2008; Kewley & Bouchard, 2001,
Qin & Lee, 2004; Ramaki, Khosravi-Farmad, & Bafghi, 2015; Veeramachaneni et al.,
2016). Automation has focused on various heuristic methods for attack prediction or attack

detection. The detection of an unwanted indicator is often referred to as “blacklisting” and
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assumes an open world view that anything not previously identified as bad is good (Harris,
2008). The opposite “closed world” view, assumption that something is unwanted unless
it has previously been identified as “good,” is “white-listing,” and has proven too costly in
most cases (Harris, 2008). While white-listing systems are in use, those systems tend to
have a very limited scope. Using a white-listing system tends to have very high cost of

reduced interoperability and ease-of-use.

Static systems are those systems for which heuristic signatures are not
automatically created. In this case, signatures are a distinctive pattern or characteristic by
which something, such as a piece of malware, can be identified. Most commercial systems
are static and require signatures to be created, updated, and prioritized to detect an activity.
This is obviously problematic in the cases where a previously unknown attack is used.
Without prior knowledge, a static heuristic system will not have a signature with which to
detect previously unknown malicious activity and will therefore result in a false negative
error (Harris, 2008). To reduce the likelihood of a false negative, most organizations are
willing to accept significantly more false positives, but these false positives must be then
investigated by personnel, thereby increasing the analysis workload for personnel.
Additionally, many heuristics match on “anomalous” behavior, but rarity is not an
indication of malice. Finally, static heuristic models tend to identify information without
context. That’s because context requires knowledge of what occurred before and what
occurs next. In networks, this usually means information across several devices that have

different reporting mechanisms, standards, and signatures.

D. ARTIFICIAL INTELLIGENCE IN CYBERSECURITY

Plan recognition in cybersecurity has been an active research area for artificial
intelligence (Al) and follows either keyhole recognition or intended recognition depending
on the agent being observed (Buckshaw, 2005; Kewley & Bouchard, 2001). In intended
recognition, the agent is aware of being observed and is a willing participant. The human
training of an Al system to recognize a task for automation is an example of intended
recognition. Intended recognition is used for applications such as expert systems. In

keyhole recognition, the agent is not aware of being observed, but does not attempt to
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impact or thwart the detection. While keyhole recognition might be appropriate for a
legitimate user who inadvertently conducts an action that violates cybersecurity policy, a
truly malicious actor will purposefully implement techniques, tactics, and procedures
(TTPs) to avoid detection (Buckshaw, 2005). This kind of adversarial action adds a layer

of complexity making plan detection far more difficult.

Plan recognition adds some context, but like other static heuristic methods, requires
that a valid signature exist in the library. Research into development of a library of these
attack trees has shown that while the search for the correct signature has a linear time
complexity, there is a quadratic memory requirement (Buckshaw, 2005). The number of
combinations that must be tracked for every eventuality make the creation of a complete
library intractable even if every possible combination were known and could be
enumerated. The alternative is to allow for partial matches, which will result in false
positive and false negative errors. Additionally, it is not reasonable to assume that all
actions can be monitored. Network architecture, encryption, and the simple financial cost
of placing sensors to measure everything limit what may be observed. Another paradox to
consider is that the monitoring tool is the point of intrusion. There are numerous historical
cases in which the intrusion leveraged a vulnerability in anti-virus software or a hardware
firewall. Each one of the above challenges results in errors that require personnel to review

information to make a final determination.

Dynamic heuristics allow for any Al system to learn from previous instances. The
two primary methodologies for learning Al are unsupervised learning and supervised
learning. In unsupervised learning, rules for classification are provided and then a large
amount of data is fed to the learning system for analysis and the measurement of results
from its classification (O’Neil, 2016; Veeramachaneni et al., 2016). The learning occurs
without human intervention or evaluation of performance until after the heuristics have
been built from the learning data. In supervised learning, there is a human “in the loop”
who assesses the learning algorithms classification and provides feedback as it learns. This
ostensibly allows for better learning by providing corrective actions as the system learns
(O’Neil, 2016; Veeramachaneni et al., 2016).
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A comprehensive discussion of the strengths and weaknesses of Al systems is
beyond the scope of this research; however, Cathy O’Neil’s book, Weapons of Math
Destruction is an excellent source. A short explanation of some of the perils of Al is
warranted and the examples are largely based on the aforementioned book. One of the
challenges with Al systems is that they are not explainable. By explainable, what is meant
is that no auditable trail is created that explains how the Al arrived at a particular
classification decision (O’Neil, 2016). This leads to numerous challenges in validating the
heuristic model that is used to learn Al classification signatures.

A trivial example of a classification error might be the “Black Swan” problem. The
Black Swan problem describes an unexpected event. If an Al algorithm were trained to
characterize swans in an unsupervised fashion, it might conclude that all swans were white
and misclassify a black swan as not being a swan (Godfrey-Smith, 2003). On the surface,
it seems that this type of anomaly detection would be good thing for a cybersecurity
monitor, but it can lead to large numbers of either false positives or false negatives. Not
only would these errors exacerbate the information overload problem for network
defenders, they lead to user frustration as the user is blocked from doing a task that should
be allowed. Without the introduction of malice, this occurs because a heuristic model is
poorly defined. Usually this poor definition is due to bias in the researcher who created the
classification heuristic. There is, however, another way for bias to lead an Al awry. If the
data used to train the heuristic is biased, the results will also be biased. In the
aforementioned case, maybe all of the pictures fed to the Al were of white swans and there
were no instances of black swans included in the training set. In cybersecurity, that data is
virtually guaranteed to be biased as not all attacks are known, and, therefore, there is a
significant probability of a previously unknown attack being misclassified as normal

behavior.

In supervised learning, humans are “in the loop” and can validate or invalidate the
classification results of the Al. This serves as a feedback loop that the model can integrate
into future classification decisions and allows for detection of a bad heuristic model after
fewer classification decisions. A supervised learning model necessitates a much longer
time to train, as humans must validate the decisions. This can lead to a different issue, as
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the humans conducting verification may maliciously provide false feedback to the learning
algorithm. Even without malice, humans grow tired and bored. After repetitive tasks and
decisions, a human will inadvertently (or sometimes consciously) provide the wrong
feedback. Additionally, two different humans, both acting in good faith, could also provide

contradictory feedback.

MIT’s Al? system uses a supervised learning model to classify cybersecurity
validations in an attempt to triage the amount of information that must be analyzed by
humans (Veeramachaneni et al., 2016). The maximum classification accuracy of Al? was
seventy-five percent before supervised training and eighty percent with supervised learning
when analysts were shown 1000 alerts a day. Unfortunately, this is insufficient, and
Veeramachaneni et al. (2016) found that analysts could only be expected to handle only
about 0.00001% of overall event volume. To add another measure of scope, the MIT team
had access to three months of logs totaling 3.6 billion log entries—an average of 40 million
log entries per day. This means that at a maximum of 1000 alerts per day, 40,000 analysts

would be needed.

Computer science has been unable to find a solution to the cybersecurity problem.
Static heuristics require far more computing resources than will ever be available and
require a complete catalog of every possible signature. Artificial intelligence is able to help
with data triage; however, there are hard limits on any algorithm running on a Turing
machine. For the time being, human analysts must be relied upon to identify the vast
majority of incidents and discern true events from false positives. Even state-of-the-art
supervised learning systems provide an inadequate level of protection and require humans
to analyze a massive quantity of information, placing them in a continuous state of

information overload.
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I11. INFORMATION OVERLOAD

The term “information overload” has been used in various disciplines including
organizational theory, psychology, and marketing, but has rarely been addressed using a
multi-disciplinary approach (Anderson & de Palma, 2012). To address information
overload, it is important to first define the concept. Once information overload is defined,
it must be explained why being in a condition of information overload is undesirable as
well as why an individual or organization might subject themselves to a condition of
information overload. Finally, a summary of current tactics, techniques, and procedures for

addressing information overload will be presented.

Numerous authors have suggested that organizations can be viewed as information
processing systems (J. R. Galbraith, 1995; O’Reilly, 1980), and traditionally, there has
been an assumption that information is good (Himma, 2007). While a discussion of
information theory and knowledge management is beyond the scope of this paper, it is
helpful to examine a few definitions of information. Himma (2007) defines information as
“true propositional content.” Claude Shannon provides a mathematical definition of
information as an object whose content value measured by how many questions it answers
(Himma, 2007). Colin Cherry defines three levels of analysis: “Information consists of
symbols generated using a limited range of characters according to certain rules (syntax),
which have a concrete, abstract or objective meaning (semantics), and the content of which
is interpreted by the sender and recipient of the information in a certain way (pragmatics)”
(Klausegger, Sinkovics, & Zou, 2007; Schram & Cherry, 1957).

While useful, these definitions require a bit of clarification within the context of
cybersecurity. The first challenge is clarifying the concept of truthfulness. In the above
section, the concepts of false positives and false negatives were introduced. In the case of
a false negative, no propositional statement is made, and therefore there is no statement to
evaluate for truthfulness. In the case of a false negative, a propositional statement is made,
but it must still be true to be considered information. On first glance, it may seem that a
false propositional statement was made, but this would be incorrect. A log entry generated
by a Turing machine says that a condition requiring a log entry has been found. This
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condition is the result of a signature or heuristic and it must have been met to generate an
entry. The “falseness” of the statement comes from the interpretation of the semantics
(meaning) of that entry. As an example, in the case of a firewall, network defenders create
and employ signatures meant to identify indicators (e.g., a pattern of bytes in network
traffic) from which an inference of an event can be made (e.g., identification of a virus
signaling infection). A log entry is made when traffic traverses the firewall that exactly
matches that signature, but it is up to a system administrator to determine if that match
identifies the intended ascribed meaning. The truth of the match is not in question. This
may happen for several reasons including choosing a characteristic that is not unique to the
artifact or event of concern. In this sense, all entries generated in logs by network sensors
and other Turing machines on the network are, in fact, true propositional statements and
therefore information. It is important to note, however, that content cannot be valued
simply for its truth; there are plenty of propositions that are true and yet not valuable within

a given context (Kastenmdiller et al., 2014).

The Oxford English Dictionary Online defines information overload as “Exposure
to or provision of too much information; a problematic situation or state of mental stress
arising from this” (Himma, 2007). Whether someone is in a state of information overload
requires a comprehensive socio-scientific analysis and requires a multivariate analysis of
numerous factors affecting an individual that go beyond what is needed to clarify the
concept (Himma, 2007). From a mathematical standpoint, the descriptive claim is that: “(1)
P has an excessive amount of x relative to some defined standard or an appropriate amount;
and (2) P incurs some negative effect E” (Himma, 2007, p. 265). “The normative claim is
that the effect E on P from too much x is undesirable or problematic” (Himma, 2007, p.
265).

The descriptive claim is easy to address. It can be stated that “information overload
occurs when the information processing demands on time (information load, IL) to perform
interactions and internal calculations exceed the supply or capacity of time available
(information processing capacity, IPC) for such processing” (Bergamaschi, Guerra, &
Leiba, 2010). Restated mathematically, information overload occurs when IL > IPC. All
information processing requires resources. At a minimum, all information processing
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requires attention (Himma, 2007). Attention is, at the individual level, a fixed resource.
While that resource may be optimized by reducing tasks, minimizing distractions, ensuring

proper rest, or other methods, no more attention may be created in an individual.

Thus far, we have defined only that there is more information that can usefully
processed, but the negative effect required for our definition of information overload has
not been identified. If information is excessive simply because it cannot be processed, it is
qualitatively equivalent to not having the excess information (Himma, 2007). Regardless,
processing information to decide what is useful is paramount as incorrect or incomplete
information can yield a decision with negative consequences (Bergamaschi et al., 2010).
Numerous fields have identified negative effects to humans in information overload
conditions, including stress and poor decision making (Anderson & de Palma, 2012;
Himma, 2007). Some studies have also suggested that increased quantities of irrelevant
information reduce decision making performance by reducing the ability to identify
relevant information (O’Reilly, 1980). Furthermore, these studies have shown that while
increased information may reduce decision making accuracy, it has simultaneously

increased a subject’s confidence in their decision.

Even without intentionally processing additional information, simple awareness
that there is more content than can be processed leads to techno stress, which may manifest
with typical symptoms associated with other physiological stress: depression, anxiety, or
panic (Himma, 2007). Another idea proposed suggests that having to process too much
information leaves less time that would be better spent on thinking, analysis, and
contemplation to arrive at a correct decision (Levy, 2005). These combined effects can lead
to increased cognitive friction and cognitive easing which may reduce the likelihood of
recognizing and correcting a previous error, lead to additional bias, and further reduce

decision making performance.

From a cybersecurity perspective, we must measure the negative effect of
information overload on the security of the network. Per the discussion in the previous
section, for a given amount of information I that is logged by a Turing machine on a
network, there will be some subset that represents false positives (FP) such that FP € I.

There is also a subset of | that represents true positives (TP) such that I = XFP + £TP. It
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stands to reason that if IL > IPC, there is some subset of | that is not evaluated. It also
follows that while some of the unevaluated information may consist of false positives,
some may also consist of true positives. The inability to process a true positive detection
of a network security incident is a negative and undesired effect. Additionally, there may
be some number of false negatives that are incidents not logged by computing machines at
all. In some cases, these incidents may be identified by significant processing of what
appear to be unrelated log entries or outside information (e.g., a phone call by a user
describing unexpected behavior in a network device). At best, the inability to appropriately
process indicators that may infer a false negative yields the negative effect of not having
detected a cybersecurity incident. In a case that proves even more problematic, false
negatives incur an additional cost on limited attention resources, further reducing the ability
to appropriately process false positives or true positives, yielding a possible situation in

which both false positives and false negatives are incorrectly addressed.

As the overarching concept of information overload and its negative effects is now
understood, it’s important to understand why an individual or an organization may find
themselves in an information overload condition. As previously discussed, the lack of
sufficient resources, whether insufficient time or attention to process information, is the
dominant factor in whether an information overload condition will exist (Kock, 2000). Any
condition or requirement that reduces time or attention serves to exacerbate the information
overload condition. Some of these conditions are situational, but some are also sociological

or psychological.

Some job functions and processes create conditions that exacerbate information
overload. Cybersecurity, by its very nature, works in uncertainty. Uncertainty creates a
need for more information for disambiguation, but it does so without necessarily adding
the resources required to process the additional information requirement (O’Reilly, 1980).
The number of information exchanges required of a team necessarily increases
interruptions of information processing, thereby lowering processing efficiency (Kock,
2000). These information exchanges also allow for a chance of miscommunication, which
increases uncertainty. In either case, these conditions increase the time pressure and
therefore the overload condition. In cybersecurity managing the operational context of log
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entries is paramount to decision making. Managing operational context requires constant
cognitive context switches, and these switches reduce information processing capacity
(Simperl et al., 2010). These conditions exacerbate the information overload condition for
cybersecurity practitioners, yet are inseparable from their duties.

Beyond situational conditions, there are interesting phenomena in psychology that
will drive people to willingly seek more information, even when in an information overload
condition. The first psychological condition affecting information overload is the inability
to perceive one’s own information processing limits objectively (O’Reilly, 1980). People
tend to over-estimate their own capabilities and seek information far beyond what they can
accurately process. This leads to a paradox: subjects who are overloaded with information
are more confident and satisfied with their decisions and communication; however, they
perform more poorly than those given less information (O’Reilly, 1980). Previous efforts
have identified several reasons why decision makers obtain so much information as to self-
induce an information overload condition (Anderson & de Palma, 2012). One reason is that
they receive unsolicited information. While this can be somewhat remedied through the
institution of standard procedures, it can never really be eliminated. The other reasons are
existentially harder to correct. Decision makers collect information because they want to
demonstrate a commitment to rationalism and need to be able to justify the logic of their
decisions (Anderson & de Palma, 2012). Additionally, decision makers may seek
additional information to confirm previous information to provide feelings of safety.
Finally, decision makers seek additional information in the case that it might prove useful
in the future or to use as a type of currency to avoid falling behind colleagues (Anderson
& de Palma, 2012). While none of these psychological conditions are surprising, self-
identification of biases remains challenging even for those formally trained on the subject.

Organizational theory has provided some insight into dealing with information
overload in complex organizations. The recommended methods of reducing information
overload are to limit the need to process information or to increase the capacity to process
it (J. Galbraith, 1973). Galbraith suggests that increasing the capacity to process
information may include investment in vertical information systems or the creation of
lateral relations (1973). According to Galbraith, reducing the need for information
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processing can be accomplished through the creation of slack resources and/or the creation
of self-contained tasks (1973).

As previously discussed, increasing information processing capacity has been the
primary effort in cybersecurity; however, Turing’s Halting problem guarantees that no
automated information system will be able to do this sufficiently (Martin, 1996; Kelley,
1995). This serves to increase uncertainty in its own way as personnel must determine if

an alert is relevant to the current security posture of the network.

To increase detection rate without slowing down the speed of transmission, a
defense-in-depth approach has historically been implemented. This is exactly what is
meant by investment in vertical information systems. Devices at various points in the
network will only monitor information within a subset of the Open Sources Interconnection
(OSI) protocol layers. For example, intrusion detection systems may monitor the
transmission and network layers of the OSI model, while application proxies may monitor
the network and application layers. By limiting analysis to a subset of the available
information and providing overlap in analysis, increased accuracy and resiliency may be
obtained without unacceptable slowing of network traffic. Unfortunately, each of these
devices also produces its own logs and in its own format. These logs must inevitably be

analyzed by SOC analysts to determine the state of the network.

According to organizational theory proposed by Galbraith, reducing the need for
processing may be accomplished via the creation of slack resources or the creation of self-
contained tasks (1973). Reducing the information that must be processed has been
suggested by others (Bergamaschi et al., 2010; O’Reilly, 1980). The creation of slack
resources in the case of SOCs is conducted by adding additional information processing
capacity in the form of personnel or the introduction of additional computing power. The
use of additional processing power may reduce computational overhead for automated
sensors but does nothing to address information overload in the humans nor to reduce the
uncertainty inherent within cybersecurity. As for adding personnel, the lack of a sufficient
pool of qualified candidates is a well-known fact in industry. There simply aren’t enough

qualified personnel to fill positions even at current staffing levels (Chant, 2017).
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The creation of self-contained tasks (J. Galbraith, 1973) has also been tried. By
creating different tiers of analysts, as well as allowing for specialization and defined
incident response procedures, some amount of overload reduction has been achieved.
Unfortunately, the reduction in overload via these types of efforts has been insignificant
compared to the increase in information that has come with increased network size and
speed. An increase in network size equates to an increase in devices on the network; each
additional device on the network creates additional logs, alerts, and other information
which should be processed by SOC personnel. Similarly, an increase in network speed
allows for more information to be transmitted over the network. This additional
information is examined by network devices, which likely results in additional alerts which
must be analyzed by cybersecurity personnel. Additionally, the fact that SOC analysts must
specifically deal with exceptions limits their ability to create self-contained tasks a priori.
Self-contained tasks require knowledge of not only what is to be done, but also of how to
do it. Due to the complex nature of current networks and network attacks, the number of
types of incidents and the corresponding techniques, tactics, and procedures required to
appropriately address every security violation can be described by a factorial function.
Additionally, new attack techniques are developed on a continual basis, and the discovery
of a previously unknown technique after a compromise, known as a zero-day attack, is a

routine occurrence that identifies a previous false negative and increased uncertainty.

Clay Shirky, a New York University professor, provides an interesting viewpoint
when he states that information overload equates to a filter failure (Bergamaschi et al.,
2010). Historically filters have acted on information. This research proposes a new
paradigm, specifically, that information be filtered on context prior to processing. If this
could be accomplished, it would reduce information load, ensure that only relevant

information is presented, and reduce uncertainty.
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IV. CYBERSECURITY FRAMEWORKS

A OVERVIEW OF EXISTING CYBERSECURITY FRAMEWORKS

Chapters Il and 111 introduced the theoretical underpinnings of the challenges faced
by cybersecurity practitioners. Chapter 1V will introduce the practical application of that
theory in the form of cybersecurity risk mitigation frameworks. Risk is defined as “a
measure of the extent to which an entity is threatened by a potential circumstance or event”
(National Institute of Standards and Technology, 2011, p. B-7). Risk mitigation is defined
as, “prioritizing, evaluating, and implementing the appropriate risk-reducing
controls/countermeasures recommended from the risk management process” (National
Institute of Standards and Technology, 2011, p. B-8). The purpose of risk mitigation
frameworks is to provide a structured, repeatable approach for managing cybersecurity risk
through data and risk categorization, mitigating risk through the selection and
implementation of appropriate controls, and the use of best practices (National Institute of
Standards and Technology, 2018). As information systems are used to conduct critical
business/mission functions, information security becomes a required operational capability
(National Institute of Standards and Technology, 2013). Executing a cybersecurity
framework allows organizations to link risk management processes at the system and
organizational level (National Institute of Standards and Technology, 2013). While some
frameworks are general purpose and over-arching, others are industry sector specific. The
National Institute of Standards and Technology (NIST) Risk Management Framework
(RMF) and International Standards Organization (ISO) 27001:2013 Information Security
Management Systems are examples of general-purpose cybersecurity frameworks. The
Payment Card Industries (PCI) Payment Card Industry Digital Security Standards (PCI-
DSS) and Department of Defense Instruction 8510.01 Risk Management Framework are
industry sector specific frameworks. These standards are greater than 90% similar (Office
of the DOD Chief Information Officer [DODCIQ] 2014 ; PCI Security Standards Council
LLC., 2019) with industry-specific frameworks providing more detailed implementation
guidance based on industry best practices. The DOD has made particular efforts to ensure

minimum differences between their RMF implementation, DOD Instruction 8500.01, and
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NIST’s implementation (DODCIO, 2014). The primary differences in these two
implementations are due to DOD’s requirements to deal with classified information and
thus require additional guidance for implementation of cryptographic standards. The rest
of this chapter will use NIST’s RMF as an exemplar, but similar language and
recommendations are found in all standard general-purpose and industry-specific

cybersecurity frameworks.

B. CYBERSECURITY FRAMEWORKS

Cybersecurity risk mitigation frameworks seek to provide a standardized approach
for risk management. As illustrated in Figure 1, according to NIST, risk management
requires that an organization: frame risk, assess risk, respond to risk, and monitor risk to
provide a feedback loop for continuous improvement (National Institute of Standards and
Technology, 2011). This activity should be carried out holistically at the strategic,
operational, and tactical levels as illustrated in Figure 2 (National Institute of Standards
and Technology, 2011). The rest of this chapter uses the definition of SOC tiers as
described in NIST standards. While not prescriptive in nature, the NIST standards serve as
a model on which other SOCs can be based. In order to differentiate NIST definitions of
SOC tiers from the generic term, this section will capitalize “Tier” as is done in the NIST

documentation.

Tier 1 is responsible for presenting a strategic view of the organizations and
provides a list of business/mission functions and their relative priorities. This prioritization
serves to inform risk acceptance and promote effective implementation of cybersecurity
controls consistent with an organization’s strategic goals (National Institute of Standards
and Technology, 2013). Tier 2 is responsible for identifying mission and business
processes that support the the accomplishment of those strategic goals. Additionally, Tier
2 personnel are responsible for “determining the security categories of the information
systems needed to execute those business functions” (National Institute of Standards and
Technology, 2013, p. 8). Finally, Tier 2 must incorporate information security

requirements into those business processes and monitor their effectiveness.
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Figure 1.  Risk management process. Source: National Institute of Standards
and Technology (2011).

The first step in framing risk requires that organizations establish a context by
describing the operational environment. Risk framing is, in many ways, the most critical
step in risk management. In this step, an organization must recognize and validate
assumptions about the operational environment at the strategic, operational, and tactical
levels. These include assumptions about threats, vulnerabilities, likelihood of occurrence
and severity, degrees of risk uncertainty, and risk tolerance, to name a few (National
Institute of Standards and Technology, 2011). Recognizing and validating these
assumptions provides a realistic view from which the importance of business/mission
functions can be assessed and prioritized, and trade-offs can be made based upon

constraints in time or other resources.

Having reconciled the operational environment and validated environmental
assumptions, the organization can begin to assess their own organizational risk in the
environment. This requires identifying vulnerabilities and risks to the organization’s
operations, assets, and personnel. During this step, it is critical that the organization

understands any constraints in the information gathering phase that may insert additional
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assumptions or bias into the process. Once the risks are identified, they are examined for

likelihood of occurrence and impact, should they occur.
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Figure 2.  Multitiered organization-wide risk management. Source: National
Institute of Standards and Technology (2011).

To determine the operational impact of a risk, information systems and information
must be categorized. As previously discussed, the security objectives are confidentiality,
integrity, and availability (Harris, 2008; Information & Standards, 2007). The overall impact
of a vulnerability is defined in the Federal Information Processing Standards 199 (FIPS) as
a security category. The impact of the loss of any of the security objectives can be described
as low, moderate, or high. A potential impact is defined as low if the loss of the security
objective will have a limited adverse effect (National Institute of Standards and Technology,
2004). FIPS 199 defines moderate impact as when the loss of confidentiality, integrity, or
availability will have a serious adverse effect. Finally, a high severity impact is one in which
the loss of a security objective results in catastrophic adverse effects (National Institute of
Standards and Technology, 2004). The generalized representation of security category (SC)

is expressed as:
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SCinformation Type = {(confidentiality, impact), (integrity, impact), (availability,
impact)} (NIST, 2004, p. 3)

The overall security category is determined as a ceiling function; the highest impact
of any subcomponent determines the overall security category. Hence, if two categories have

low impacts and one has a high impact, the overall security category is considered high.

A critical Tier 1 action during this phase is the determination of risk tolerance. NIST
defines risk tolerance as “the level of risk that organizations are willing to accept in pursuit
of strategic goals and objectives” (National Institute of Standards and Technology, 2011,
p. 37). Strategic leadership must clearly communicate acceptable risk assessment
methodologies, response strategies, monitoring approaches, and organizational constraints
(National Institute of Standards and Technology, 2011). Risk tolerance will vary according
to business mission and function as not all functions carry the same priority. As the
importance of a function increases, there must be a corresponding degree of risk
management. This mission prioritization occurs at Tier 1, is enacted at Tier 2, and directs

the actions at Tier 3 (National Institute of Standards and Technology, 2011).

At Tier 2, operational level managers may have different risk tolerances. According
to NIST, conflicts can be resolved by applying the security category formula and applying
a ceiling function. In practice, it is not uncommon for Tier 1 to accept additional risk and

refuse to resource a more restrictive solution recommended by lower tiers.

The third component of risk management examines how an organization responds
to a risk. This effort requires organizations determine the appropriate risk response (i.e.,
accept, mitigate, avoid, share, or transfer) (National Institute of Standards and Technology,
2011). Determining risk response is an organization-wide responsibility that requires the
creation and evaluation of alternate courses of action based upon organizational risk
framing and risk acceptance. Additional considerations when evaluating courses of action
may include resource cost, effectiveness, legal and regulatory requirements, and
organizational culture. Tier 3 personnel will implement security controls on specified
systems based upon guidance from Tier 1 and Tier 2. If the level of residual risk and

implementing controls is deemed acceptable by Tier 1 and Tier 2, risk mitigation may move
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on to the next phase. If the level of residual risk is deemed unacceptable, the previous steps

are repeated until the level of residual risk is deemed acceptable.

To aid in the selection of controls and mitigations, cybersecurity frameworks
routinely include a catalog of baseline security controls. In the NIST RMF, this catalog is
in Special Publication (SP) 800-53: Security and Privacy Controls for Federal Information
Systems and Organizations. The catalogs list compensating controls by functional families.
Table 1 shows the security control family names per SP 800-53. An interesting detail to
notice is that the controls are not categorized by the security principle met. Cybersecurity
frameworks also suggest or direct the implementation of a baseline set of controls based
upon a system’s security category. NIST SP 800-60 Volume Il provides a guide for
mapping types of information systems to security categories (National Institute of
Standards and Technology, 2008); however, NIST SP 800-60 notes that DOD national
security systems fall under a different recommended baseline due to their processing of
classified information. As previously stated, in most cases the DOD implementation of the
RMF matches the NIST implementation. The primary difference is that DOD
implementation requires specific cryptographic algorithms be implemented to protect
classified information. As the name implies, these baselines recommend only the bare
minimum required controls. While these baselines may represent regulatory compliance,
they do not represent the needs of a secure system, and may fail to meet an organization’s
risk tolerance.
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Table 1. Security control identifiers and family names. Adapted from
National Institute of Standards and Technologies (2013).

ID FAMILY ID FAMILY
AC | Access Control MP | Media Protection
AT | Awareness and Training PE | Physical and Environmental
Protection
AU | Audit and Accountability PL | Planning
CA | Security Assessment and PS | Personnel Security
Authorization
CM | Configuration Management RA | Risk Assessment
CP | Contingency Planning SA | System and Service Acquisition
IA | Identification and Authentication SC | System and Communications
Protection
IR | Incident Response SI | System and Information Integrity
MA | Maintenance PM | Program Management

The remaining phase is that of monitoring effectiveness. By monitoring
effectiveness, organizations can verify that planned controls and response measures have
been implemented correctly and are traceable to a business function, laws, or directives
(Department of Defense, 2011). Additionally, monitoring allows for verification that of
correct implementation, operation, and desired operational effect of controls (National
Institute of Standards and Technology, 2013). The steps of assessing risk, responding to
risk, and monitoring the effectiveness of response is a cycle that is continuously executed.
NIST’s RMF encourages automated monitoring as more efficient and less prone to human
error, but does recognize that not all monitoring can be conducted in an automated fashion.
Chapter 1l explains the limitations of automated monitoring for the purposes of

cybersecurity.

Cybersecurity frameworks provide a standardized process by which organizations
may tie risk management to business/mission objectives and regulatory requirements. As
part of the process, organizations must conduct their own risk framing and risk tolerance.
Based upon the risk framing and risk tolerance, a framework may suggest compensating
controls that must be selected, implemented, monitored and assessed. Figure 3 summarizes
the process as delineated in the RMF. The successful implementation of a risk mitigation

framework is predicated on an organization’s ability to understand and describe core
29



Mission/Business Processes f

I * Priorities and Resource Availability

—)

Step 1: Categorize

capabilities to protect such functions to a level of acceptable risk.

organizational business/mission functions, and to design and implement a set of security

Organizational Inputs
* Laws, Directives, Policy, Guidance
o Strategic Goals and Objectives

¢ Information Security Requirements

Information
Systems
Step 6: Monitor Step 2: Select
Security Controls Risk Security Controls
Management
Framework
Security Life
Cycle
Step 5: Authorize Step 3:
Information Implement
Ssytems Security Controls
Step 4: Assess
Security Controls

<4 <4==m

Risk Mitigation Framework Security Life Cycle. Source: National
Institute of Standards and Technology (2013).

Figure 3.

C. RISK FRAMING IN PRACTICE

To determine appropriate protections, an organization must be able to understand
the environment, its core business/mission tasks, and reconcile assumptions. Few
organizations have invested as much time and rigor into formalizing this process as the
U.S. DOD. The DOD, as an organization, has expended tremendous effort to develop
doctrine that links strategic level goals, to operational requirements, and tactical actions.
While explaining the whole of the DOD’s joint planning process and U.S. national security
strategy is outside the scope of this document, a synopsis linking strategic goals to core
business/mission requirements is in order. In U.S. military parlance, “joint” refers to
guidance, direction, or operations covering more than one armed service. The DOD and

Joint Chiefs of Staff promulgate Joint Publications (JP) to provide strategic-level guidance

30



to those services. The services implement guidance provided in joint publications in their
own service-specific instructions. JP 5-0 is DOD’s joint publication for joint planning.
Joint planning is “the deliberate process of determining how (the ways) to use military
capabilities (the means) in time and space to achieve the objectives (the ends) while
considering the associated risks” (Joint Chiefs of Staff, 2017, p. I-1). To accomplish the
desired ends in military plans, commanders must decide on core mission functions. These
core mission functions are referred to as mission essential tasks by the joint force. The
Joint Mission Essential Task List (JMETL) Development Handbook states, “joint force
commanders must identify the tasks most essential to their assigned or anticipated

missions, with priority given to wartime missions” (Joint Chiefs of Staff, 2002, p. 2).

As an organization, DOD must be able to execute assigned missions. Unlike most
commercial organizations, DOD must be able to resource unplanned missions. To allow
for proper resourcing and capabilities, armed services publish instructions to inform unit
commanders of their expected capabilities based on unit type. In the U.S. Navy, these
documents are promulgated as instructions by the Chief of Naval Operations and titled
Projected Operational Environment and Required Operational Capabilities (ROC/POE).
A ROC/POE document provides risk framing (projected operational environment), core
mission/business functions (required operational capabilities), and a duration of time that
a unit is expected to provide a capability within a core environment. Some capabilities
(e.g., employment of weapon systems) are executed only in a wartime environment. Some
capabilities are employed in both a peacetime and wartime environment (i.e., safe
navigation of a naval vessel), but may require different resourcing due to environment

assumptions.
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V. METHODS

This research effort utilized operations and supply/logistic SME expertise to
determine the cyber security requirements of assigned mission essential tasks as designated
by the United States Navy. The task timelines were divided into preparation, execution,
monitoring, and steady-steady state phases, and presented to SMEs for them to determine
what cybersecurity principles were required, at which phase, and for how long. These

results were compared to the null hypothesis:

Ho: No risk framework can reduce information overload for cyber defenders

without negatively affecting security.

A RESEARCH DESIGN

This research used a correlation design to elicit from SMEs what cybersecurity
principles are required to complete mission essential tasks over the lifetime of each task.
Any instance that would endanger a required principle for a mission essential task is
deemed an unacceptable risk. SMEs were chosen from the operations and logistics
departments aboard U.S. Navy nuclear aircraft carriers, and mission essential tasks were
chosen from the Required Operational Capability and Project Operational Environment
for Multi-purpose Nuclear-powered Aircraft Carrier Instruction (Office of the Chief
of Naval Operations, 2014). These SME elicitations were used to calculate the amount of
time a security principle is required for a department to complete given task with a 95%

confidence interval.

B. RESEARCH QUESTION AND HYPOTHESIS

This research attempts to answer the question: Can a new risk framework reduce
information overload for cyber defenders without negatively affecting security? This
research advances the hypothesis that a new risk framework built on SME knowledge of
requirements can allow cybersecurity defenders to eliminate information less relevant to
the completion of essential mission tasks, allowing for a reduction in information overload

without negatively affecting mission completion.
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This effort proposes creating a framework that does not consider cybersecurity as
an atomic state in perpetuity, but instead considers cybersecurity as a time-and-task
dependent state based upon one or more cybersecurity principles required to complete a
mission essential task. The proposed framework acknowledges that any given task is not
completed on a continuous basis, that required cybersecurity principles may change based
upon the task as well as on their current phase of execution, and that the presence of any
information about security principles beyond what is required is less relevant than required

information.

C. PARTICIPANTS AND SETTINGS

This study included two types of participants: aircraft carrier SMEs in the
supply/logistics department and aircraft carrier SMEs in the operations department. All
SMEs had over five years’ experience in the U.S. Navy and were serving or had served in
managerial positions (paygrade E7-E9, or O3-06) aboard a nuclear-powered aircraft

carrier within twenty-four months of solicitation.

1. Subject Matter Experts

Expertise was solicited from mid-career and senior officers and enlisted aboard
aircraft carriers. While SMEs from any unit type could have been selected, nuclear-
powered aircraft carriers are the largest current military asset, employ some of the most
senior and experience personnel in the Navy, and have the widest range of missions and
mission essential tasks of any Navy unit. This combination of factors makes it more likely
that results from these subject matter experts is generalizable. Managerial positions aboard
aircraft carriers require more experienced personnel than other units. Enlisted crew with
leadership and managerial positions are at paygrades of E7-E9, with officer positions at the
03-06, paygrades typically with a decade or more experience in the Navy. The deep
experience allows for a broader understanding of mission essential tasks of various units,
the supporting tasks required for completion, completion timeline, and the security
principles required to complete them. All SMEs were currently serving as a nuclear-
powered aircraft carrier crew, or had completed a tour within twenty-four months of
solicitation.
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Expertise was solicited from the two largest Navy concentration areas in the
continental United States: San Diego, CA, and Norfolk, VA. There is a total of eleven
nuclear-powered aircraft carriers in current service of the U.S. Navy. The data gathered is
represents insight from three different nuclear-powered aircraft carriers. When considered
over the professional careers of all participating SMEs the experience of seven carriers
over multiple tours is represented. It is acknowledged that this is a very finite population;

therefore, quantitative analysis required the use of a finite population correction factor.

Communications and networks personnel were specifically excluded to ensure that
task owners could provide feedback as to what is needed to complete the mission task
without the bias of current cybersecurity implementation. The intent was to ascertain the
requirements of the mission essential task, rather than the requirements of the information
networks. The operational requirements can then be interpreted into cybersecurity
requirements to ensure that cybersecurity requirements truly support what is required to

meet mission essential tasks.

2. Scenarios / Tasks

Six mission essential tasks were selected from the Navy’s Required Operational
Capability (ROC) and Projected Operational Environment (POE) document for nuclear-
powered aircraft carriers, OPNAV 3501.65F. This document defines the Navy’s risk-
framing and mission essential tasks for an aircraft carrier. In addition, this document lists
how long a unit is expected to be able to support completion of a task under various risk
scenarios. While some tasks are only employed in a wartime environment (e.g.,
employment of kinetic weapon systems), others are employed throughout the risk spectrum
(e.g., medical evacuation of injured personnel). Tasks were chosen to include those that are
completed both in the wartime only environment as well as tasks that are completed in both
the peacetime and wartime environment. For tasks that are completed across the spectrum
of operations, SMEs were asked to consider only peacetime completion of the task.
Additionally, tasks were chosen that increased the likelihood of requiring involvement

from both logistics and operations departments to complete. Finally, tasks chosen were
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meant to limit variation in execution based upon situational specifics such as geographic

location or local commander guidance.

D. INSTRUMENTATION AND PROCEDURES

This section discusses the data collection processes and procedures. Data was
collected via paper questionnaire with the researcher available to answer questions at the
time of data collection. Participant demographic data was collected simultaneously to
ensure data was collected from the desired population. At the time of collection, surveys
were reviewed for completeness and to ask any follow-up questions arising from either the
survey or the responses. The results of some of these questions will be addressed under the

research limitations and conclusions section of this dissertation.

All tasks were divided into four phases of completion: preparation, execution,
monitoring, and steady-state. The preparation phase was defined as including all
preparations and subtasks that must be accomplished prior to execution of the mission
essential task. The execution phase includes the actual performance of the task. The
monitoring phase is defined as the phase after which active tasks have been conducted and
when monitoring may be required to ensure the task has been completed and requires no
further action. The steady-state phase is the time period that is not described by one of the

aforementioned phases.

For each phase, SMEs were asked to consider a period of thirty days. Tasks have
different periodicities and using a uniform time window allows for a normalized
comparison of the resources required to complete each task. Within the specified thirty-
day time window, SMEs were asked how long their department spends in the preparation,
execution, monitoring, and steady-state phase of each task. For each phase of task
completion, they were asked what percentage of the time confidentiality, integrity, and

availability were required to accomplish the that phase.
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VI. DATA ANALYSIS

A FRAMEWORK DESCRIPTION

This research proposes a framework that reduces information overload for
cybersecurity defenders without negatively affecting the cybersecurity of a network. The
framework centers around the concept that mission essential tasks are not static and that
cybersecurity is not an atomic principle. To that end, it suggests that the required security
principles for any mission essential task depends not just on the nature of the task, but also
on the current state of task completion at a specific instance in time. As previously stated,
tasks are considered in the preparation, execution, monitoring, and steady-state phases.
Task owners define the minimum-security principles required for the completion of each

phase as well as how long those principles must be present in that phase.

Once data is collected, each principle may be graphed as a curve. The x-axis for
such a curve represents time and the y-axis represents what percentage of a given principle
must be present at that instant in time. As this curve represents the absolute minimum
required to complete the process, any point below the curve results in task failure and
therefore represents unacceptable risk. Thus, the acceptable risk is represented by value of
the curve and unacceptable risk by any value under the curve. If the curve for representing
the requirements for confidentiality is represented by the function f¢, the amount of

resources required to mitigate unacceptable risk could be represented by for confidentiality

could be calculated by fOT fc%- Any area above the curve, but below 100% represents
excess capacity. It is up to the leadership to frame risk for their organization and decide if
excess capacity represents acceptable risk, or if excess capacity can be used to provide a
buffer beyond the minimum requirements. The same procedure may be followed to
calculate the requirements for integrity and availability represented by fi and fa

respectively.
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B. TASK 1: TRANSPORT AND/OR PROVIDE FOR CASUALTY / PATIENT
EVACUATION

Task one required that SMEs consider the task of transporting and/or providing for
casualty and patient evacuation. This task is carried out in both wartime and peacetime, with
the expectation that the task is carried out more frequently in times of active conflict. SMEs
were asked to consider this task during a normal peacetime operation. Under normal peacetime

conditions, this task is not a planned event and occurs on an ad-hoc, as-needed basis.

1. Operations Department

One respondent was anomalous in that their confidentiality requirement was more
than ten times larger than the average. Although this difference seems catastrophically
large, it represents a difference of merely fourteen hours over the mean for a month. Figure
4 shows a zoomed in version of the operations requirements for the CIA triad during
preparation, execution, monitoring, and steady-state phases with the anomalous data point.
Figure 5 shows the same analysis without the anomalous SME. It’s interesting to note that
the shape of the curve does not significantly change, nor does the maximum effort required
to successfully complete the task. Figures 6 and 7 have been standardized to show a full
month’s requirements. Figure 6 shows the percentage of time a security principle is
required per month to complete task 1. Figure 7 illustrates the number of hours a security

principle is required per month to complete task 1.

At no point is there a need for a requirement to exceed five percent and with a z-
score of 0.39 at a confidence interval of 95% there is statistical support for the conclusions
drawn from this data. This is likely due to a few factors. The anomalous SME in question
was in a departmental leadership position with greater insight into operations throughout
the ship and not just within their department. This led to a much higher reported amount of
time spent preparing for this task as well as a greatly increased confidentiality requirement.
The inclusion of this lone data point shifted the standard deviation by more than three-fold,
and when, considered along with the SME’s knowledge, was discarded as anomalous for
this task.
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Task 1 - Operations Requirements (Uncorrected)
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Figure 4.  Operations department cybersecurity requirements for task 1 by

percentage of a month’s time (uncorrected).

Task 1 - Operations Requirement (Corrected)
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Figure 5.  Operations department cybersecurity requirements by percentage of
a month’s time (corrected).
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In the preparation phase, there is little need for confidentiality. Preparatory tasks
occur primarily on-ship. Typical concerns about protecting the confidentiality of a flight
plan are not a present due to very limited time windows between planning and execution.
Additionally, the need for integrity is minimal, as communications with off-ship entities
requires little more than basic flight and injury information. As the task moves to the
execution phase, limited medical data and operational specifics must be timely and correct
with a modicum of protection. The rise in requirements during steady-state does seem
anomalous, but can be explained by the phenomena of leaders asking for more information
than what is needed for decision making. Although it’s curious that a steady-state phase
requires more resources than a preparation phase, it does not require significantly more
resources, and is a very low threshold to meet. It is promising to note that the data suggests
that in the case of accomplishing task 1, significantly over half of information that might
be available on the state of cybersecurity can be ignored without endangering task

completion.
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Figure 6.  Task 1 operations requirements by percentage.
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Task 1 - Operations Requirements
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Figure 7.  Task 1 operations requirements by hours/month.

2. Supply / Logistics Department

Supply and logistics departments have no direct action in a medical evacuation.
Additionally, the logistics department encompasses very diverse activities from the
ordering of aviation fuel to laundry services. It is not surprising to find a large standard
deviation among the collected data. Even so, the calculated value for a 95% confidence
interval has a z-score of 0.42 is less than half a standard deviation from the mean. As a
medical evacuation is an exigent circumstance, no additional actions are conducted by the
logistics department in anticipation of completion of that task. To the logistics department,
the reason for the launch of an aircraft is not important; the department will simply order
fuel, repair parts, and other supplies based on the number of aircraft missions. Figures 8
and 9 graph the CIA triad requirements for the logistics department to support execution

of task 1 by phase.
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Task 1 - Supply/Logistics Requirements
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Figure 8.  Task 1 supply/logistics requirements by percentage.
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Figure 9.  Task 1 supply/logistics requirements by hours/month.
42



3. Combined Analysis

Task one required that SMEs consider the task of transporting and/or providing for
casualty and patient evacuation in a peacetime environment. Medical evacuations in a
peacetime environment are exigent circumstances and are executed a-periodically. This
mission is usually executed by small boats or aircraft and crew already aboard the carrier.
As these resources are used for a multitude of other missions, the task presents no unique
resource requirements. Furthermore, the amount of collaboration that must be done via
network systems is minimal. Due to the short message length, the amount of network
availability required is also minimal. Due to a lack of secret or private data, the need for
confidentiality is also minimized. Any lapses in integrity on the network can easily be
addressed by voice reports or simply ignored as few details transmitted would result in a

critical failure of the task.

C. TASK 2: CONDUCT DAY HELICOPTER OPERATIONS

Task two required that SMEs consider the task of conducting daytime helicopter
operations. This task is carried out in both wartime and peacetime for a variety of purposes.
SMEs were asked to consider this task during a normal peacetime operation. Under normal

peacetime conditions, this task is carried out on a recurring and roughly periodic timeline.

1. Operations Department

There are two data points within the operations department that, on the surface,
seem anomalous and claim that preparation for launching daytime helicopter operations
requires a completion time of sixteen days per month. These personnel include parts of the
aircraft handling team and are responsible for taxiing helicopters to and from their launch
position, to and from their maintenance positions, and generally moving aircraft so that
other aircraft that need to transit can do so. This represents a very high requirement, but
upon inspection, the data is valid. Physical space on an aircraft carrier is at a premium and
constant activity with multi-million-dollar aircraft in a time and space constrained activity
can lead to a lot of chaos, damage, and injury if not properly managed. As such, it is critical
for aircraft handlers to be aware of their current situation during execution. A loss of

availability during execution could result in a missed message announcing an aircraft
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emergency and result in mission failure. However, network requirements drop off rapidly

after execution.

Aircraft mission are governed by a daily order deemed the Air Tasking Order
(ATO). This document pairs aircraft with missions and is classified. It is impossible to
conduct aircraft operations without accessing this classified document, and this drives the
confidentiality requirement. Even so, the requirement for confidentiality never reaches
45%, meaning that over half of the security information logged on systems supporting
completion of this task can be ignored while still meeting the baseline requirements of the

mission task.

It’s useful to compare the requirements for task 3 to task 1. Whenever possible,
evacuation of wounded personnel is conducted via aircraft. While it may be conducted via
fixed wing or rotary wing aircraft, it’s interesting to consider how difference in
requirements. As the flight for an emergency isn’t planned, the need to access a classified
document isn’t required. While the requirements for integrity and availability do increase,
that increase does not appear to be a linear correlation with the number of flights nor the
amount of time required. The reasons for this are not currently understood, although it is
suspected that repeating tasks and re-using information leads to efficiencies. Figures 10
and 11 illustrate operations department requirements for the conduct of day helicopter
operations. The data shows the maximum need is for confidentiality at maximum
requirement of forty percent with a z-score of 0.37 supporting the conclusion that almost

sixty percent of the available cybersecurity information can be ignored.
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2. Supply / Logistics Department

The supply and logistics department conducts a very wide range of support
activities onboard. Some activities such as food and laundry service are either unaffected
or only marginally affected by the mission tasks being conducted. Other supporting actions,
such as ordering of spare parts, munitions, or fuel, are affected, depending on which tasks
are conducted and how often. The variance in duties and their effect on this task accounts
for a larger value of 0.39 than in the analysis of the operations department, but is still within
acceptable norms for statistical relevance. Regardless of the task, supply must usually
communicate with off-ship commercial vendors to provide the necessary supplies. This
requires availability, so that orders can be made, and integrity, so that orders can be correct,
but not confidentiality. The supply department must constantly monitor the state of mission
tasks, as the actual execution of tasks requires them to order fuel and parts. Planned tasks
may not execute and tasks that were not planned for (e.g., an equipment casualty that is not
part of scheduled maintenance) may need to be executed; both will affect the need for
logistics to ensure that the necessary resources are available. Figures 12 and 13 show the
supply/logistics required security principles for their support to launching daytime

helicopter operations.
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Figure 12. Task 2 supply/logistics requirements by percentage.
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Task 2 - Supply/Logistics Requirements
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Figure 13. Task 2 supply/logistics requirements.

3. Combined Analysis

The execution of daytime helicopter missions is a complex task that occurs on a
routine basis aboard an aircraft carrier. The different needs of operations and logistics
becomes evident as operations requirements tend to be front-loaded on preparation and
execution while supply/logistics concentrate on the monitoring phase. In addition, the
nature of the tasks conducted by each department require different security principles:
operations requires primarily confidentiality while logistics requires availability. Even ina
complex evolution that occurs on a reasonably continuous basis, no requirement exceeds
50%. This means that at least half of the security information logs on systems supporting

this mission essential task can be ignored without negatively affecting task completion.

D. TASK 3: MAINTAIN READY COMBAT AIR PATROL (CAP)

Maintaining a combat air patrol requires the coordination of a number of different
types of aircraft, including fighter jets, tanker aircraft, command and control aircraft, and
search and rescue aircraft, just to name a few. All of these aircraft must coordinate with
each other and the ship. If there are no unexpected events during the patrol, the phase
requiring the most coordination is the execution phase. Specifically, the start of the
execution phase requires the most resources, as this is when a largest number of aircraft
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are launched and controlled. As one CAP launches, another must prepare to land. This
leads to a large number of dynamic changes, increases uncertainty and, therefore, increases

in information requirements.

1. Operations Department

The maintenance of a CAP is, in many ways, similar to the task of conducting
daytime helicopter operations. Aircraft must be launched, controlled, and landed. In a CAP,
however, multiple aircraft must be launched and controlled simultaneously. Having
multiple aircraft means that it’s possible for one aircraft to report another aircraft’s status
if the called aircraft is unavailable. It is also expected that some efficiencies are gained as
repetitive tasks are conducted in a short time using the same information. Statistical
calculations give us a z-score of 0.29 suggesting that the actual value is less than one-third
a standard deviation from the calculated value and statistical significance. A point for
which an explanation could not be discerned is the 5% reduction for confidentiality for
launching a CAP over a helicopter for daytime operations. Standard operating procedures
for both CAP and helicopters fall under the standards of Naval Air Systems Command and
no difference in operating requirements could be found in documentation. It is suspected
that more data would reduce this variance. Figures 14 and 15 show operations requirements

for maintenance of a ready CAP.
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Figure 14. Task 3 operations requirements by percentage.
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Figure 15. Task 3 operations requirements by hours/month.

2. Supply / Logistics Department

The requirements for maintenance of a ready CAP by the supply/logistics
department closely mirror their requirements for helicopter flight operations. As previously
stated, the tasks accomplished by the logistics department will vary by the mission task

they are supporting and how often it is conducted, but not by the size of the task. While a
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ready CAP launches more aircraft and therefore burns more fuel and more aircraft will
require more repair parts, this simply requires that the logistics department order more fuel
and more parts, but does not necessitate making more orders. Additionally, services
provided by supply/logistics such as food service and laundry do not change based on the
number of aircraft launched. This consistency in requirements is supported by similar
requirements and a z-score of 0.39, very similar to that of task 1. Figures 16 and 17 illustrate
the logistics requirements for the networks supporting maintenance of a ready CAP and
are very similar to Figures 12 and 13, which illustrate logistic requirements for helicopter

day operations.
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Figure 16. Task 3 supply/logistics requirements by percentage.
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Figure 17. Task 3 supply/logistics requirements by hours/month.

3. Combined Analysis

When it comes to supporting the maintenance of a ready CAP, we’re able to discern
that the operations department has more front-loaded requirements and primarily requires
confidentiality. In support of the same, the supply/logistics department is more back-loaded

and primarily requires availability. Once again, no requirement breaks the 50% threshold.

By combining the results of tasks one, two, and three some patterns begin to
emerge. There is evidence in the first three tasks to reject the null hypothesis. The
cybersecurity requirements of a mission essential task seem to be driven by the nature of
the task and varies based upon the phase of execution as well as the entity conducting the
action. This is sufficient to reject the null hypothesis and suggest the emergence of this

pattern for at least peacetime tasks.

E. TASK 4: DETECT, LOCALIZE, AND TRACK SUBSURFACE
CONTACTS WITH ACTIVE/PASSIVE SONOBUOYS

Task four examines SME requirements for detecting, localizing, and tracking
subsurface contacts with active/passive sonobuoys. Sonobuoys are remote sensors that are
dropped from aircraft into the water to detect submarines. Passive sonobuoys consist of
one or more hydrophones, and active buoys make use of an active sonar. Both active and
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passive sonobuoys are wireless and use radio frequencies to transmit their status. This task
is a wartime active which is conducted in peacetime only for the purposes of training and
readiness. SMEs were asked to consider this task during a wartime operation. Under normal
peacetime conditions, this task is carried out on a recurring and roughly periodic timeline.

1. Operations Department

Once sonobuoys are deployed, requirements are relatively static. Submarine
hunting is, at best, an art, and even under the best of circumstances, contact is intermittent.
The need for confidentiality is driven by the need to communicate any submarine contacts
to friendly forces. Sonobuoys are employed in groups; it is never the case that a single
sonobuoy is deployed. As such, intermittent availability to any sonobuoys is not
problematic. Figures 18 and 19 show operations department requirements for task 4.
Despite the perceived importance of conducting a wartime task, cybersecurity requirements
peak at under thirty percent and a z-score of 0.32 supports the calculated values of this

research.
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Figure 18. Task 4 operations requirements by percentage of time.
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Task 4 - Operations Requirements
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Figure 19. Task 4 operations requirements by hours/month.

2. Supply / Logistics Department

As in the previous tasks, supply/logistics department needs primarily
concentrate on the need to re-order expended supplies. The high variance in
responses from the supply/logistics department can be explained by the breadth of
activities in the department. Once again, it is understandable that food and laundry
services would have no additional needs to support the successful completion of
this task. Expended ordinance and sonobuoys need to be ordered via the use of
classified systems increasing the need for confidentiality; however, integrity and
availability remain relatively the same as the previously examined tasks. Figures
20 and 21 show supply/logistics department requirements for task 4. The z-score is
0.42, similar to other tasks for supply/logistics department and supporting this

analysis.
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Figure 20. Task 4 supply/logistics requirements by percentage of time.
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Figure 21. Task 4 supply requirements by hours/month.

3. Combined Analysis

Task 4 is the first task examined that is considered primarily a wartime activity.
Failure to successfully complete a wartime mission essential task can, without a doubt,
have catastrophic results. The failure to adequately find and track an enemy submarine

contact could result in the loss the aircraft carrier and the thousands of lives aboard. Even
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with such dire consequences, the cybersecurity requirements are limited to a maximum of
20% of the information available. This again support rejection of the null hypothesis. In all
four of the previously examined tasks, the cybersecurity information requirements are far
less than what is available.

F. TASK 5: PLAN/ DIRECT ATTACK OF SUBMARINES

Task five asked the SME to consider the wartime action of planning and directing
an attack on submarines. This task is the second wartime task examined and the first which
requires the employment of lethal force. Once a decision is made to attack, the window of
execution for this task is comparatively short. If not conducted correctly, weapon systems
may malfunction or destroy the wrong target. The situations in which this task is completed
are high stress, full of relative uncertainty, and of high consequence.

1. Operations Department

Figures 22 and 23 illustrate the requirements of the operations department to
complete task 5. To complete this task, an aircraft carrier will either employ its own weapon
system or direct another asset to employ a weapon system. The launch of a weapon
becomes apparent instantly and the need to provide confidentiality after weapon system
deployment is not present. The low rate of availability and integrity is surprising. In a high
stress, high consequence environment, it would be expected that availability would
approach 100% so that a weapon system would be available the instant it’s needed.
Likewise, a loss of integrity could result in improper employment of the weapon system
and either missing a threat, or possibly striking a friendly unit. It is possible that since there
are multiple redundant weapon and communications systems available operators felt

comfortable with low figures, and, with a z-score of 0.32, these values are well supported.
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Task 5 - Operations Requirements

100.00%
i)
2
2 80.00%
Q
[
o  60.00%
£
'_
%5 40.00%
9]
an
S 20.00%
c
]
e — e —
o 0.00%
a

Preparation Execution Monitoring Steady State
Task Phase

Confidentiality Integrity Availability

Figure 22. Task 5 supply requirements by percentage.
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Figure 23. Task 5 operations requirements by hours/month.

2. Supply / Logistics Department

As in previous tasks, the supply/logistics department’s primary efforts are during
the monitoring phase. Figures 24 and 25 show that availability is the primary concern, and
is roughly the same as the requirement for maintaining a ready CAP. The requirements for

supply is again shown to be relatively regardless of which mission essential task is being
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supported. A maximum need of well below 30% for availability. A z-score of 0.39 supports

these values and is consistent with other values calculated for the supply/logistics

department.
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Figure 24. Task 5 supply/logistics requirement by percentage of time.
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Figure 25. Task 5 supply/logistics requirement by hours/month.
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3. Combined Analysis

Directing an attack is an action that is not taken lightly as the consequences are
lethal and errors catastrophic. Even in the case of this mission essential task, the security
requirements are rather paltry. Once again, more than half of the cybersecurity information
can be ignored and the task successfully completed. In all five of the examined tasks,
cybersecurity requirements have remained well below the 50% threshold. Once again, Ho
can be rejected.

G. TASK 6: EMERGENCY REPAIRS TO EQUIPMENT CRITICAL TO
SHIP’S MISSION

Task 6 required SMEs to consider emergency repair to equipment critical to ship’s
mission and is equally likely to occur in wartime or peacetime. While an aircraft carrier
carries a large amount of repair parts carrying every feasible part is simply not possible.
Additionally, many parts require specific certifications or tolerances that must be verified
immediately before installation. As suggested by the name, emergency repairs are
unplanned maintenance. When accomplishing this task, ships require parts and/or expertise
to be delivered. These requests for assistance are governed by a Casualty Report
(CASREP) whose status briefed at least daily to the Chief of Naval Operations. Equipment
that is critical to the ship’s mission severely limit its ability to perform mission essential

tasks and are of primary concern to national command authority.

1. Operations Department

As in previous tasks, Figures 26 and 27 illustrate that the operations department’s
primary effort is during execution. In the case of repairs, understanding the equipment
casualty and its effects is critical to ensuring a successful repair. Additionally, constant
status updates and ensuring the integrity of all tool readings and system logs is critical to
understand what happened, why, and if a repair has been successfully implemented.

Unsurprisingly, integrity and availability are more highly desired than confidentiality.
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Task 6 - Operations Requirements
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Figure 26. Task 6 operations requirement by percentage of time.
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Figure 27. Task 6 supply/logistics requirement by hours/month.

2. Supply / Logistics Department

Figures 28 and 29 demonstrate that the supply and logistics department have a more
critical role in enabling the completion of this task. Emergent orders for repair parts and
method of delivery need to be planned and executed. In many cases, additional expertise

may be needed to support the onboard crew. The need for the network to be available is
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not surprising. Although CASREPs are classified documents, transmission of these reports
is usually surrounded by a series of phone calls. By the time a CASREP is transmitted, it’s

common for all parties involved to already be aware of the contents of the message.
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Figure 28. Task 6 supply/logistics requirements by percentage of time.
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Figure 29. Task 6 supply/logistics requirements by hours/month.
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3. Combined Analysis

While other tasks examined have been primarily peacetime or primarily wartime
tasks, this is the first task to be equally executed in either case. The need for emergency
repairs means that other mission essential tasks are unable to be completed and requires
outside resources to correct. Operations department requirements are front-loaded while
supply/logistics department requirements are back-loaded. In the case of this task,
availability is the primary requirement for both operations and supply. This is due to the
need to coordinate with outside entities. The cybersecurity needs vary dependent the

department and phase of execution.
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VIl. RESEARCH CONTRIBUTIONS TO THEORY AND
PRACTICE

This research has provided a framework that suggests that it may be possible to
reduce cognitive loading on analysts by changing the priority of their tasking in response
to changing operational context. This has the effect of creating slack resources as suggested
by Galbraith (1973), improving analysts’ performance, and enhancing cybersecurity. The
focus on operational contexts allows for better understanding of the requirements of
mission essential tasks. This increase in understanding allows for the creation of better,
more relevant, standardized processes which would reduce Galbraith style exception and

allow supervisory personnel to make better and more timely decisions.

This research has given a method for measuring cybersecurity requirements based
on operational context. Through understanding minimum cybersecurity requirements for
mission essential tasks, leaders may gain a better understanding of their information
processing capacity as compared to their information processing load. That knowledge can
be used to prioritize task execution and schedule tasks in a way that reduces information
processing load, improves cybersecurity productivity, and improves efficiency.
Additionally, this knowledge provides a quantitative measure of how cybersecurity
personnel are employed with respect to mission requirements. This allows for quantitative
discussion, and perhaps improved management of, information processing resource slack
or shortfalls, unacceptable risk shortfalls, or perhaps a quantitative measure allowing for
precise understanding of acceptable risk resource requirements.

The framework proposed in this model extends the work of Galbraith and
organizational theory into the field of cybersecurity. Through the consideration of
operational relevance at an instant in time, the framework also links cybersecurity back to
operational art and the execution of cybersecurity within the context of the larger
organization. Through mapping of cybersecurity through an operational lens, workload
may be reduced, efficiency may be improved, and both cybersecurity and operational tasks

may be more successfully completed.
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VIIl. CONCLUSIONS AND FUTURE WORK

A CONCLUSIONS

This research effort started with the assertions that cybersecurity personnel operate
in a state of consistent information overload and that the implementation of automated
filtering techniques is insufficient to address the condition. This effort set out to test the
hypothesis that a new cybersecurity risk framework could be designed to significantly
reduce information overload without negatively affecting cybersecurity posture. The
outcome is a highly effective framework that allows for a better understanding of
information needs, quantifiable cybersecurity risk, and more effective human capital
implementation by considering a task in execution as a set of requirements over time
instead considering that task as an atomic unit. The data collected in this research strongly
supports that information gathered in support of completion of mission essential tasks can
be reduced by significant quantities without endangering the completion of those tasks or

increasing cybersecurity risk.

Reducing the quantity of information that must be analyzed by the cybersecurity
workforce can be accomplished in numerous ways if the purpose of cybersecurity is to
support the completion of mission essential tasks. One tactic that may be employed is to
collect only that information which is required to mitigate unacceptable risk in the
completion of tasks. A slightly different implementation would continue to collect as much
information as possible, but only ask human operators to evaluate the information required
to assure completion of mission essential tasks. An advantage to having other information
available is that additional information might provide insight into the root cause of an
attack endangering the completion of mission essential tasks. In fact, it could be argued,
that once an attack is detected, information which may provide insight into the attack in

relevant from both a cybersecurity and operational context.

While the data gathered supports a minimum reduction of fifty percent of the
information that could be gathered, it is important to recognize that this data supports the
minimum requirements. From an operational resiliency perspective, mission directors are

highly encouraged to decide if mitigating unacceptable risk is sufficient to provide
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acceptable mission risk. This framework can be used by mission and SOC directors to
account for resources with respect to mission critical tasks. In the case where resources are
sufficient to meet requirements for acceptable risk, a good accounting of surge capacity is
possible. In the case where resources are insufficient to meet acceptable risk, more
informed discussions may be had with quantitative data to support adjustment in either

resources or determinations of acceptable risk.

B. GENERALIZABILITY

The applicability of this research extends to all military units and beyond. While
military units have already conducted a mission-based analysis and have well-documented
mission essential tasks and tolerances, any government or commercial entity can, and
should, do the same. Once mission essential tasks have been documented, corporations and
other entities could use this framework to reduce information overload within their own
cybersecurity workforces. As in this study, having a greater understanding of mission-
essential sub-tasks would allow for greater insight. Additionally, this study and
implementation of this framework could help inform future law and regulations dealing
with protection of sensitive material. Laws and regulations such as the Privacy Act of 1974,
General Data Protection Regulation (GDPR), and Health Industry Portability and
Accountability Act (HIPAA), could be adjusted for an optimum balance of protection given
mission requirements and available cybersecurity resources. Finally, this framework can
be used to help determine if organizations are adequately staffed to defend mission critical
tasks. After applying this framework, simple mathematics will allow for a rapid

determination of appropriate staffing.

C. RESEARCH LIMITATIONS

The principal limitation of this research is the construction of the measurement
instrument. Since SME elicitation was limited to one visit per location, there was limited
opportunity to validate the survey construction. The inability to validate the measurement
instrument led an issue in that it did not account for the wide disparity of functions
conducted by the supply/logistics department. This led to a higher variance in responses
than was anticipated. An additional issue was the small population available to elicit for
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expertise. While findings from nuclear powered aircraft carriers are undoubtedly
generalizable to all U.S. Navy units, there are only eleven carriers. Finally, no
documentation exists that links mission essential tasks to sub-tasks or supporting tasks. It’s
possible that further research will find areas that have sub-tasks or supporting tasks with

higher requirements than those gathered in this research.

D. FUTURE WORK

Several areas of further research are recommended. The first is to conduct a similar
study after conducting a full mission essential task deconstruction. Second, a mission
systems analysis needs to be conducted from both the mission and network perspectives.

Finally, research is required for network traffic characterization and network automation.

1. Task Deconstruction and Integration Analysis

Further research is needed to understand the sub-tasks required to accomplish a
mission essential task. Those subtasks are accomplished by additional SMEs, may require
the use of additional information systems, and may have differing cybersecurity
requirements. It is possible that by further understanding subtasks and their dependencies,
additional efficiencies may be gained. It is feasible that assuring the existence of
cybersecurity principles in a subtask will allow for assurances in follow-on tasks via a

transitive property.

2. Mission System Analysis

Further research is needed to better understand the link between mission essential
tasks and the required information systems. Additionally, an understanding of information
flow on the network is required to better understand the most efficient points of observation
for required security principles. For example, it may be more efficient to collect security
logs at network choke points (e.g., segment routers) than at hosts. On the other hand, if a
router services many non-mission-essential devices, it may be more efficient to monitor
specific end-point devices. Additionally, mapping all mission essential tasks to the network
may allow for an emergence of characteristics, that would allow for further efficiencies in

information overload reduction and/or the discovery of additional cybersecurity
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requirements that are not obvious while conducting any one task, but instead apparent only

when conducting a unique combination of tasks.

3. Graph Mapping and Reduction

Mapping tasks and dependencies, information flow, and network topology allows
for the creation directed and undirected graphs. The examination of the graphs at each of
these layers may allow for graph reduction leading to additional efficiencies. It is more
likely, however, that by mapping graphs at these different levels to each other efficiencies
may emerge that are not obvious when looking at only one of these levels. These
efficiencies may result in either a further reduction in information processing load, or it

may lead to reduced utilization of information processing capacity.

4, Framework Automation

Once subtasks and requirements are understood and a mission system analysis is
complete, mission essential tasks can be modeled by heuristics. Further research would
allow for some automated detection and identification of mission critical tasks. This
automatic identification could be implemented into an Al model that allows for automatic
context switching in dashboards used by cybersecurity personnel to highlight the most
relevant information, and result in a more dynamic and context-sensitive monitoring tool.
The existence of such a context-sensitive tool would provide various settings based upon
operating environment and mission realities, more rapid identification of tasks actively
executed, and expedite identification of cybersecurity shortfalls in the execution of those
tasks. To be clear, it is not suggested that less information is collected on the network, but
rather, that only the most operationally relevant information be presented SOC personnel.
In a situation where additional disambiguation is required, analysts can choose to recall
information collected in logs, but not necessarily displayed on the dashboard. While
efficiencies may be gained, the limitations imposed by using Turing machines are ever
present.
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APPENDIX A. MEASUREMENT INSTRUMENT

Participant Demographic Information

What is your age?

How long have you been in the military?

What is your rank?

What is your current position?

How long have you held this position?

What is your highest civilian education completed?

How long have you served aboard a carrier, strike group staff, or carrier
staff?
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You are part of the operations (N3) or logistics (N4) department aboard a U.S. aircraft
carrier. OPNAYV C3501.65F denotes required operational capabilities for this platform.

For each task, four phases will be considered: preparation phase, execution phase, monitor
phase, and steady-state phase. Preparation phase includes all preparations and subtasks
that must be accomplished prior to execution of the actual tasks. Execution phase includes
actual performance of the task. Monitor phase is the phase after which active tasks have
been conducted when monitoring may be required to ensure the desired end-state. Steady-
state phase is the period of time not covered by the prior three phases.

As an example, consider the task of feeding your children lunch. The preparation phase
may include going to the store and purchasing bread, peanut butter, and jelly. The execution
phase might include making the peanut butter and jelly sandwiches, getting your kids to
the table, and serving them the sandwiches. The monitoring phase would include the time
period between them being served the sandwiches and them actually eating the sandwich.
The steady-state phase would be any other time not covered by the previous three phases.

For each task, denote how much time your department spends supporting its completion
in each phase over a thirty-day period. Please note that this can be indirect support (e.g.,
ordering to support maintenance of aircraft supports a task of maintaining combat air
patrol).

For each task consider how critical confidentiality, integrity, and availability are to the
successful completion of each phase of each task for your department. Confidentiality
is that principal the requires that only the initiator and authorized recipient be privy to the
contents of a message. Integrity is that principal that only authorized personnel be able to
alter the contents of a message that the message received is the message that was
transmitted. Availability is that principal that governs that authorized users can access
information.

When considering the requirement for each security principle, allot only for the time
required to complete the necessary actions. Consider the aforementioned example of
feeding your children lunch, it might only take you 30 minutes to buy the necessary
components at the grocery store. In this case, the availability required of the store is 30
minutes a trip. Assuming that PB&J supply run last 15 days, you will need to make two
trips a month for a total of 1 of availability a month.
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Task: Transport and/or provide for casualty/patient evacuation.

How long is spent supporting the accomplishment of this task in each phase
in a 30-day period during which this task is accomplished?

Preparation phase: Days Hours Minutes
Execution phase: Days Hours Minutes
Monitoring phase: Days Hours Minutes
Steady-state phase: Days Hours

Minutes

For each phase of the assigned task, consider what percentage of time
listed above requires each principle of confidentiality, integrity, or
availability. It is possible that each principle will be required 100% at
each phase.

Preparation Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Execution Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Monitor Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Steady-state Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:
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Task: Conduct day helicopter operations.

How long is spent supporting the accomplishment of this task in each phase
in a 30-day period during which this task is accomplished?

Preparation phase: Days Hours Minutes
Execution phase: Days Hours Minutes
Monitoring phase: Days Hours Minutes
Steady-state phase: Days Hours

Minutes

For each phase of the assigned task, consider what percentage of time
listed above requires each principle of confidentiality, integrity, or
availability. It is possible that each principle will be required 100% at
each phase.

Preparation Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Execution Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Monitor Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Steady-state Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:
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Task: Maintain ready combat air patrol (CAP).

How long is spent supporting the accomplishment of this task in each phase
in a 30-day period during which this task is accomplished?

Preparation phase: Days Hours Minutes
Execution phase: Days Hours Minutes
Monitoring phase: Days Hours Minutes
Steady-state phase: Days Hours

Minutes

For each phase of the assigned task, consider what percentage of time
listed above requires each principle of confidentiality, integrity, or
availability. It is possible that each principle will be required 100% at
each phase.

Preparation Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Execution Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Monitor Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Steady-state Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:
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Task: Detect, localize, and track subsurface contacts w/ active/passive
sonobuoys.

How long is spent supporting the accomplishment of this task in each phase
in a 30-day period during which this task is accomplished?

Preparation phase: Days Hours Minutes
Execution phase: Days Hours Minutes
Monitoring phase: Days Hours Minutes
Steady-state phase: Days Hours

Minutes

For each phase of the assigned task, consider what percentage of time
listed above requires each principle of confidentiality, integrity, or
availability. It is possible that each principle will be required 100% at
each phase.

Preparation Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Execution Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Monitor Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Steady-state Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:
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Task: Plan/direct attack of submarines.

How long is spent supporting the accomplishment of this task in each phase
in a 30-day period during which this task is accomplished?

Preparation phase: Days Hours Minutes
Execution phase: Days Hours Minutes
Monitoring phase: Days Hours Minutes
Steady-state phase: Days Hours

Minutes

For each phase of the assigned task, consider what percentage of time
listed above requires each principle of confidentiality, integrity, or
availability. It is possible that each principle will be required 100% at
each phase.

Preparation Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Execution Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Monitor Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Steady-state Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

75



Task: Emergency repairs to equipment critical to ship’s mission.

How long is spent supporting the accomplishment of this task in each phase
in a 30-day period during which this task is accomplished?

Preparation phase: Days Hours Minutes
Execution phase: Days Hours Minutes
Monitoring phase: Days Hours Minutes
Steady-state phase: Days Hours

Minutes

For each phase of the assigned task, consider what percentage of time
listed above requires each principle of confidentiality, integrity, or
availability. It is possible that each principle will be required 100% at
each phase.

Preparation Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Execution Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Monitor Phase:

Percentage of time Confidentiality is required:

Percentage of time Integrity is required:

Percentage of time Availability is required:

Steady-state Phase:

Percentage of time Confidentiality iIs required:

Percentage of time Integrity is required:

Percentage of time Availability is required:
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APPENDIX B. EXPERIMENTAL DATA

A. TASK 1: TRANSPORT AND / OR PROVIDE FOR CASUALTY /
PATIENT EVACUATION

1. Operations Department

Preparation

Respondent Days Hours Minutes Confidentiality (%) Integrity (%) Awailability (%)  Confidentiality (mins) Integrity (mins)  Awailability (mins)

10 0 10 0 25.0000% 25.0000% 50.0000% 150 150 300

9 0 o 90 15.0000% 100.0000% 100.0000% 135 90 90
13 0 2 30 0.0694% 0.0694% 0.8333% 29.9808 29.9808 359.9856
12 0 1 0 0.1389% 0.1389% 0.1389% 60.0048 60.0048 60.0048
5 1 6 1] 0.1300% 0.8300% 0.1700% 56.16 358.56 73.44
[ 3 3 0 10.0000% 50.0000% 40.0000% 450 2250 1800
4 7 [} 0 60.0000% 20.0000% 20.0000% 6048 2016 2016
35 0 4 0 100.0000% 100.0000% 100.0000% 240 240 240
36 0 4 0 100.0000% 100.0000% 10.0000% 240 240 24
44 2 [\ 0 25.0000% 100.0000% 25.0000% 720 2880 720
45 0 k-3 0 15.0000% 100.0000% 50.0000% 72 480 240
46 ] 8 1] 20.0000% 20.0000% 20.0000% 96 96 96

Execution

Respondent Days Hours Minutes Confidentiality (%)  Integrity (%) Awailability (%) Confidentiality (mins) Integrity (mins) Awailability (mins)

10 0 2 0 0.0000% 25.0000% 75.0000% o 30 90
9 0 2 0 0.0000% 100.0000% 100.0000% o 120 120
13 1] 2 1] 0.0694% 0.0694% 0.8333% 29.9808 29.9808 359.9856
12 ] 2 1] 16667% 1.6667% 16667% 720.0144 720.0144 720.0144
= 1 13 0 23.3000% 23.3000% 23.3000% 10065.6 10065.6 10065.6
] ] 5 0 10.0000% 30.0000% 60.0000% 30 90 180
4 0 1 0 10.0000% 10.0000% 80.0000% 6 6 48
35 0 4 0 100.0000% 100.0000% 100.0000% 240 240 240
36 0 2 0 100.0000% 100.0000% 100.0000% 120 120 120
44 0 2 0 10.0000% 100.0000% 100.0000% 12 120 120
45 ] 5 1] 10.0000% 50.0000% 100.0000% 30 150 300
46 1 2 0 10.0000% 25.0000% 60.0000% 156 390 936

7



Monitor

Respondent Days Hours Minutes Confidentiality (%) Integrity (%) Awailability (%) Confidentiality (mins)  Integrity (mins)  Awailability (mins)

10 (1] 2 0 50.0000% 25.0000% 25.0000% &0 30 30

9 0 4 0 0.0000% 90,0000% 100.0000% 0 26 240
13 1] 0 (1] 0.0347% 0.0347% 0.0347% 14.9904 14.9904 14.9904
12 (1] 2 0 16667% 1.6667% 16667% 720.0144 720.0144 720.0144
5 2 12 0 9.9900% 9.9900% 12.0000% 431568 431568 5184
6 1] 0 30 0.0000% 0.0000% 100.0000% 1] 1] 30

4 1] 2 0 75.0000% 15.0000% 10.0000% ao 18 12

35 0 4 0 100.0000% 100.0000% 100.0000% 240 240 240
36 (1] 4 0 100.0000% 100.0000% 100.0000% 240 240 240
44 0 4 (1] 15.0000% 100.0000% 50.0000% 36 240 120
45 o 2 0 10.0000% 100.0000% 40.0000% 12 120 4
46 (1] 2 0 10.0000% 100.0000% 25.0000% 12 120 30

Steady State

Respondent Days Hours Minutes Confidentiality (%) Integrity (%) Awailability (%) Confidentiality (mins)  Integrity (mins)  Awailability (mins)

10 0 0 0 0.0000% 0.0000% 0.0000% 0 1] ]

9 ] 0 0 0.0000% 0.0000% 0.0000% 0 1] o
13 0 0 0 0.0347% 0.0347% 0.0347% 14.9904 14.9904 14.9904
12 0 0 0 0.0000% 0.0000% 0.0000% 0 o o

5 4 0 0 23.3000% 23.3000% 20.0000% 10065.6 10065.6 8640
6 0 1 0 30.0000% 30.0000% 40.0000% 18 18 24
4 2 0 0 20.0000% 60.0000% 20.0000% 576 1728 576
35 0 1 0 50.0000% 100.0000% 100.0000% 30 60 60
36 0 1 0 50.0000% 50.0000% 100.0000% 30 30 60
44 0 1 0 0.0000% 50.0000% 50.0000% 0 30 30
45 0 0 0 0.0000% 0.0000% 0.0000% 0 o ]
46 0 1 0 25.0000% 50.0000% 50.0000% 15 30 30
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Respondent Days Hours Minutes

14

17

1

Respondent Days Hours Minutes

14

17

1

2.

0 0
0 0
0 0
0 0
0 4
0 8
/] 10
0 0

5 0
0 2
] 0
0 17
0 2
1] 2
0 10
0 0

Supply/ Logistics Department

120

Confidentiality (%)

0.4

0.0025

Confidentiality (%)

0.1

0.8

0.0026

Preparation
Integrity (%)  Awailability (%)
02 0.4
] o
0 o
o 0
o 1
1 1
0.0083 0.0026
o o
Execution
Integrity (%)  Awailability (%)
0.45 0.45
1 1
o 0
1 0
05 05
1 1
0.0083 0.0026
o o

79

Confidentiality (mins)

Confidentiality (mins)

720

96

120

11232

Integrity (mins)

Integrity (mins)

3240

1050

120

Availability (mins)

240

112.32

Availability (mins)

3240

120

60

120

112.32



Respondent Days Hours Minutes

14 L 0 (1]
17 ] 2 o
11 ] 0 1]
al, ] 30 1]
2 0 2 0
B8 0 5 (1]
7 ] 5 1]
= ] 0 1]

Respondent Days Hours Minutes

14 20 0 0
17 ] 0 1]
11 0 0 0
1l o 0 1]
2 0 30 0
8 0 2 0
7 0 5 0
B ] 0 o

Confidentiality (%)

0.1

0.0013

Confidentiality (%)

0.2

0.25

0.0013

Monitor

Integrity (%) ilability (%)  Confid lity (mins)
045 0.45 720
0 0 0
a o 1]
1 o 1]
o il 1]
1 0.75 ]
0.0026 0.0026 56.16
a o 1]
Steady State
Integrity (%)  Awailability (%)  Confidentiality (mins)
0.4 04 5760
o o 1]
0 0 ]
o o 1]
0 1 0
1 075 0
0.0026 0.0026 56.16
a o 1]

80

Integrity (mins)

3240

1800

112.32

Integrity (mins)

11520

120

112.32

Availability (mins)

3240

120

225

112.32

Availability (mins)

11520

1800

90

112.32



B.

Respondent Days Hours Minutes

10

13

12

35

36

25

46

Respondent Days Hours Minutes

10

13

12

a5

36

45

46

TASK 2: CONDUCT DAILY HELICOPTER OPERATIONS

1.

10

60

€0

45

Operations Department

Confidentiality (%)
0 0.0000%
%0 18.0000%
0 3.3333%
0 0.0000%
0 23.3000%
0 20,0000%
0 20,0000%
0 100.0000%
0 100,0000%
0 10,0000%
0 3.3330%
0 10,0000%
Confidentiality (%)
0 0.0000%
0 0.0000%
0 3.3333%
0 0.0000%
0 70.0000%
0 10.0000%
0 25.0000%
0 100.0000%
0 100,0000%
0 3.3330%
0 10.0000%
0 3.3330%

Preparation
Integrity (%)  Awailability (%)  Confidentiality (mins)
25.0000% 75.0000% 0
100.0000% 100.0000% 16.2
3.3333% 3.3333% 1439.9856
1.6667% 16667% 0
23.3000% 23.3000% 10065.6
70.0000% 10.0000% 2880
20.0000% 60.0000% 576
100.0000% 100.0000% 9216
10.0000% 100.0000% 9216
75.0000% 10.0000% 1440
3.3330% 3.3330% 47.9952
50.0000% 10.0000% 48
Execution
Integrity (%) ilability (%)  Confidentiality (mins)

10.0000% 90.0000% 0
100.0000% 100.0000% 0
3.3333% 3.3333% 1439.9856
1.6667% 16667% 0
46.6000% 3.3000% 30240
45.0000% 45.0000% 72
50.0000% 25.0000% 180
100.0000% 100.0000% 23040
100.0000% 100.0000% 23040
100.0000% 40.0000% 23.9976
100.0000% 25.0000% 72
100.0000% 40.0000% 35.9964

81

Integrity (mins)
360
90
1439.9856
720.0144
10065.6
10080
576
9216
9216
10800

47.9952

Integrity (mins)
540
2700
1439.9856
7200144
201312
24
360
23040
23040
720
720

1080

Availability (mins)
1080
90
1439.9856
720.0144
10065.6
1440
1728
9216
9216
1440

47.9952

Availability (mins)
4860
2700

1439.9856
720.0144
1425.6
324
180
23040
23040
288
180

432



Respondent Days Hours Minutes

10 0 150 0
9 0 o 150
13 o 12 0
12 1] 12 1]
A 30 [/} 1]
6 1] 6 0
4 1] 4 0
35 0 384 0
36 0 384 0
a4 o [ 0
45 "] 5 0
46 1] 20 1]

Respondent Days Hours Minutes

10 1] [} 0
9 0 30 0
13 o 12 0
12 1] 2 1]
2 30 [/} 1]
6 1 [/} 0
4 1] 10 0
35 1] % 0
36 0 48 0
44 1 [\] 0
45 1] 12 1]
46 1] 48 1]

Confidentiality (%)
10.0000%
0.0000%
3.3333%
0.0000%
70.0000%
30.0000%
15.0000%
100.0000%
100.0000%
15.0000%
10.0000%

10.0000%

Confidentiality (%)

0.033333

0.7
0.2
0.4
0.8

0.5

0.2

Monitor

Integrity (%)  Awailability (%)
10.0000% 80.0000%
80.0000% 100.0000%
3.3333% 3.3333%
1.6667% 16667%
70.0000% 3.3000%
30.0000% 40.0000%
65.0000% 20.0000%
100.0000% 100.0000%
100.0000% 100.0000%
65.0000% 20.0000%
40.0000% 40.0000%
40.0000% 10.0000%

Steady State

Integrity (%)  Awailability (%)

(] 0
0.8 1
0.033333 0.033333
0.003 0.003
0.7 0.033
0.2 0.6
0.4 0.2
1 1
0.5 1
0.2 0.6
0.4 0.4
0.2 05

82

Confidentiality (mins)

900

14399856

30240

36

23040

23040

30

120

Confidentiality (mins)

14399856

30240
288
240

4608

1440

144

Integrity (mins)
900
120
1439.9856
720.0144
30240
108
156
23040

23040

120

480

Integrity (mins)

1440
1439.9856
1296
30240

288

5760
1440
288
288

576

Availability (mins)
7200
150
1439.9856
720.0144
1425.6

144

23040
23040
72
120

120

Availability (mins)

1800
1439.9856
129.6
1425.6
864
120
5760

2880

288

1440



Respondent Days Hours Minutes

14

17

11

Respondent Days Hours Minutes

14

17

11

2.

15

16

15

Supply / Logistics Department

450

Confidentiality (%)

0.4

0.5

0.016

0.1

Confidentiality (%)

0.2

0.016

0.1

Preparation
Integrity (%)

0.3 03
1 1
(1] (1]
o 1
] 1
1 1

0.0083
05 04
Execution
Integrity (%)

0.4 0.4
1 1
o 0
0 1

0.5 0.5
1 il

0.0083
0.5 0.4

83

Availability (%)

0.0026

Availability (%)

0.0026

Confidentiality (mins)

1152

225

691.2

868.8

Confidentiality (mins)

&0

691.2

900

Integrity (mins)

360

4344

Integrity (mins)

9216

10800

4500

Availability (mins)

450

21792

360

112.32

34752

Availability (mins)

9216

60

21600

10800

120

112.32

3600



Respondent Days Hours Minutes

14 7 o 0
17 0 1 0
11 o 30 (1]
1 30 0 ]
2 0 180 0
8 30 0 0
7 [v] b1} 0
3 6 [ 0

Respondent Days Hours Minutes

14 3 o 0
17 0 L] 0
11 o 90 (1]
1 "] 0 ]
2 0 2 0
8 0 0 0
7 [v] b1} 0
3 1 2 0

Confidentiality (%)

0.2

00214

0.1

Confidentiality (%)

0.2

00214

0.1

Monitor

Integrity (%)  Awailability (%)

0.4 04
0.8 05
0 0
o 1
o 1
1 1
0.0013 0.0013
0.5 0.4

Steady State

Integrity (%)  Awailability (%)

0.4 0.4
L] o
o o
o o
o 1
o 0
0.0013 0.0013
05 0.4

84

Confidentiality (mins)

2016

924.48

900

Confidentiality (mins)

864

924.48

156

Integrity (mins)

43200

4500

Integrity (mins)

1728

780

Availability (mins)

30

43200

10800

43200

3600

Availability (mins)

1728

5400

624



C.

Respondent

10

35

36

45

Respondent

10

35

36

a5

TASK 3: MAINTAIN READY COMBAT AIR PATROL (CAP)

1.

Days

25

25

Days

25

Operations Department

Hours Minutes

240 0
135 1]
(1] (1]
4 0
0 0
0 0
0 0
0 0
0 1]
135 (1]
(1] 1]
0 0

Hours Minutes

15 0
as 0
12 0
12 0
0 (4]
0 0
0 30
0 0
0 0
0 0
0 0
0 30

Confidentiality (%)
0.1
025
0.033333

0.006

0.7

0.4

025

025

Confidentiality (%)

025

0.5

0.033333

0.8333

0.1

045

045

Preparation

05

0.006

0.7

0.2

0.4

04

0.25

0.7

03

045

0.6

045

0.033333

Execution

0.033333

0.016667

85

Integrity (%) Availability (%)

04

0.033333

0.006

0.46

01

02

045

02

Integrity (%)  Availability (%)

05

0.033333

0.016667

0.46

0.6

01

0.45

0.45

01

Confidentiality (mins)
576
810
1439.9856
259.2
43200
10080

2880

810
36000

1800

Confidentiality (mins)
225
1350
1439.9856
35998.56
43200
144

135

36000
43200

135

Integrity (mins)
2880
3240
14399856
259.2
30240
2880

2880

3240
25200

2880

Integrity (mins)
225
2700
1439.9856
720.0144
30240

432

21600

30240

Auvailability (mins)
2304
3240
1439.9856
259.2
19872
1440

1440

3240
16200

1440

Awailability (mins)
450
2700
14399856
720.0144
19872

864

16200

19440



Respondent

10

35

36

45

Respondent

10

35

36

45

Days

Days

20

20

Hours Minutes

300 0
0 450
12 0
12 0
1] 0
1] 0
8 0
0 0
0 0
45 0
1] 0
8 0

Hours Minutes

1] 0
360 0
12 0
2 0
0 0
0 0
12 0
0 0
0 0
360 0
0 0
12 0

Confidentiality (%)
025
0.5

0.016667

0.2

01

Confidentiality (%)

0.016667

03

015

015

Monitor

Integrity (%)  Availability (%)
025 0.5
1 0.25
0.033333 0.033333
0.016667 0.016667
0.7 023
04 04
0.6 0.2
] 0
0 0
0.5 1
0.7 0.25
0.6 02
Steady State
Integrity (%)  Availability (%)
0 0
1 1
0.033333 0.033333
0.003 0.003
023 0.23
035 0.35
04 0.45
0 0
0 0
1 0.75
025 0.25
04 0.45

86

Confidentiality (mins)
4500
225

720.0144

43200

1440

48

43200

8

Confidentiality (mins)

21600

720.0144

43200

432

28800

Integrity (mins)
4500
450
1439.9856
7200144
30240
2880

288

1350
30240

288

Integrity (mins)

21600
1439.9856
1296

9936

288

21600

7200

288

Awailability (mins)
9000
1125
1439.9856
720.0144
9936
2880

96

2700
10800

96

Puailability (mins)

21600
1439.9856
1296
9936
504

324

16200
7200

324



2. Supply / Logistics Department

Respondent Days Hours Minutes

14 5 o 0
17 0 (1] 0
11 0 % 0
il 0 o 0
2 1] 20 0
8 ] o 0
7 20 o 0
3 7 3 2

Respondent Days Hours Minutes

14 5 [\ 0
17 1] €0 0
1 o 30 1]
! 30 [/} 0
2 0 180 0
8 30 o 1]
7 20 (1] 1]
3 7 8 (1]

Confidentiality (%)

0.233

0.1

Confidentiality (%)

0.0999

0.1

Steady State

Integrity (%)  Awailability (%)  Confidentiality (mins)
0.5 05 0
0 0 0
1] 0 0
1] 0 0
0 1 0
] [} 0
0.233 0.2 10065.6
0.5 0.4 1056.2

Monitor

Integrity (%)  Awailability (%)

0.5 0.5

0 1

0 0

0 1

0 1

1 1
0.0999 0.12
0.5 04

87

Confidentiality (mins)

4315.68

1056

Integrity (mins)

3600

10065.6

5281

Integrity (mins)

3600

43200

431568

5280

Availability (mins)

3600

5400

42248

Availability (mins)

3600

5400

43200

10800

43200

5184

4224



Respondent Days Hours Minutes

14

17

11

Respondent Days Hours Minutes

14

17

1

10

15

10

10

15

120

Confidentiality (%)

0.3

0.233

0.1

Confidentiality (%)

0.5

0.233

0.1

P

Integrity (%) ilability (%)
05 0.5
1 1
0 1]
[} 1
05 0
1 1
o 0
0s 04
Preparation
Integrity (%)  Awailability (%)
0 0.5
0.9 09
0 o
0 1
0 1
1 1
0 (1]
0.5 0.4

88

lity (mins)

3240

10065.6

1056

Confidentiality (mins)

21600

1440

10065.6

1027.2

Integrity (mins)

7200

10800

10800

120

5280

Integrity (mins)

2592

360

5136

Availability (mins)

7200

10800

21600

120

4224

Availability (mins)

21600

2592

21600

1080

4108.8



D.

Respondent Days Hours Minutes

10

13

12

35

36

45

46

Respondent Days Hours Minutes

10

13

12

35

36

45

46

TASK4: DETECT, LOCALIZE, AND TRACK SUBSURFACE CONTACTS

WITH ACTIVE / PASSIVE SONOBUOQOYS

1.

0

0

60

24

0

150

24

Operations Department

0

9%

0

Confidentiality (%)
0
0.15
0.033333

0.033333

0.8

0.6

0.6

Confidentiality (%)

0

0.033333

0.05

0.1

0.6

0.6

Preparation
Integrity (%)  Awailability (%)  Confidentiality (mins)
0.25 0.75 o
1 1 135
0.033333 0.033333 14399856
0.033333 0.033333 1439.9856
0.46 0.23 43200
0.1 01 17280
0.3 01 864

o o 1]

o o 1]

1 1 135
0.45 025 7200
0.5 0.1 864

Execution
Integrity (%) ilability (%)  Confidentiality (mins)
0.1 09 ]

1 1 1]
0.033333 0.033333 14399856
0.05 0.05 2160
0.46 0.23 43200
0.4 0.5 144
03 01 144
0 0 0
o o 1]

1 1 0
0.45 025 7200
05 01 144

89

Integrity (mins)
360
90
1439.9856
1439.9856
19872
2160

432

3240

720

Integrity (mins)
180
9000
1439.9856
2160
19872
576

72

3240

1z0

Availability (mins)
1080
90
1439.9856
1439.9856
9936
2160

144

90
1800

144

Availability (mins)
1620
9000
1439.9856
2160
9936
720

24

1800

24



Respondent Days Hours Minutes

10

13

12

35

36

5

45

Respondent Days Hours Minutes

10

13

12

35

36

45

46

13

13

150

150

Confidentiality (%)

0.1

0.033333

0.003

0.4

0.4

0.4

Confidentiality (%)

0.033333
0.003
0.46
0.3

0.4

0.45

0.4

Monitor

Integrity (%)  Awailability (%)
0.1 0.8
0.8 1

0.033333 0.033333
0.003 0.003
0.033 0.46

0.4 0.1
0.5 0.1
0 0
0 0
0.9 1
0.033 045
0.5 0.1
Steady State
Integrity (%)  Awailability (%)
0 0
0.8 1
0.033333 0.033333
0.003 0.003
0.7 023
035 035
0.5 0.1
0 0
0 0
0.8 1
0.7 025
05 0.1

90

Confidentiality (mins)

480

14399856
129.6
43200
576

96

7200

96

Confidentiality (mins)

14399856
129.6
19872
432

48

3240

48

Integrity (mins)
480
120
1439.9856
1296
14256
576

120

135
2376

120

Integrity (mins)

62.4
1439.9856
1296
30240

04

624

Availability (mins)
3840
150
1439.9856
1296
19872
144

24

150
3240

24

Availability (mins)

78
1439.9856
129.6
9336

504

78

1800



Respondent Days Hours Minutes

14

17

11

Respondent Days Hours Minutes

14

17

1

2.

10

15

10

10

15

10

Supply / Logistics Department

180

Confidentiality (%)

0.5

0.233

0.25

Confidentiality (%)

0.233

0.25

Integrity (%)

0.0999

0.5

Integrity (%)

0.5

0.5

0.0999

05

Preparation
ilability (%) fidentiality (mins)

05 7200

1 60

0 0

1 0

1 0

1 240

0 10065.6
025 2592

Execution
ilability (%) fidentiality (mins)

0.5 il

1 180

0 0

1 0

05 2

1 0

0 10065.6
025 2700

Integrity (mins)

4315.68

5184

Integrity (mins)

7200

180

450

4315.68

Availability (mins)

7200

60

21600

720

240

2592

Availability (mins)

7200

180

21600

450

240

2700



Monitor

Respondent Days Hours Minutes Confidentiality (%) Integrity (%) Awailability (%) Confidentiality (mins)  Integrity (mins)  Awvailability (mins)

14 -1 0 (1] 0 05 0.5 (1] 3600 3600
ulyy 0 0 30 0 05 0.8 0 15 24
11 0 0 0 0 o 0 (1] 1] ]

1 30 ] 0 0 o 1 0 0 43200
2 0 15 0 0 o 1 0 ] 200
8 30 (1] 0 0.5 1 1 21600 43200 43200
7 5 1] 0 0.016 012 0.016 691.2 5184 691.2
3 7 12 0 0.25 05 0.25 2700 5400 2700

Steady State

Respondent Days Hours Minutes Confidentiality (%) Integrity (%) Awailability (%) Confidentiality (mins)  Integrity (mins)  Awvailability (mins)

14 5 o 0 0 05 0.5 0 3600 3600
17 0 o 0 0 o 0 0 0 0

11 0 [/} 0 0 o o 0 o a

1 0 o 0 0 o 0 0 0 0

2 0 15 0 0 o 1 0 1] 900

8 1] o 1] 0 o 0 0 1] 1]

7 1 (1] 0 0.0999 0.0999 0.0999 4315.68 4315.68 4315.68
3 7 12 0 0.25 05 0.25 2700 5400 2700

92



E.

Respondent Days Hours Minutes

10

13

12

35

36

as

46

Respondent Days Hours Minutes

10

13

12

35

36

a5

46

TASK 5: PLAN / DIRECT ATTACK OF SUBMARINES
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TASK 6: EMERGENCY REPAIRS TO EQUIPMENT CRITICAL TO
SHIP’S MISSION
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