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ABSTRACT

This thesis exploresthe modification of the Departmentof Defense (DOD)
frameworkandmodelof netassessmerior useby the Departmentf HomelandSecurity
(DHS). The DOD usesnet assessmenb forecaststrategically,often decadesnto the
future, to determinewhere a net advantageor disadvantagexistsover its adversaries.
The informationfrom suchan analysisis thenusedby the DOD to determinewhereto
best focus its resourcesin meeting these future adversariesThis thesis utilizes the
corollary inputs, analysis,and outputs betweenDOD and DHS strategic models to
visualize a notional framework that can be usedto conductthesenet assessmentfor
DHS beyondthe typical strategicplan timescale.For eachDOD input and output, a
comparableDHS input and output is selected.An example DHS net assessmenis
conductedo exploretheviability of themodel.
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EXECUTIVE SUMMARY

The research and analysis within this thesis modifies the Department of Defense
(DOD) net assessment model to a viable framework to be used within the Department of
Homeland Security (DHS)This model can be used blye DHS to perform longerm

strategic planning beyond the typical 4-8 year strategic plan.

Since the 1970s, the DOD utilizes net assessment to condudelomgtrategic
analysis. Thiseffort began in 1969, when the DOD recognized the need to compare the
U.S. military capabilities to those of the Soviets. In 1972, the DOD created the Office of
Net Assessment (ONA). Its initial purpose was to evaluate the capability gap between the
United States and the Soviet Union in areagh as the military, economy, and nuclear

arsenaf

The DOD net assessment is designed to evaluate capabilities and identify gaps at
all levels. It gauges the United States’ capabilities versus an enemy’s capabilities to
examine if a gap exists. If a gap exists, is it increasing or decreasing? Finally, the DOD net
assessment evaluates the severity and root causes of the capability gap. It specifically
excludes solutions or recommendations to close or azldmeg capability gap.Net
assessment focuses on future strategic environments and the struggle between nation states

and adversaries.

DHS has a function similaio theDOD in terms of protecting against an adversary
(such as against cyber threats qamdemic). DHS also has a need to evaluate its own

1 Andrew F. Krepinevich and Barry D. WatfEhe Last Warrior Andrew Marshall and the Shaping of
Modern American Defense Stratgdew York: Basic Books, 2015¢h. 4, Adobe Digital Edition

2 Department of DefnseDirector of Net AssessmemOD Directive 5111.1{WashingtonDC:
Department of Defense, 2002, www.dtic.mil/whs/directives/corres/pdf/511111p.pdhdrewMarstall,
“National Net Assessmenffficial memorandum, Washington, DOigital National Security Archive
1973.

3 Patrick Forrest and Alex Hillikef Why the Department of Homeland Security Needs an Office of
Net AssessmeritRisk, Hazards & Crisis ifPublic Policy3, no. 3 (September 1, 2012}18,
http://onlinelibrary.wiley.com.libproxy.nps.edu/doi/10.1002/rhc3.9/abstract

XV
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http://onlinelibrary.wiley.com.libproxy.nps.edu/doi/10.1002/rhc3.9/abstract

capabilities to discover shortfalls in protecting against various thseatk as terrorism,

cyber threats, natural disasters, and transnational criminal organiZations.

This thesis’ literature review giains the current DOD net assessment model and
its usage.Further articles show the need for this Idegn planning within DHS.
Additional literature and research articles show the current DHS planning doctrine and its

limitations to scale beyond a fevegrs.

Following the review, a systems engineering model is introduced to visualize the
DOD net assessment modklputs, outputs, and analysis are defined to create the DOD
net assessment modéin analysis of DHS strategic priorities is then conducted.
determining these priorities, inputs, outputs, and analysis for DHS can then be determined.
These inputs, outputs, and analyamisthen inserted into the DOD net assessment model

to create a notional DHS net assessment model.

Finally, an example DHS net assessment is conducted using this DHS net
assessment modeThis analysis is conducted utilizing the DHS strategic priority of
national preparedness and resilienD&lS defines this strategic mission as this nation’s
ability to safeguard against and respond to both manmade hagadtts as nuclear

terrorism and cybeaitacks, as well as natural disasfers.

The thesis concludes withdditional suggestions for further research and
modification of the DOD net assessment model to include more complex scesiacios
as the introduction of neutral and allied forces within the model.

4 Department of Homelan8ecurity, The 2014 Quadrennial Homeland Security Reiltashington,
DC: Department of Homeland Securig014), 6-8, https://www.dhs.gov/publicatidd014quadrennial
homelandsecurityreview-ghsr.

5 Department of Homeland Securi®.

XVi


https://www.dhs.gov/publication/2014-quadrennial-homeland-security-review-qhsr
https://www.dhs.gov/publication/2014-quadrennial-homeland-security-review-qhsr

ACKNOWLEDGMENTS

| would like to acknowledge mwife MaryEllen and daughtedsabellal love

you both, and you push me to never skegrning.

| would also like to acknowledge my advisor DErik Dahl, whose

valuable guidance and mercifydatiencewith my delayspushed mehrough to the end.

XVii



THIS PAGE INTENTONALLY LEFT BLANK

Xvili



l. INTRODUCTION

A. RESEARCH QUESTION

This thesis attempts answer the following questions:

X Given the need for the Department of Homeland Security (DHS) to
engage in a homeland security net assessment effort, what information
would be gathered for input into a homeland security net assessment

model?

X Conceptually, what would a DHS net assessnramiéwork look like?
What kind of analysis would be done to DHS capabilities to result in a net

assessment?

X What would be the framework of a homeland security net assessment

model?This answer may vary depending on the inputs given.

B. PROBLEM STATEMENT

Since the 1970s, the Department of Defense (DOD) utilizes net assessment to
conduct longterm strategic analysi$his effort began in 1969, when the DOD recognized
the need to compare theS.military capabilities to those of the Sovidts1972, the DOD
created the Office of Net Assessment (ONAS. initial purpose was to evaluate the
capability gap between the United States and the Soviet Union insarelass the military,

economy, and nuclear arsenal.

The DOD net assessment is desigtedvaluate capabilities and identify gaps at
all levels. It gauges the United Statesapabilities versus an enemaycapabilities to
examine if a gap existi.a gap exists, is it increasing or decreasifgally, the DOD net

assessment evaluates the severity and root causes of the capability spagifically

L Andrew F. Krepinevich and Barry D. Watfhe Last Warrior Andrew Marshall and the Shaping of
Modern American Defense Stratgddew York: Basic Books, 2015¢h.4, Adobe Digital Edition
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excludes solutions or recommendations to close or address any capabilftyNgap.
assessment focuses on future strategic environments and the struggle between nation states

and adversaries.

DHS has a function similar to the DOD terms of protecting against an adversary
(such as against cyber threats or a pandemidf also has a need to evaluate its own
capabilities to discover shortfalls in protecting against various thiseats as teorism,
cyber threats, natural disasters, and transnational criminal organiZations.

Since the creation of DHS in 2003, recommendations have been made for DHS to
conduct homeland security net assessntieWih the exception of the National Counter
Terraism Centers net assessment of terroristapabilities,DHS does not conduct net
assessments on homeland security isddespite having an Office of Strategic Policy, a
strategic plan and the Quadrennial Homeland Security Re\@#6R) DHS lacks the
ahlity to forecast homeland security capabilities and threats beyond -temeahorizorf
This thesis explores the potential for DHS to utilize a net assessment model ftarfang
strategic planning.

This thesis proposes that because the strategic ptafir@ameworks of the two
organizations are closely aligned, the DO& assessment strategic analysis model can be
used (with modifications) by DHS to forecast trends in homeland security beyond the limits
of intelligence information and extending past budget cycles or Presidential and other

2 Department of Defens®jrector of Net AssessmemOD Directive 5111.1{WashingtonDC:
Department of Defense, 2002, www.dtic.mil/whs/directives/corres/pdf/511111p.pdhdrewMarshall,
“National Net Assessmenfdfficial memorandum, Washington, DOigital National Security Archive
1973.

3 Patrick Forrest and Alex Hillikef Why the Department of Homeland Security Needs an Office of
Net AssessmeritRisk, Hazards & Crisis in Public Poli§, no. 3 (September 1, 2012318,
http://onlinelibrary.wiley.com.libproxy.nps.edu/doi/10.1002/rhc3.9/abstract

4 Department of Homeland Securifjhe 2014 Quadrennial Homeland Security Re\ashington,
DC: Department of Homeland Securi014),6-8, https://www.dhs.gov/publication/20iguadrennial
homelandsecurityreview-ghsr.

5> David Heyman and James Jay CarafdddS 2.0: Rethinking thBepartment of Homeland Security
(Washington, DCThe Heritage Foundation, 20042, http://gateway.proquesbm/openurl?url_ver
=739.882004&res_dat=xri:policyfile&rft dat=xri:policyfile:article:00069909

6 Erik Dahl,“A Homeland Security Net Assessment Needed N@&trategic Studies Quartery; no.
4 (2015) 62-86, http://search.proquest.com/docview/1812272885
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elected officials terms.The thesis focuses on the net assessment model itself rather than
the need fom net assessmerd,policy to support aet asessment, or the organizational
model for a proposed DHONA. Additional information on the frameworks, strategic

policies, and justifications are given later within the literature reunethis chapter.

C. ASSUMPTIONS AND LIMITATIONS

The thesis makesome asumptionsFirst,based ortheliterature reviewpresented
in the next sectiarthis thesis assumes that the need for a homeland security net assessment
model similar to the DODs valid. Secondly, this thesis assumes that if a similar effort
wereundert&en for a homeland security net assessment, Wbl8d be the organization
to conduct such a net assessmBlaxt, this thesis presents a systems engine¢8ag
model of inputs, analysis, and outputs to create a visualization of the net assessment model
to assist in understandirigis assumethat this simple model of input, analysis, and output
is the best way to visualize the net assessment process for the Feaalbyr, this thesis
assumes that the DOet assessment process is a valid model favnaekand security
strategy analysisA review of open source literature shows no other strategic planning

frameworks proposed for use by DHS by government experts and scholars.

This thesis hadimitations. First, original documents for recent DOD net
assegsgents are unavailable in open sources due to their classificatrame most othe
DOD net assessments are classified, many of the original source documents remain
classified or are decades oftk theDOD’s final net assessments are not available in open
source or unclassifiethe DOD’s net assessment functions cannot be directly analyzed to
determine its relevancy to homeland security strategic plan8oiwlarly articles on net
assessment strategies need to be relied upon rather than original source documents.

Some limitations exisin justifying a net assessment framework as a strategic
planning process for DHS. The only current homeland security net assessments conducted
by a DHS entity are done by the National Counter Terrorism Center. These net assessments
are specific to terrorism issues and not available in open source as they are undoubtedly

classified.



On the issue of the applicability of the timeframe of a net assessment beyond the
four- to five-year timeframe typically found in strategic plan documents, DHS does not
openly publish londgerm strategies beyond this timeframe. Other than strategic plans and
publications required by Congress, DHS does not prodimegderm strategic analysis.

Any strategic plan created by DHS is usually cais#&d to a fouyear timeframe. This
thesis assumes that if a net assessment is conducted, it should project capabilities beyond

this four-to five-year timeframe.

D. LITERATURE REVIEW

The literature review further discusses net assessment within theabddIHS. It

also provides amplifying information referenced in the problem statement.

1. Introduction to and Defining Net Assessment

This thesis utilizes th®OD net assessment as its model. A review of publicly
available information on DOD ONA was conducted.mAsch of what the ONA does is
classified, very little public information is available & publications and products. An

example of a declassified DOD net assessment is includid gpendix.

In 1973, the National Security Council (NSi@¥ked the DODvith the creation of
a net assessment of U.S. versus Soviet ground forsesording to declassified national
security memoraraj the DOD ONA was tasked witlefining netassessment and areas it
would address, developiraynet assessment methodology, arehing communications

protocols for its report.

7 Krepinevich and Watts[he Last Warriorch. 4.

8 Henry Kissinger; NationalSecurity Study Memorandum 178fficial memorandum, Washgton,
DC: Digital National Security Archivel973) http://search.proquest.com/dnsa/docview
/1679072716/fulltextPDF/4B883ECD82974A3DPQ/a@&untid=12702

4
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Many scholarssuch as Bracken, Schutend Skypekconsider Andrew Marshall
as the fathet of DOD’s modern net assessment procddis 2015 retirement merited a
front-page article in th&ashington Post® As such, Marshals declassified memoraad
on net assessment reveal that net assessment is defined more by its objectives rather than

its methodology.

In his 1973 memorandum for ti¥SC, Marshall states that net assessments are
“intended to provide insight for policymakers at the highest levels by discovering and
illuminating the nature of major national security probléitdMarshall further explains
that net assessments are useadkfne boththis nation’sown capabilities as well as those
of its adversarieby utilizing the highest levels of analysidet assessments should also
focus on thenalysis of the difference in capabilities rather than solutions to any capability

gap?

Marshalls net assessments attempt to answer the following questions:

X Do we have a gap in our capability?
X If we do have a gap, how much is it?
X Is the gap increasing or decreasing?

X What are the causes of the gap?

9 John M. SchutteCasting Net Assessméiaxwell Air Force Base, ALAir University Press, Air
Force Research Institute, 201%i)i,
http://www.au.af.mil/au/aupress/digital/pdf/paper/dp_0016_schutte casting_net_assessnidpas$
M. Skypek,*Evaluating Military Balances through the Lens of Net Assessment: History and Applitation,
Journal of Military and StrategiStudiesl2, no. 2 (Winter 2010)1-25,
https://www.ciaonet.org/attachments/17550/uplo&aail Bracken;Net AssessmenA Practical Guidé,
Parameters36, no. 4 2006):90-100, http://www.comw.org/qdr/fulltext/06bracken.pdf

10 Greg Jaffe, “Yods Replacement: Air Force Veteran to Lead Legendary Pentagon,Offiue
Washington PosMay 13, 2015https://www.washingtonpost.com/news/checkpoint/wp/2015/05/13/yodas
replacemenair-forceveteranto-leadlegendarypentagoroffice/?wprss=rss_nationakcurity

11 Marshall,“National Net Assessmeit2.
12 Marshall, 1.
13 Marshall,2.


http://www.au.af.mil/au/aupress/digital/pdf/paper/dp_0016_schutte_casting_net_assessment.pdf
https://www.ciaonet.org/attachments/17550/uploads
http://www.comw.org/qdr/fulltext/06bracken.pdf
https://www.washingtonpost.com/news/checkpoint/wp/2015/05/13/yodas-replacement-air-force-veteran-to-lead-legendary-pentagon-office/?wprss=rss_national-security
https://www.washingtonpost.com/news/checkpoint/wp/2015/05/13/yodas-replacement-air-force-veteran-to-lead-legendary-pentagon-office/?wprss=rss_national-security

The DOD continues to utilize the same simple criteria for its net assessments.
Currently, the DODdefines net assessment ahe comparative analysis of military,
technological, political, economic, and other factors governing the relative military
capability of nationslts purpose is to iderfyi problems and opportunities that deserve the
attention of senior defense officidl¥ Bracken notes the importance of a net assessment
analysis leads to decisive strategic advantage, especially when the information is widely
known!® Bracken further elaborates upon this advantage by noting that net assessments
are not simply comparisons based on rivalry, but also take into account the effects of the

capabilities of allies and neutral, third parttés.

2. Justification for Homeland Securty Net Assessment

Some government officials have called for Dte®stablish an ONAnN a terrorism
report, the Homeland Security Advisory Council recommended DHS create andNA
analyze terrorism trend$.In 2008, the Homeland Security Advisory Council called for
DHS to begin amet assessment in its final report on the Essential Technology Task'#orce.

In 2004, Public Law 10858 granted the Director of the National Counter
Terrorism Center (NCTC) the authority to conduct net assessniwgver, thesaet
assessments are limited to terrorism issti@® date, DHS has not established an ONA.
In 2010, DHS defined net assessmentrasltidisciplinary strategic assessment process
used to provide a comparative evaluation of the balance of strengths and wedkfiesses.

1 Department of Defese,Director of Net Assessment
15 Bracken,Net Assessmeyit100.
16 Bracken,98.

" Homeland Security Advisory Councituture of Terrorism Task Forg@Vashington, DC:
Department of Homeland Security, 2007)https://www.dhs.ga/sites/default/files/publications/hsac
futureterrorismpres011107.pdf

8 Homeland Security Advisory Councitssential Technology Task For@#'ashington, DC:
Department of Homeland SecuriQ08), 10,
https://www.dhs.gov/sites/default/files/publications/hsac_dhs_ettf report_update.pdf

¥ ntelligence Reform and Terrorism Prevention Act of 2004hlic Law 108458 (2004)38,
https://www.nctc.gov/docs/pl108_458.pdf

20Risk Steering Committe®HS Risk Lexicor2010 Edition(\Washington, DC: Department of
Homeland Security2010),20, https://www.dhs.gov/xlibrary/assets/dfisk-lexicon-2010.pdf
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Since then, no other governing memoraratapolicies cite homeland security net

assessmest

Several scholars have written regarding the need for homeland security net
assessmestimmediately after the establishmentfiSin 2003, Carafano and Heyman
wrote for the need for a DHS ONAhey envisioned an independent office that would

provide strategic advice to the Secretary and senior leadership across DHS confponents.

Forrest and Hilliker note how a DHS ON#ould provide policy and decision
makers with valuable insight into future trends through the analysis of data rather than by

basing strategy on history or homeland security related etents.

In supporting several of the aforementiorsetiolars calls for a DHSONA, Dahl
reinforces the need for homeland security net assessHismwiork stresses not only this
nation’sown capabilities, as well abose of its adversaries, but also includes the notion of
the legitimacy of itscapability. Historically, the DODS$ net assessment model does not
include a calculation for constitutionat civil liberties. Dahl proposes that a homeland
security net assessment requia@snalysis of threats, legitimacgnd capabilities in the

areas of natural hazards, terrorism, and cyber thf¢ats.

3. DHS Policy Overview

To propose the inputs, outputs, and audience for a homeland security net
assessmenthis section review®HS strate@ policies to determine what should be the
department'strategic prioritiesTwo primary resources apblished by DHS regarding
the strategic outlook and context for homeland secufityese resources form the

foundation for Chaptdtl in an overviewof the DHS strategic planningocess.

The DHS 2014 QHSR provides context as to Didforities. For example, the

QHSR lists six strategic threats to homeland secustyorism, cyber threats, biological

2 Heyman and CarafanBHS 2.0 12

22 Forrest and Hilliker, “Why the Department of Homeland Security Needs an Office of Net
Assessment,3.

23 Dahl, “A Homeland Security Net Assessment Needed No&@
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concerns, nuclear threats, criminal organizatiams] natural hazardé.The QHSR also

provides context for the strategic environment in which it operates.

The DHS 2014-2018 Strategic Plan provides strategic context more specific to
DHS rather than the homeland security enterprise as a whbk.Strateig Plan sets
priorities for DHS and its components in dgect missionssuch as border security, air

transportation security, and protecting critical infrastructeire.

E. RESEARCH DESIGN
1. Goal

This thesis utilizepolicy analysis as structured by Bardach and Patashnik to create
a notional homeland security net assessment nbdéle objects of study athe DOD
net assessment model and Dst&tegic policiesBasic diagrams and models areated
and used to illustrate frameworks and information flows into and out of the net assessment
analysis function by using a simplified $iodel for visualizationA notional DHS net
assessment model example aeated utilizing a DHS core function edgility, net

assessment framework, and 8i& model for clarity.

2. Selection

For the object of study, open source information is usgdrding the DOMet
assessment moddélhe DOD net assessment model was selected gimc¢he example
most commonly cite by scholars as most aligned with DHS strategic planning priorities.
An SE model is utilized to conceptualize the net assessment framewo8E model is
composed of inputs, functions, and outpétpplied to the net assessment process, this

model can show how the strategic analysis is laid out.

24 Department of Homeland Security, The 2014 Quadrennial Homeland Security Refiew,

25 Department of Homeland Securitifiscal Years 2014018 Strategic Plafwashington, DC:
Department of Homeland Security, 2018)https://wwwdhs.gov/sites/default/files/publications/F¥14
18%20Strategic%20Plan_0_0.PDF

26 Eugene Bardach and Eric M. Patashnik, A Practical Guide for Policy Analysis: The Eightfold Path
to More Effective Problem Solving, 5th ed. (USA: CQ Press, 2015)

8



https://www.dhs.gov/sites/default/files/publications/FY14-18%20Strategic%20Plan_0_0.PDF
https://www.dhs.gov/sites/default/files/publications/FY14-18%20Strategic%20Plan_0_0.PDF

3. Data Sources

Data sources to be used for this thesisnaaely drawn from studies done on the
DOD net assessment model because Ddtfes not conduct homeland security net
assessmentBHS policies and strategicapis arealso researched to find areas of concern
for longterm homeland security issueScholarly articles written on th®OD net
assessment framework and the need for DHS to conduct net assemsmatsa utilized

for this thesis.

4. Thesis Framework

This thesis concentrateson the net assessment model its@lfirough policy
analysis, the thesis presetite idea of net assessment similar to a simplifiedriedel
consisting of input nodes of information, a calculation function, and outputs of the results.

The thesis specifically focuses on the following listed main areas.

In Chapterll, an SE modelis introduced as the foundation for a net assessment
model. The DOD net assessment model frameworkl$® analyzedThe DOD model
servesas a template for a DH#t assessment modelilizing available information about
the DOD net assessment model, a strategic analysis framewoglaisdThis framework
is used and modified later in the thesis to fit within DHS strategic goals.

In Chapterll, the DHS stratdg plans and policies a@nalyzed.The purpose of
this analysis is to identify areas of concern to DHStédong-term strategic outloolOHS
strategic policy documents provide a viewpoint into future threats to homeland security.
They also showmow DHSwill address those threafBhese documents provide the strategic
information that can be inserted into the modified DOD net assessment framework to

provide a homeland security net assessment.

Utilizing the DOD net assessment framework and the DHS sitategability
information, a DHS net assessment masleteated in Chapter INAny deficiencies in the
DOD net assessment adentified as modifications necessary for a DHS net assessment.
For example, the DOD net assessment framework may require ratdiigfor a strategic
analysis on natural disaster response capability since that falls outside 6§ p@bary

mission.



The inputs for the model afisted based on the strategic priorities of DHS. The
thesis exploreareas and information thateteinto the model through a policy analysis of
DHS strategic doctrine. For exampley conducting &' natural disaster resilientynet
assessment, forecasted weather patteonsglobal warming trends may comprise

information given for threat capabilities.

Within the net assessment framework, an analgssonducted on the central
function of the net assessment. Open source information and scholarly articles are
researched to create a conceptual functiorthferinput information resulting in the net
assessment output. To assist with the framework, diagrams and drawirgsadee to

enhance the framewdiknarrative.

The proposed DHS net assessment model identifies the ndt@n&dand security
problems or gaps in capabilities. These problems and gaps are outputs of theNietodel
assessment also determines the size liosv bad is it?) and trend of the problem (iis.
the problem getting worse?) Specifically, the output informasitad into longterm DHS
strategic concerns to identify shortcomings against adversaries or natural disasters.
Utilizing policy analysis, a potential audience for the products of the net assessment is
identified.

A notional DHS net assessmentpgsesented in Chaptey¥. A DHS strategic
capability (such as pandemic disaster responssglécted. Current DHS capability and
current threats anaputted into the framework. The capabilities then undergo a strategic
net assessment analysis. Outputs eatculated based on the researched function. This
thesis concludewith findings and suggestions for further resear€br the reader’'s
reference, a declassified example of a DOD net assessment is included as an attachment to
this thesis.
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.  SEMODEL AND ANALYSIS OF THE DOD NET
ASSESSMENT FRAMEWORK

Thus when making a comparative evaluation through estimatmsgek
out its true nature, agke following questions

Which ruler hagshe Tao?

Which general has greater ability?

Who has gained [the advantages of] Heaven and Earth?
Whose laws and orders are more thoroughly implemented?
Whose forces are stronger?

Whose officers and troops are better trained?

Whose rewards and punishmeats clearer?

X X X X X X X

From these | will know victory and defeat

~ Sun Tzu, The Art of W&r

This chapter describesd preseistagenericsystems engineerin@E)model. The
purpose of the systenesigineering model is to create a visual framework for an analysis
process.Then, the SEmodelis tailored to strategic policy and strategic capability
analysisNext, net assessment analysis is introduced and its purpagagamedFinally,

the model for net assessment analysis is discussed.

A. SE AND SE MODEL

In this sectionSE and an SE model aréntroduced to help conceptualize the net
assessment modebystems are defined as separate elements that when combined yield
outcomes not possible if the elements were analyzed individuaiyments can be
comprised of personnel, parts, software, data, buildings, or polfchas.example of a
complex system would be a commercial aircraft composed of numerous flight systems,
software, facilities that support maintenance, policies that regulate maintenance, and
personnel to maintain and fly the aircratft.

27Sun Tzu,TheArt of War, trans. Ralph D. Sawyer (Boulder, CO: Westview Press, 1994}1687

28“What is Systems EngineeririgiiternationalCouncil on Systems Engineeringcassed Fehary
18, 2018 https://www.incose.org/AboutSE/WhatlsSE
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SE is a method to model simple to complex interactions, usually in a technical
environment, whereby a product is creatddnodels the entire problemnd multiple
variables, and calculates the results on the system as a whole when something is changed.
Specific focus is given to modeling the systenbehavior and reducing unfavorable
ramifications when one part of a system disrupts the system as a3\foteexampleSE
is typically utilized during the design of commercial aircféatf. the designers decided to
integrate a new flight control system, 8Buld calculate and account for the effect the

new system would have on all other systems.

The International Council on Systems Engineering (INCOSE) created a context

diagram for theSE processas shown in Figuré.

‘ Controls (Directives)

: Activities that transform inputs into Outputs
InpaE{Rata/Materal }—. outputs ] (Data/Products)

Enablers
(Resources/Technologies)

Figure 1. Context Diagram for Systems Engineering (SE) Protess

In this model, each box represents an input, function, or outjpuits into a system can

be material, data, or a combination of both.

NCOSEdefines activities assét of actions that consume time and resources and
whose performance is necessary to achieve...outcoth&SOSE further defines enablers
as the tools, resources, or technologies used to carry out the aClorntyols are defined

29 Cecelia Haskinst al., edsSystems Engineering Handbook: A Guide for System Life Cycle
Processes and Activities, v 3.1 €é8an Diego: International Councih Systems Engineering, 2002)1

30 Haskinset al., 2.4.
31 SourceHaskinset al., 1.4.
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asthe policies, constraints, and directives that influence the aci¥itiputs are the final

data, service, or product that is the result of carrying out the acfivity.

As an example, suppose this 8tbdelis utilized in building a homeWhen an
architect is designing a home, homeoveepvide input as to the type of house they wish
to have built and the general contractor will provide material with which to construct the
house.The activity isthe construction of the home and the oversight of the construction
workers to ensure the home is built to the desidre enablers arthe tools, workers,
electrical power, and other needed infrastructure to carry out the constrQcirdrolsare
engineering standards and building codes itfidence howthe home is designed and

built. The final output of the processthe finished home.

B. APPLICABILITY TO STRATEGIC POLICY AND CAPABILITY
ANALYSIS

The SE model and discipline is utilized for both managerial and technical
processes® SE can be used to model processes that are not technical in rsaitieas
resource management, human/system interface, policy, regulations, decision making,
quality management, requirements management, and humari*eksoseen in Figure 2,
the SEmodel given in the previougstion provides a framework to visualize an analytic

process.

32 Haskinset al., 1.4.
33 Haskinset al., 2.2.
%4 Haskinset al., 1.2.
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Input }—-{ Analysis }—-{ Output

‘ Controls (Directives) ‘

’ Activities that transform inputs into Outputs
IpSteBataaterial outputs (Data/Products)

I

Enablers
(Resources/Technologies)

Figure 2. Systems Engineering Model as Analytical Process

For strategic policy or capability analysis, the model can be simplified as input A
analysis A output as applied to the decisioreking or caphaility analytic processes.
Within the context of policy or capability analysis, controls and enablers might vary
depending on the conditions of the analy$isese controls and enablers within the SE
model are beyond the scope of this thesssit focuses upon a single type of analysis, net
assessmenilhe net assessment model does not explicitly utilize controls and enablers

within its framework See Figure 3.

Input }—{ Analysis }—v{ Qutput

Figure 3. Simplified SE Model for Conducting Analysis

C. DEFINITION AND USAGE OF NET ASSESSMENT

According to the DOD, net assessmestdefined as the comparative analysis of
military, technological, political, economic, and other factors governing the relative
military capability of nations. Its purpose is to identify problems and opportuttides
deserve the attention of senior defense officilsSkypek notes that the net assessment

35 Department of Defens®jrector of Net Assessmemt
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model assumes that these nations are in competition with eachittisenodel would not
be valid when comparing joint or allied capabiliti8kypek also stas how net assessment
is used to educate policy makers in strategic opportunities and are usually functional (e.g.,

nuclear arsenal) or geographical (eSputh East Asia maritime regiot?).

As discussed in Chapter Ilgerature review, Andrew Marshall is considered by
many scholars as the father of the modern net assessment probesdeclassified NSC
memorandum, Marshall explains that the net assessment process should ba both *
comparison between the U.S. and some rival natonl*the most comgehensive form
of analysis in the hierarchy of analysi.Marshall further posits that net assessment
focuses on the root causes of the difference in capability rather than provide solutions as
“diagnosi$ based®

The net assessment model is not a pure mathematical,mockels that employed
by operations research and other mathematics heavy andigaishall (as cited by
Schutte) notes that net assessment is a deliberate change in direction from the systems
analysis favored by strategic plannargl thinktanks.Net assessment looks for not only
capability gaps, but algalaces where the United States has a comparative advantage over

its adversaries®

The net assessment framework is designed to be flexible depending on the type of
capability being assesseltends are an important part of net assessmasntell as raw
numberssuch as force numbers and expenditueatts (as cited by Schutte) notes that
net assessments are almost impossible to reduce to a fdfiAsasuch, the DD
framework discusseds followsis not a hard or rigid model thaannot be modified.
Rather, the analyst has the flexibility to add or remove factors in the input and analysis that

give the best results.

36 Skypek, ‘Evaluating,”3.

37 Marshall,“National Net Assessmefitl.
38 Marshall, 1

39 Schutte, Casting Net Assessmeri

40 Schutte, 82.
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D. INPUTS, FUNCTIONS, AND OUTPUTS OF THE DOD NET
ASSESSMENT MODEL

1. Inputs

The inputgFigure 4)of the DOD net assessment model may change depending on
the type of strategic analysis desirBtarshall notes that net assessment may be conducted
on all types of areasuch as technology, economy, and politisaues in addition to
military capabilities’! Cohen states that most of the information used in DOD net
assessments classified.This information includethis nation’s(blue) force capabilities,
as well as the best intelligence estimates on the dajesbof anadversanis (red) force
capabilitiesCohen (as cited by Skypek) states that the inputs into a strategic net assessment

are going to vary according to the area assessed

Input }—v{ Analysis }—v{ Output ‘

Figure 4. Simplified Systems Engineering Model for Conducting
Analysis—Input

2. Analysis

Cohen also gives four basic categories of information used as functions of analysis

into the net assessmdramework*? (See Figure 5)

Input }-{ Analysis }—»{ Output ‘

Figure 5. Simplified Systems Engineering Model for Conducting
Analysis—Analysis

41 Marshall,“National Net Assessmefit2.
42 Skypek, ‘Evaluating,”7.
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a. Trend Analysis

Trend analysis is typadly conducted on longerm budget outlays on military
platforms and weaponBxtrapolation of longerm acquisitions on these weapons and their
subcomponents on both blue and red forces opewghdow into how those weapons

systems ardeveloped, operated, deployed, and maintafded.

b. Doctrine

Skypek notes that doctrine involves the information regarding a sstgtals,
threats, the reasons why a state may go to war, and its tactics in deploying its forces in an

armed conflict*

C. Strategic Asymmetries
This input focuses on thateas of competitive advantddeetween two countries.
In comparing two counis’ capabilities, one country may have a distinct advantage in the
cyber domain, but its rival may have advanced capabilities in land and naval cafability.
d. Scenarios

Using scenarios, analysts can test their predictioims.DOD ONA uses lorterm
scenarios to see how capability balances evolve over the course piu@/ears.

Wargaming is often used for this logrm projection.
3. Output

a. DOD Net Assessment Model Outputs

For the outputs of the net assessment analysis nibagire 6), Marshalk net
assessment analysis provides the answers to these quéstions:

43 Skypek, 8.
44 Skypek, 8.
45 Skypek, 8.
46 Marshall,“National NetAssessmerit 2.
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X Is there a problem in our capability?
X What is the size of thigroblem or capability gap?

X What is the trend of that problem or capability gap?, {get getting

better or worse?)

X What is causing this problem or capability gap?

Input }-{ Analysis }—v{ Output ‘

Figure 6. Simplified Systems Engineering Model for Conducting
Analysis—Ouput

For the DOD net agssment model, the answers to these questions are considered as the

final output of the analysis.

As an example, as shown in Figure 7, Skypewides the followingutline for a

net assessment analysis.
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1. Political-Military Context for Analyzing
the Competition

1.1. Trends in the Balance

1.2. Doctrinal Asymmetries

1.3. Analysis of Perceptions

1.4. Scenarios

2. Assessment of the Balance

2.1. Strategic Asymmetries

2.2, Environmental Opportunities

2.3. Impact of Third Party States or
Alliance Systems

2.4. Issues and Questions that Require
Further Exploration

Figure 7. Notional Outline of a Net Assessméht

The important part of a net assessment is that the information used is going to
change depending on the area being analyxegingle frameworkdoes not exist for all
strategic analysesviarshall notes that both blue and red force capabilities should be
analyzd “side by sidé and that elaborate modeling should be avoided in net

assessments.

E. DOD NET ASSESSMENT FRAMEWORK MODELED AS A SYSTEM

Once these inputsave been provided, functions and outputs as detailed in this
chapter can be placed into the simplif@ model as detailed previously in this chapter.
This modelseenin Figure 8 shows visual representation of the DOD net assessment

framework.

47 Source: SkypeKEvaluating,”9.
48 Marshall,“National Net Assessmefits.
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Input }—-{ Analysis }—-{ Qutput

Figure 8. DOD Net Assessment Model

This flexible DOD net assessment model seag&the template for developing a

net assessment framework for DHS in Chapter IV
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llIl.  DHS STRATEGIC PRIORITIES

The homeland security strategic environment is constantly evolving, and
while we have made significant progress, threats from terrorism continue to
persist. Todays threats are not limited to any one individual or group, are
not defined or contained by international borders, and are not limited to any
single ideology...[these trends] suggest new opportunities and challenges
that must be accounted forour current and longéerm homeland security
strategic planning.

~ DHS Deputy Assistant Secretary for Policy Alan
Cohn in testimony before CongreSs.

This chapter explores DHS strategic priorities as set out in its organization and
publications.To determine how to model lortggm DHS strategic planning, it fast
necessary to look to DHStrategic domains and concer@sice they are determined, these
concerns and domains determine the type of inputs, analysis, and outputs fiet the

assessment model.

A. INTRODUCTION TO DHS STRATEGY

The Assistant Secretary of Policy, Office of Policy contrbks strategic analysis
and policy development within DHSVithin the Office of Policy, the Office of the
Assistant Secretary, Strategy, Plalisalysis & Risk (SPAR) controls the development of
DHS strategy document8 SPAR creates the two main documents that detail’ Dbitgr
term strategic planninghe QHSR and the DHS Strategic P¥ahese two documents

serve as the basis in determining ®Htrategic priorities, plans, and areas of focus.

49 “Testimony of Alan Cohn, Policy Deputy Assistant Secretary for the Office of Strategic Plans,
before the House Committee on Homeland Security, Subcommiti®gersight, Investigations, and
Management regarding How DHS is Implementing a Strategy to Counter Emerging Tieptatment
of Homeland Securityast published date July 31, 2Qhiftps://www.dhs.gov/news/2012/02/02/testimony
alancohnpolicysdeputyassistansecretanyoffice-strategieplanshouse

S0« Mission;” Department of Homeland Securitgst published date January 21, 2020,
https://www.dhs.gov/officgolicy.

Sl“Strategy, Plans, Analysis Risk,” Department of Homeland Security, last published date
Septembpr 20, 2019https://www.dhs.gov/strategyansanalysisrisk.
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The most recent DHS QHSR was published in fiscal year (FY) 2014 and covers FY
2014-2018? According to the DHS QHSR, it is published every four yedise
requirement for DHS to publish the QHSR codified in Public Law 107296, the
Homeland Security Act of 200andPublic Law11053, Implementing Recommendations
of the 9/11 Commission Act of 2007 The purpose of the QHSR is‘loe a comprehensive
examination of the homeland security strategy of thgd, including recommendations
regarding the long term strategy and priorities of the Nation for homeland security and
guidance on the programs, assets, capabilities, budget, policies, and authorities of the

Department.>

Through legislation, Congressquires that DHS review the following areas related
to homeland security every four years and publish the reSults:

X Describe and update the natisstrategy for homeland security.
X Delineate the mission areas that are critical to national homeland security.
X List the preparedness, financial plan, collaboration between agencies, and

infrastructure that support the mission areas and strategies defines in the

first two areas.

X Develop a plan for a comprehensive budge to support the strategy and
missions of the natioes homeland security plan.

X Evaluate the organizational model of the Department in accordance with

the missions and strategic priorities.

X Measure the efficiency of the Departnisrgfforts to execute the budget

plan in accordance witiine strategic priorities and mission areas.

52 Department of Homeland Securifjhe 2014 Quadrennial Homeland Security Reyikix12.
53 Department of Homeland Securithl.

54 Department of Homeland Securifyl.

55 Department of Homeland Securifyl—12.
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Following the creation of the QHSR, the DHS Strategic Plan delineates how the
departmentvill execute the strategic plan and spend the money allocated by Congress in
support of the QHSRIhe requirement for DHS to publish a strategic plan is codified by
Public Law111-352, the GRPA Modernization Act of 20Ehd the Office of Management
and Budget (OMB) 2013 Circular AlL1, Part 6°

The most recent DHS Strategic Plan was published in FY 2014 and covers years
FY 2014—2018which correlaedwith the same timeframe of the QHSRThe QHSR can
be thought of as answering theho, what, when, where, and whgf the homeland
security mission and strategic conceffise Strategic Plan then answers thew’ as to

DHS plans to meet those strategic goals and comply with its missions.

B. ANALYSIS OF DHS’ STRATEGIC DOCUMENTS FOR “BLUE FORCE”
CAPABILITIES

As detailed in the previous chapter, the DOD net assessment model is based on
comparingthis nation’scapabilities with thaof its adversarieBy looking at the QHSR,
it is possible todeterminewhom DHS considers asstadversariesas well as its own
capabilities to counteract those adverse conditions or aEiss.DHS mission areaare
reviewed These mission areastdemine what DHS considers to be its primary focus in its

capabilities.

According to the 2014 QHSR, DHS considers the following five areas as its
strategic priorities®

1. Prevent Terrorism and Enhance Security

DHS defines this core mission as the abilitydaticipate, detect, target, and disrupt
threats that challenge national security, economic prosperity, and public’SafetyS

“blue forcé capabilityis definedas the ability to disrupt these terroritimeats.

56 Department of Homeland Securifyiscal Years 2014018 Strategic Plar3.

57 During the final completion of this thesis, DHS released a new strategic plan for F2@B20Due
to the lateness of its release, it was not included in this analysis.

58 Department of Homeland Security, The 2014 Quadrennial Homeland Security Review
59 Department of Homeland Securi8g-34.
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2. Secure and Manage U.S. Borders

This mission area is divided into two main foEirst, it is regulating the flow of
goodsand products across the U.S. borders through inspection and security of the pathways
through which these products flolvfocuses on the import and export of legal goods while
excluding illegal itemssuch as contraband, restricted technology, and illegal cash flows in
and out of U.Sborders.Secondly, it concentrates one security of people who transit
acrossU.S. borders hrough land, air, and sea pathwap$lS focuses on stopping those
who wish to harm U.S. citizens, such as terrorists and crisandhuman trafficking, and
protectng the rights of those who visit and immigrate leg&0\DHS' capability in this
area igts ability to regulate and defend goods and people in these arenas.

3. Enforce and Administer our Immigration Laws

DHS efforts in this strategic mission are to administer immigration law as it pertains
to residency, immigration, and deportatibiS also foases on reducing the incentive for
companies to hire undocumented immigraht8lue force capability in this strategic

mission can be defined as DH&bility to enforce immigration law and policy.

4, Safeguard and Secure Cyberspace

DHS defines this mission as the ability to detect, preweamnt investigate threats to
the nations cyberbased infrastructurghat includes cybercrimessuch as child
pornography, financial frauéndintellectual property (IP) thefgs well as cybeattacks
against phyisal infrastructure systemsuch as building control systems and essential
servicesto includepower, water, and transportation secf8rBHS capabilities in this

missionare definedas its ability to disrupt, prevent, and investigate these threats.

60 Department of Homeland Securi3-59.
61 Department of Homeland Securif,
62 Department of Homeland Securi8-40.
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5. StrengthenNational Preparedness and Resilience

DHS defines this strategic mission hsnhation’sability to safeguard against and
respond to both manmade hazasilgh as nuclear terrorism and cyla#acksas well as
natural disaster® DHS also defines this mission as identifying, preventing, and
responding to various biological threats like advanced disesgels as smallpox and
anthrax, diseases with the potential for a pandemic, animal and plant diseases that are very
disruptive such as madow disease, and thetentional contamination of water and food
supplies with toxins or disea8&DHS and its enterprise partnerscapability in this

mission area is defined as prevegtand responidg to these threats.

C. ANALYSIS OF DHS’ THREATS OR “RED FORCE” CAPABILITIES

This section analysdke strategic plan to evaluate the threats to the DHS strategic
mission.The Strategic Plan provides the structure for how DHS and its homeland security
enterprise partners will meet its stated mission gé&alsh of the five mission areas listed
in the strategic plan was observed to establish a list of common threats or challenges against
the“blue forcé capability.As the net assessment model depends on a comparison between
adversaries, some mission areas malyhave an adversary or one type of adversary may

be common to several mission areas.

The five mission areas are carried over from the 2014 QHSR into the 2014 Strategic
Plan.Each area was analyzed to create a list of adversaries in accordance wi@ithe D
net assessment framework noted in the previous chapter and blue force capabilities as listed

in the previous section. They are detailed as follows

1. Prevent Terrorism and Enhance Security

Terrorism is the primary adversary under this mission area in the Strategic Plan.
DHS' terrorism adversaries include independent actors, radicalized individarals
recognized international and domestic terrorism grétSgcondary to terrorism, DHS

63 Department of Homeland SecurifA.
64 Department of Homeland Securit.
65 Department of Homeland Securifiiscal Years 2014018 Strategic Planl5.
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also lists criminal actors in both physical and cydacks against).S. information,
infrastructure, national special security events (NSSE), government leaders, and

facilities 56

2. Secure and Manage U.S. Borders

The primary adversary to DH$apability in this arena stems from transnational
organized crime. Organized transnational criminals are responsible for smuggling illegal
goods into and out of U.8orderssuch as firearms, drugs, money, aodnterfeit goods.
Organized transnational criminals are also responsible for human trafficking and

smuggling undocumented inignants across U.®orders’’

3. Enforce and Administer U.S. Immigration Laws

This mission area focuses on DH&bility to carry out immigration laws and
judicial orders to include enforcement of visas and deportation orders. Within this strategic
mission, DHS does not list any specific adversary. However, to fulfill this mission, DHS
does identify thaanti-fraudand counterfeiting efforts are required in the areas of visa and
immigration documentation and the need for DHS to collect and inventory biometric
information® One potential adversary mdye organized transnational criminals who

provide fraudulent documés to circumvent immigration laws.

4, Safeguard and Secure Cyberspace

DHS lists cybercriminals as the primary adversary to meeting this stratsgion.
Cybercriminals goals may be financial gain (such as hacking into a bank), dfeft
information, or penetrain a protected system for the challenge.

Since the Strategic Plan was published in 2014, two significant-eytaeks are
tied to nation states rather than individuals or criminal organizatlan2015, it was

revealed that hackers exfiltrated o\&t million background investigations, oviur

66 Department of Homeland Securifyg.
67 Department of Homeland Securi§(-24.
68 Department of Homeland Securi36-27.
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million personnel files, and over fivmillion fingerprint files on federaémployees and
contractors who held security clearances from Office of Personnel Management{OPM
While no official, unclassifiedeport from the U.S. government has been released as to the
identity of the hackers, it is widely reported in the media that a Chinese military unit is

responsible for the attacRk.

Another major incident that has occurred since 2014 is the 2016 election hack
attributed to Russian government hackénsthis incident, sensitive information was
exfiltrated from the Democratic National Committeservers and released to the public.

In this instance, the U.S. government directly accused the Russian government of carrying

out this cybesattack’?

Given these two events, it can dgueal that while cybefattacks carried out by
nation states were expected in the frame of intelligence collection activities, these events
show how the theft of noalassified information from government and private servers can
affectthe U.S.homeland security enterpris€his theft can give rise to natiestates as
cybercriminals or cyber attackers whagmals are to weaken this countrgevernment

through theexploitation of information.

5. StrengthenNational Preparedness and Resilience

This mission area is mostly focused on pinevention and response to manmade
and natural events or hazard3dS delineates the adversaries in this mission area as
accidents, ddlierate attacks, and natural disastél@omestic or international terrorists,

individual actors, or criminal organizations can carry out attatke 2014 QHSR

59 Committee on Ousight and Government Reforifihe OPM Data Breach: How the Government
Jeopardized our National Security for More than a Genergdashington, DCU.S. House of
Representatives, 114th CongreX316), v.

0 Brendan I. Koerner, “Inside the Cyberattack tBhbcked the U.S. Government,” Wired Magazine,
October 23, 201 6ttps://www.wired.com/2016/10/insideyberattackshockedus-government/

1“Joint Statement from the Dagment of Homeland Security and Office of the Director of National
Intelligence on Election SecurityDepartment of Homeland Securi9ctober 7, 2016
https://www.dhs.gov/news/2016/10/07/jesthtementepartmerhomelandsecurityandoffice-director
national

72 Department of Homahd SecurityFiscal Years 2014018 Strategic Plar35.
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identifies pandemics and climate change as two adverse actors in this missiof® realm.
While not a human actor, emerging diseases or increased weather events caused by climate

change can fit into the net assessment framework as an adversary.

Distilling these adversaries into a consolidated list shows this natidaérsaries
as defined byhte DOD net assessment frameworkreats that do not exist as a true
adversary are excludeds they do not fit within the net assessment mddeexample is
the threat of accidents resulting in a rmade disastesuch as a major hazardous material

release as a result of an accident in a chemical plant.

The following list represents the highest hierarchical level of adversary rather than

a comprehensive list of all existing adversaries.

X International terrorist groups

X Domestic terrorist groups

X Organized dminal groups

X Individual actors

X Natural disasters

X Cybercriminals, individual

X Cybercriminals, organizedefrorismor criminal)
X Cybercriminals, nation state sponsored

X Diseases and pandemics

This list of adversaries combined with the list of blue forcelgitipas against these
threatsis utilized as inputs in the next chapter to develop a DHS net assessment model

utilizing the DOD net assessment framework.

73 Department of Homeland Security, The 2014 Quadrennial Homeland Security R&view
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IV. DHS NET ASSESSMENT FRAMEWORK

The range of existing threats and crises already facing the U.S. leaves the
homeland security community with little time to prepare for threats that
have not materialized. Rather than focusing on current threats and
responses, the primary role of the ONA [DHS Office of Net Assessment]
would be to provide the Secretary with quehensive analysis of future
threats and U.S. capabilities to meet those threats. The ONA would fill the
muchneeded role of producing lorigkrm assessments and strategy, acting
as a brain trust of creativity and imagination.

~ Future of Terrorism Task Fee, Homeland
Security Advisory Councift

In Chapter 1) a generic DOD net assessment framework was proposed for usage in
a DHS net assessment strategic analysithis chapter, the DOD framework is tailored

for DHS strategic priorities and mission areas, as shown in Figure 9.

Figure 9. Net Assessment ModelDHS Strategic Priorities and
Mission Areas

7 Homeland Security Advisory CounciReport of the Future of Terrorism Task Fof@éashington,
DC: Departnent ofHomeland Security, 2007), 8-
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In each of these areas (inputs, analysis, outputs), the DOD framework is modified

to account for desired DHS net assessment models as proposed by experts and scholars.

A. LIST OF PROPOSED INPUTS INTO A DHS NET ASSESSMENT
FRAMEWORK

To evaluate the proposed model, each portion of the ndehluatedFgure 10
showsthe section of the DHS net assessment framework for the inputs into the model

These mputs are described in this section and focus on capabilities.

Figure 10.Net Assessment Model Inputs

1. Blue Force Capabilities

The desired inputs into a DHS net assessment model would obviously include the
capabilities of DHS and its subcomponents within each ditaenission areas discussed
in Chaptedll .”

X Preventerrorism and enhance security
X Secure and manadeS. borders

X Enforce andadministerJ.S. immigration laws

5 Department of Homeland Security, The 2014 Quadrennial Homeland Sd&vevigw,14.
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X Safeguard and secure cyberspace
X Strengthen natimal preparedness and resilience

However, DHS notes in its strategic publications that it relies heavily upon
partnerships with othdederal agencies, state/local/tribal partners, academic institutions,
non-governmental organizations (such as the Red Cross), and the private sectendo def
the United Statesgainst homeland security thre&tShe capabilities of these ndHS
entities should be accounted for within these mission areas in a DHS net assessment as

applicable.

For example, a net assessment on DH®ility in the enforcementand
administration of immigration laws mission may lie mostly within the DHS organization
among the U.S. Coast Guard (USCG), U.S. Customs and Border Protection (CPB), U.S.
Citizenship and Immigration Services (USCIS), and U.S. Immigrations and Customs
Enforcement (ICE).Each agency contributes to DH8verall capabilities within this
mission.Other federal agencies malgo contribute some (such as the State Departsent
actions against counterfeit immigration visas,well as local law enforcement agencies
to immigration or anthuman trafficking task force®epending on their impacthese
contributions may or may not be significant enough to consider for blue force capabilities

in a net assessment.

Other mission areas rely more heavily upon Bt erities contributiors to the
mission capability.The mission area of strengthen national preparedness and resilience
under the context of natural disasters relies heavily upon the capabilities of DHS
componentssuch as the Federal Emergency Management Agency (FENAgdition,
state and local emergency management agencies, National Guard ungsyeomental
organizationssuch as th®ed Cross, private sector and individual communitragdtiply
the homeland security enterprisesfforts to respondtnatural disaster The blue force

capabilities in this regard are much more inclusive.

6 Department of Homeland Security, The 2014 Quadrennial Homeland Security R&view
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These questions guide the analyst in accounting for contributors tolili¢Sorce

capabilities in these mission areas.

X What is the definition of the scope of thisssion area¥What are the
assets required to prevent, detect, investigate, mitigate, and respond to

incidents within this mission area?

X What DHS entities and subcomponents contribute significant capability in
this mission areaMuch of this information cabe found within the DHS
Strategic Plan and QHSR.)

X What other governmentdiofeign/federal/state/local/tribabrganizations

contribute towardhis nation’scapability in this mission area?

X What nongovernmental organizationsuch as private sector paets,
academic institutions, and research partnershgdribute to significant

capability in this mission area?

By answering these questions, a net assessor can determine the scope of the
information and intelligence of blue force capability.

2. Red Force Capabiliies

In Chapter Il several adversaries were identified for each of the DHS mission
areas Similar to the Blue Force capability analysis, these adversaries may appear in

multiple mission areas and several may appear within one mission area.

X International terrorist groups
X Domestic terrorist groups

X Organized criminal groups
X Individual actors

X Natural disasters
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X Cybercriminals, individual

X Cybercriminals, organized (terrorism or criminal)
X Cybercriminals, nation state sponsored
X Diseases and pdemics

For example, organized criminal grougre significant adversaries in DHS border
operations, human smuggling, human trafficking, cydteacks, trafficking of contraband,
importation of counterfeit goods, and the illegal export of firearms and toasther
countriesOn the contrary, natural disasters as an adversary may only appear within a net

assessment ofie DHS mission tgtrengthen national preparedness and resilience.

To account for the red force capabilggoperly, the DHS net assessdanouldask
themselves three questions:

X Who (or what) is actively working against DHS within the mission area?

X Is this actor a true adversary as defined by the DOD net assessment

model?(It may preclude accidents as an adversary.)

X What is that adversary capabilityto defeat DHS efforts in this mission

area?

The answers to these questions assist the net assagberscope of the red force
analysisas well as define the intelligence and information required to conduct a complete
net assessment.

B. DHS TAILO RING OF ANALYSIS PERFORMED

In Chaptelll, the followinganalysis frameworlFigure 11)was proposed from the

DOD net assessment model.
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Figure 11.Net Assessment Model Analysis

For each of these types of analysis, the DOD model should be tailored to account
for the environmenwithin which DHS operates.

1. Trend Analysis

Numerous factors affect the capability trends within this analfsishe DOD net
assessment framework is a flee model, the DHS net assessor should modify these trends
to account for factorthat will influence capabilities of both the blue and red forééhin
the DOD net assessment framework, Skypek notes the importance-téiongcquisition

and budgetssaa significant trend factor on blue and red force capabilities.

Technology trends should also be considered as a major factor in trend analysis.
For example, WilsorSzechtman, and Atkinson note how the development and deployment
of advanced sensors and unmanned aerial vehicles (UAV) along the U.S. borders and in
military operating theatres has contributedstgnificant advances in detecting illegal
activity.”®

However, technology trends should also be considered as a positive factor in red

forcecapability.For example, the Whisper encrypted messaging app is considered by many

77 Skypek, ‘Evaluating,”7.

78 Kurt E. Wilson, Robert&zechtmanand Michael P. AtkinsorA Sequential Perspective on
Searching for Static Targef(dmsterdam, Netherlandglsevier,2011),1,
https://www.hsdl.org/?view&did=696971
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experts to be unbreakable by government ageftiés.recent federal subpoena of
information from Whisper failed tprovide any meaningful informatid.Usage of this
mobile phone app can possiblgreclude government agencies from intercepting

communications between terrorist or criminal groups.

Another interesting trend not accounted for in the DOD net assessment model is
the idea of the legality of more sophisticated blue force techniques and capabilities.
Congress controls DOD capabilities and acquisitidiese DOD acquisitions, for the
most part, ar@ot subjected to legal review or court actions (other tharraciogl legal

review, such as the recent protest of the ne@1Bbomber)?!

The revelations of Edward Snowden on the National Security Ager@ssified
programs of intercepting communications of Americans both internationally and
domestially resultedn a widespread call for more oversight and restriction on government
surveillanceé®? Dahl defines this legal trend as the legitimatya nation’sblue force
capability.He further states[A]re the capabilities our government has developed to keep

us safe seen as legitimate in the eyes of the people they are designed t8%serve?”

As part of the trend analysis, a DHS net assessment should include, at a minimum,
budget trends, technology trends, and legal or legitimacy trends for blue and red force
capaliities.Other trendssuch as climate changhould also be included when conducting

a trend analysis of natural disasters or hazards.

" Andy Greenburg, Encryption App' Signal Fights Censorship with a Clever Workaroundjired
Magazine December 21, 201@tps://www.wired.com/2016/12/encrypti@ppsignalfights-censorship
cleverworkaround/

80 Brian Fagioli, ‘Open Whisper Systems Defeats Government Subpoena of Sigaakifia
Encryption; BetaNews, October 5, 201i&tp://betanews.com/2016/10/05/opshispersystems
governmentsubpoensignatdataencryption/

81 Marina Malenic,‘Northrop Grumman Resumes LABSWork after GAO Dismisses Boeing Protest,
Janés Defence Weekly, sec. 53, February 17, A@t6//search.proquest.com/docview/1765499395

82 paul Szoldra, This is Everything Edward Snowden Revealed in One Year of Unprecedented Top-
Secret Leak$,Business InsideSeptember 1,62016 http://www.businessinsider.com/snowdeaks
timeline-20169.

83 Dahl, “A Homeland Security Net Assessment Needed Ra®!
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2. Doctrine

Skypek defines doctrine analysis as evaluating a ‘fergeals, threats, interest in
engaging in conflict, anthe manner in whiclan adversary will deploy these forces in a
conflict.2* These factors should be evaluated for blue and red force capabilities and will
vary depending on the blue force and the adversany.a DHS net assessment, these
factors will undaibtedly depend on the type of adversary being analyzed.

For example, terrorist tactics have historically focused on overseas aEtioms.
2004-2013, only 36 Americans were killed in domestic terrorist acttofhe mass
shootings in San Bernardino anda&ndo may show a trend for radicalized individuals to
carry out terrorist attacks within U.Borders.The recent terror attacks using large trucks
in Berlin and Nice, France also show a chandactics from firearms and explosivasis
potential for a rising trend in domestic terrorist attacks and through unconventional

weapons should influence the doctrine analysis.

3. Strategic Asymmetries

Skypek defines strategic asymmetries as the relative advantage peoptedrave
their adversaes® A DHS net assessor should look for these comparative advantages.
These advantages can then be exploited and integrated into the overall strategy.

For example, red forsélack of adherence to the legality of their actions gives rise
to a comparative advantagaternational organized criminal grougs not need to worry
if their actions are legalt is to their advantage to engage in illegativity. DHS blue
forces may have a comparative advantage in funding and manpower or advanced sensors
such as UAVsBothred and blue forces exploit these advantages to gain the upper edge in

capability.

84 Skypek, ‘Evaluating,”8.

85 National Consortium for the Study of Terrorism and Responses to Terrénisaican Deaths in
Terrorist AttackgUniversity of Maryland, College Park, MDtational Consortium for the Study of
Terrorism and Responses to Terrori@®l5), 1
https://www.start.umd.edu/pubs/START_AmericanTerrorismDeaths _FactSheet Oct2015.pdf

86 Skypek, ‘Evaluating,”8.
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4. Scenarios

Scenarios are run against the net assessment to gauge their atargeynes are
the most common tool for gauging this accurdst assessors are requitedvaluate the

balance of capability from both their oyerspective and from that of their adversaties

One option for the DHS net assessor is to utilize the existing program of national
level preparedness exercis€&HS often engages in local and natiofalel exercise
events.Eagle Horizon is an example of a national level exerdike. purpose of Eagle
Horizon is to test government agenciebility to continue their mission after a major
incident such as a terror attack or natural disa¥téyssing the methodology of these
national level exercisegombined with the inclusion of a red foredversary into the
exerciseprovides a framework that cdre used by the DHS net assessor to evaluate the

accuracy of the net assessment.

C. TAILORING OF THE OUTPUT O F THE DOD NET ASSESSMENT
MODEL FOR DHS

Figure 12 sectionalizes and focuses on the outputs of the DOD net assessment
framework as tailored for DHS. This figure expands upon the final outputs or oduct

resulting from the analysis.

87 Skypek, ‘Evaluating,”8.

88 Federal Emergency Management Agerigggle Horizon Continuity Preparedness Exercise
(Washington, DC: Department of Homeland Security, 2015 ttps://www.fema.gov/medilibrary-
data/1427478016480F130d2e9411291637c9a08e22568fa4/2015EagleHorizonFactSheet. pdf
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Figure 12.Net Assessment ModelOutput of Analysis

Andrew Marshall proposed these results as the final output of the net assé8sment.
The answers to these questi@methe purpose of the net assessm8Ripek notes the
purpose of a net assessment is twofbidst, it reduces the barriers to strategic analysis
typically found in large, bureaucrateganizationsSecondly, it informs policy leaders on
how national strategy should proce¥d.

The DHS net assessment model should utilize these same olpuest and
Hilliker note that the advantage of a DHS net assessment is strategy driven bgsanalyt
rather than political or personal motiv@s8y changing these desired outputs, a bias away
from analytics to politics or motivean possibly be conceivably insertéiih experts have
suggested that should be changed from the DOD to the DHS model.

In the next chapter, a notional net assessment in a DHS mission preseisted

using this DHS net assessment framework.

89 Marshall,“National Net Assessmefit2.
9 Skypek, ‘Evaluating,”21.

91 Forrest and Hilliker; Why the Department of Homeland Security Needs an Office of Net
Assessmerit 16.
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V. NOTIONAL DHS NET ASSESSMENT

To discover how much or our resources must be mobilized for war, we must
first examine our own political aim and that of the eneWig. must gauge

the strength and situation of the opposing st¥&must gauge the character
and abilities of its government and people and do the same in regard to our
own...To assess these things in all their ramifications and sitives

plainly a colossal task

~ Carl von Clausewitz

A. INTRODUCTION

In Chapteil, the aforementionedOD net assessment framework was developed.
In Chapter Il] DHS strategic priorities and mission areas were identified.information
and analysis in these chapters formed the DHS net assessment framework in Chapter IV

In this chapter, a notional net assessment is developed to show hovbét applied.

As noted in the literature review, very few DOD net assessmentiealassified
and released to the public. Two examples, the 1983dnd Soviet Strategic Forces Joint
Net Assessment and the 1990 Joint Military Net Assessment, do provide some insight into
a final produc®® (It is important to note that these unclassified assessments are redacted.)
Since this net assessment framework is designed to be flexible, these example products
provide some insight into how DO®final product is published DHS net assessment

may be similar, but must be tailored to the senieelldecision and policy makers.

As mentioned in @Gapterl, this thesis is limited to net assessments of aparty
conflict between red and blue forcégiother aspect of the net assessment framework is

its ability to be utilized in multparty assessmenbetween several partjesich as blue

92 Carl von ClausewitzDn War trans. Michael Howard and Peter Paret (New Y@rkford
University Press, 2007), 23Bttp://www.myilibrary.com?ID=114695

93 Joint Chiefs of Staff1990 Joint Military Net Assessmémtashington, DC: Joint Chiefs of Staff,
1990, http://www.dtic.mil/docs/citations/ADA34452%ecretary of Defense and Directd Central
Intelligence,U.S. and Soviet Strategic Forces Joint Net Assess(iéashington, DCSecretary of Defense
and Director of Central Intelligenc&983.
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forces versus several red forcdscan also be used in assessments of conflicts between
third parties (green forces) or complex, interrelated conflicts of blue, ,gagenred
forces¥ The utilization of multipaty and increasingly complex net assessments is

discussed in the next chapter.

This example is focused on a conflict between a single blue and a single red force.
If the development of the DOD net assessment model serves as a pretext to the development
of aDHS net assessment model, it will take time to develop its value, usage, and tailoring
to the DHS missio® This net assessment (Figure 13) is shown to give an exemplar, not

an archetypassessmeifior all DHS net assessments.

Figure 13.Net Assessment Model

B. MISSION AREA AND INPUTS TO ANALYSIS
1. DHS Mission Area

The DHS mission to be analyzed in this net assessmensigetgthen national

preparedness and resilienB#S defines this strategic missiontag nation’sability to

94 Institute for Defense AnalyseNgt Assessment The ConcetstDevelopment ands Future
(Alexandria, \A: Institute of Defense Analysi$990), 6,
http://www.dod.mil/pubs/foi/Reading_Room/Other/Litigation%20Release%20
%20Net%20Assessment%20concept%20development%20future%20%20199005. pdf

9 Institute for Defense Analyse3.
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safeguard against and respond to both manmade hagactisas nuclear terrorism and
cyberattacks, as well as natural disastéfs.This example net assessment focuses
specifically on DHS ability to prepare and respond to natural disasters within the United

States.

2. DHS Blue Force Capability

In Chapter IV the followingfour questions were developed to help in assessing

blue force capabilitied€ach is answered for this example.

X What is the defiition of the scope of this mission area?

The National Preparedness Goal istte prepared for the threats and hazards that
post the greatest risk, including...catastrophic natural disdsfets subgoals are to
prepare, mitigate, respond, and recovemnfrnatural disastef§. The mission area is
defined as the capability to prevent, protect, mitigate, respond, and recover from natural
disasters?

X What are the assets required to prevent, detect, investigate, mitigate, and

respond and recovéo incidentswithin this mission area?

Numerous assets are required to accomplish this mission as delineated as follows

X Prevent As defined within the National Prevention Framework, natural

disasters do not fall within the scope of this capabifty.

X Protect: The Nabnal Protection Framework provides specifics as to the

scope of the protect mission area for DHS as it relates to natural disasters.

% Department of Homeland Security, The 2014 Quadrennial Homeland Security Review
97 Department of Homeland Securif2.
98 Department of Homeland Securiffi.

99 “National Planning Frameworks;ederal Emergency Management Agency, last updated October
30, 2019 https://www.fema.gov/nationgdlanningframeworks

100 Federal Emergency Management Agerid¢gtional Prevention Framewornd ed(Washington,
DC: Department of Homeland Securig16) 3-4, https://www.fema.gov/medibbrary-
data/14660172092783b72d5959787995794c0874095500b1/National Prevention_Framework2nd.pdf
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The Framework defines protect as reducing the consequences to critical
infrastructure (Cl) as a result of a natural disa¥efhe assets required

for DHS to accomplish this tasite personnel and funding to work with

the private and government critical infrastructure owners to increase their

protection.

Mitigate: The National Mitigation Framework lists sevaegponsibilities

for long-term vulnerability reduction. Specific to the government, these
responsibilities include determining building codes, limiting development
in disaster hazard zones, ciegtstandards, rebuilding buildings and
infrastructure after a disaster to stricter code, and exggistcommunity
planning!® The Framework also lists operational coordination as critical
to this subgoat®® The assets required for this capability are personnel and
funding for the identification of hazard areassearch into stronger

building codes, and disaster communications capability.

Respond: Bfined by the National Response Framework as the ability to
“save lives, protect property and the environment, stabilize communities,
and meet basic human needs following an incid&itSpecific to DHS,

this subgoal requires DHS to be the principal federal official (PFO) during
a natural disasteDHS also acts as a support mechanism for the local,
state, tribal governments, ngmvernmental organizations, andvate

sector efforts during recovery from a natural disaSREFEMA plays a

101 Federal Emergency Management Ageridgtional Protection Framework2nd ed(Washington,
DC: Department of Homeland Security, 201%https://wwwv.fema.gov/medidibrary-
data/14660173090585051ed62fe595d4ad026edf4d85541e/National_Protection _Framework2nd.pdf

02 Federal Emergency Management Ageridgtional Mitigation Framework2nd ed(Washington,
DC: Department of Homeland Security, 2018, https://www.fema.gov/medilbrary-
data/146614166147t1al4dee807elebc67cd9b74c6c64bb3/National Mitigation Framework2nd.pdf

103 Federal Emergency Management Agerggy,

104 Federal Emergency Management Ageridgtional Response Framewoidrd ed.(Washington,
DC: Department of Homeland Security, 201Bhttps://www.fema.gov/medibibrary-
data/1466014682982cf8245ba4c60c120aa915abe74el5d/National Response Framework3rd.pdf

105 Federal Emergency Management Ageridy,
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https://www.fema.gov/media-library-data/1466014682982-9bcf8245ba4c60c120aa915abe74e15d/National_Response_Framework3rd.pdf
https://www.fema.gov/media-library-data/1466014682982-9bcf8245ba4c60c120aa915abe74e15d/National_Response_Framework3rd.pdf

major role in disaster recovery by distributing funds, housing, food, and
water to citizens? The assets required for this capability are manpower
and funding to provide this dister response during and after a natural

disaster.

X What DHS entities and subcomponents contribute significant capability in

this mission area?

DHS notes that FEMA is the primary agency tasked with performance measures in
this mission areédcEMA provides grants, funding, services, consultation, and materiel for
disaster recoverylhe USCG also provides some capability in this area for rescue efforts

during a maritime disasté?’

X What other governmertéoreign/federal/state/local/tribatyganizations

contibute towardJ.S. capability in this mission area?

X What nongovernmental organizationsuch as private sector partners,
academic institutions, and research partnershgdribute to significant

capability in this mission area?

Additional capability in the natural disaster mission is provided by numerous
entities as notedn bothDHS QHSR and its Strategic Pladowever, as the scope of this
example net assessment is limited to DHS, these capabilities in the net assessmant
considered A complex net assessment of the nationwide homeland security enterprise

should entail these additional capabilities.

3. Red Force Capability

In Chapter 1V the followingthree questions were developed to assess a retsforce

(adversaris) capabilities.

X Who (or what) is actively working against DHS within the mission area?

106 Federal Emergency Management Ageridgtional Response Framewodk7.
107 Department of Homeland Securifiiscal Years 2014018Strategic Plan39.
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X Is this actor a true adversary as defined by the DOD net assessment

model?(it may preclude accidents as an adversary.)

X What arethat adversarg capabilities to defeatHs efforts in this mission

area?

Natural disasters do not fall under the strict definition of an adversary as defined by
the DOD net assessment modshtural disasters occuthey are not the result of a
malicious actorHowever, as weather patterns cam dbserved as a trend and natural
disasters require significant loitgrm planningtheycanbeconsideedanadversary in the

DHS net assessment model.

One way to measure natural disasteapability is to define it by the damage
causedThe National Ocanic and Atmospheric Administration (NOAA) states that since
1980, 203 natural disaster events caused in excess of $1 billion U.S. dollars in damages
an average of 5.5 events per ydéa2016,15 events wereecordedwhichwasthe second
highest yearDamages in 2016 totaled 15 billion U.S. dollars and caused 138 d%aths.
Utilizing the graphin Figure 14, the spike in natural disaster costs in recent years can be
observedas compared to the costsfore2011,which can be used later in trend analysis.

The graph displays how the year end costs of the most recent years from 1980-2016 show
a marked increase in damage costs as compared to the average trend over the entire span
of the datalt also shows how disast are beginning earlier in the calendar year in recent

years as compared to the overall trend.

108«Bijllion -Dollar Weather and Climate Disasters: OveryifeMOAA National Centers for
Environmental Informatio2017,https://www.ncdc.noaa.gov/billions/
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Figure 14.1980-2016 Year to Date U.S. Billion® Dollar (USD)
Disasters-®®

C. ANALYSIS PERFORMED

Figure 15 shows the analyses conducted upon the capabilities of hattabt red
forces.The types of evaluations completed upon the data are displayeatesiuither
explained in this section.

109 SourceNOAA National Centers for Environmental Information
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Figure 15.Net Assessment Model Analysis

In Chapter IV these four analyses were provided as the pillars of net assessment.
Each area is explorad determine how the blue and fedce capabilities can be assessed.

1. Trend Analysis

In Chapter IV trend analysis was shown to be us&fben conducted in the areas
of technology, budget, and legitimadd/ith respect to natural disasters, it would be hard
to make a comparison in abilities in technology between blue and red Bheedorces
(DHS) would always have competitive advantagleecause natural disasters are not
becoming‘smarter’ For example, Hurricane Sandy targeted New York and New Jersey
due to weather patterns, not as an exploitation of their lower levels of hurricane
preparedness as compared to Floridawever, technologyrends in building codes and
disaster resilience/recovery should be considered to determine if advances in technology

contribute toward a net positive capability in this mission area.

The trend of legitimacy will probably not apply to this net assessnSente
disputemay arise as to th&ederalgovernmerits ability to restrict development in or
enforcement ofbuilding codes in natural disaster prone aréisyever, it is generally
accepted that the fedegdvernment does and should play a vital rolehm mission to
prevent, protect, mitigate, respond, and recover from natural disasters.

Budget trend is an important component of this anali#&84A’s fundingcan be

utilized as a metric to determine if increased funding results in a net capability advance
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over natural disastert this case, funding over the last decada be reviewedn FY
2005, FEMA funding was $7.5 billion U.S. dolldf$.In FY 2015, FEMA funding was
$14.4 billion U.S. dollard!! This increase of FEM’ budget (once adjusted for iatilon
and consumer price index) cha extrapolated to FY 2025 assuming the larga trend

is forecast for consistent FEMA budget increases.

Weather trends are an important part of this analysis dietlee 2014 QHSR and
Strategic Plan, DHS noted the increased damage trend for natural disasters due to climate
change, declining infrastructure, and more people in disaster proneTdrepslso note
how the changing climate may exert itself in other amas) as how global warmirtgat
may tax the natidis electrical infrastructureThe number of events per year has also
significantly increasedas shown in Figure 16.

110 pepartment of Homeland Securitidgetin-Brief Fiscal Year 2006Washington, DC:
Department of Homeland SecuriRQ05), 58,
https://www.dhs.gov/siteséfiault/files/publications/Budget BIBY 2006.pdf

111 Department of Homeland SecutiBudgetin-Brief Fiscal Year 2016Washington, DC:
Department of Homeland SecuriQ15) 93,
https://www.dhs.gov/sites/default/files/publications/FY_ 2016 DHS_Budget_in_Brief.pdf
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Figure 16.1980-2016 U.S. Billion USD Disasters by Event Type

This trend can be extrapolated to show increased disaster events in the future.

2. Doctrine

As noted in Chapter 1VSkypek defines doctrine analysis as evaluating a'®rce
goals, threats, interest in engaging in conflict, and deploymettieske forces by an
adversaryin a conflict}!® This analysis is not completely applicabte the red force.
Natural disasters simply happérhey do not have a goal in their existence, nor do they

deploy forces.

However, a doctrine analysisinbe applied to the blue force capabili§s noted
previously in this chapter, the National Planning System provides DHS strategic level

1125ource: “BillionDollar Weather and Climate Disasters: Time SeriR€AA National Centers for
Environmental Informatior2017, https://www.ncdc.noaa.gov/billions/tirseries

113 skypek, ‘Evaluating,”s.
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planning architecture to meet the National Preparedness'&ddle DHS net assessor
should review this document and its supporting planning frameworks to conduct a doctrine

analysis.

3. Strategic Asymmetries

In ChapterlV, Skypek defines strategic asymmetries as the relative advantage
people have over their adverga'!® In analyzing blue force capabilities, DHS holds a
comparative advantage in technology over natural disasters with some excdfdions.
example, hurricane models developed over the decades can forecast the predicted path of
hurricanes over a few day¥ Weather satellites, ground stations, balloons, and aircraft

can accurately measure weather metrics.

However, it remains difficult to predict events like eathkes and tornadoes.
Conditions for tornadoes can only be predicted a few hours in advance atniost.
same holds true for flash floo&'® Earthquakes cannot be predicted except over a span of

several decadés?

This strategic asymmetry in certain types of natural disasters results in comparative
advantages on both siddfie DHS net assessaran utilize these comparative advantages
to exploit their capabilitiedVhere the adversary holds a strategic advantagepitgause
should be examed to determine a causdéor example, the technology for imminent
earthquake warnings does not exist.

114“National Planning SysteinFederal Emergendylanagement Agencyast modified November
15,2016, https://www.fema.gov/nationgdlanningsystem

115 Skypek, ‘Evaluating,”8.

16“NHC Track and Intensity ModetsNational Hurricane€Center and Central Pacific Hurricane
Center, pdated June 12019 http://www.nhc.noaa.gov/modelsummary.shtml

17“Tornado ForecastingNational Severe Storms Laboratpagccessed January 28, 2017
http://www.nssl.noaa.gov/education/svrwx101/tornadoes/forecasting/

118“Flood Forecasting,National Severe Storms Laboratpagccessed January 28, 2017
http://www.nssl.noaa.gov/education/svrwx101/floods/forecasting/

19«“Can You Predict Earthquakéd?nited States Geological Servjdast modified November 16,
2016,https://www?2.usgs.gov/fag/categories/9830/3278
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4. Scenarios

DHS net assessatan utilize these trends in weather, population migration, climate
change, budget, and assets as information for war gadsngoted in Chaptd/, DHS
net assessors can utilize existing national exercise framevdrkassessercan plug the
trend infomation into the exercise framework as extrapolated a decade or more into the

future.

As an example, DHS could conduct a wargaming exercise on a hurricane making
landfall in South FlorideRather than using current population information, the net assessor
team can extrapolate the trends of budget, global warming, technology, population,
weather, and assets j@ars into the futureThe same exercise scenario can then be
conducted as'Exercise Cuban Coffee 2027%ather than a current year exercise.
Information resulting from this exercisanthen be analyzed to see if the net ass&ssor

model is accurate.

D. OUTPUT OF THE DHS NET ASSESSMENT MODEL

Figure 17 was introduced the previous chapter. It is reintroduced in this chapter

show the expected outputs o€tBHS net assessment madel

Figure 17.Net Assessment Model Output
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In previous chapters, the followirfgur outputs should be the final result of the
DHS net assessmerftor this example net assessment, the abilities and analysis are

compiled to complete the output.

1. Identification of Existence of Problem or Capability Gap

In this analysis, one major problem with tleapability to complete the natural
disaster missiorwas dentified It is not possibleto predict tornadoes, floods, or
earthquakes(inadequate building codesmn also be another primary problem, but this

topicis outside the DHS only net assessment scope.)

2. Size of Problem

In 2006, FEMA estimated that damages caused by earthquakes totaled
approximately $5.3 billion U.S. dollars per yédtDamages by severe storms (other than
cyclones and hurricanes) and flooding totaled $30.5 billion U.S. dollars in 2016 and
resulted in 78 deathg!

3. Delta or Change in Problem

As shown in Figure 18, the trend of damage from severe storms and flooding has
beenincreasing since 1980he graph displays how the year end costs of the most recent
years from 19862016 show a marked increase in damage costs as compared to the average
trend over the entire span of the data. It also shows how disasters are beginning earlier in

the calendar year in recent years as compared to the overall trend.

120“FEMA Prepares New Study of Annualized Earthquake LdsEesleral Emergency Management
Agency,last modified January 2017, https://www.fema.gov/femarepareshewstudyannualizee

earthquakdosses

21«Billion-Dollar Weather and Climate Disasters: Summary Stht®AA National Centes for
Environmental Informatioraccessedanuary25, 2017 https://www.ncdc.noaa.gov/billions/summsstats
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Figure 18.1980-2016 Year to Date U.S. Billion U.S. Dollar (USD)
Disasters-??

In 1980-1982, the total damages (adjusted for inflation and CPI) for these three
years were $4.8 billion U.S. dollat® In 2016, the damages were approximately seven
times that amouniThe delta of this problem is increasimpt only is it a problem, but it
is getting exacerbatl. While the increase of population does account for some of the
increased damage (226 million in 1980 versus 308 million in 2010), it does not account for
all the increased damagd#.

4, Cause of the Capability Gap

The root cause of this problem is twofokirst, inadequate building codes and
decaying infrastructure account for some of this damélges. cause falls outside of the

122 5ourceNOAA National Centers for Environmentatformation,“Billion -Dollar Weather and
Climate Disasters: Overvietv

122 NOAA National Centers for Environmental InformatidBillion-Dollar Weather and Climate
Disasters: Summary Stdts

L24“East Fact$,United States Census Bureau, accessed Januar§R, 2
https://www.census.gov/history/wwwi/through the decades/fast .facts/
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scope of this particular DHS net assesspanimplementation of strict building codes and
infrastructure funding largely fall ¢side the mission or capability of DH¥he second
root cause is the inability to forecast severe flooding, tornadoes, and earthguhaies.
research into these events falls under-B&tS entities such as théNational Weather
Service and the U.S. Geolagl Service, the lack of predictabiligspecially given climate

change as mentioned earlier in this chamentributes to the capability gap.

This changeis one simple example of how the net assessment model can be used
for longterm planning for a DHS strategic mission. With additional data on adversarial
and DHS’ capabilities, this model can be modified and expanded to account for additional
complexitieswith additional inputs and values. One example of building upon this model
would be accounting for nodS countries’ effect on global warming through failure to
regulate pollution or carbon dioxide emissions. Additionally, the efforts and capabilities of
allied forces (such as state, local, tribal governments) can also be added into these models
to build upon a nationwide capability analysn these strategic missions. These forecasts
could be used by government leaders at the federal, state, and letaftdeunderstand
their capability gaps in any homeland security mission space and where best to spend

limited budgets to minimize these gaps.
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VI. CONCLUSION

Grand strategy should both calculate and develop the economic resources
and manpower of nations in order to sustainGrand strategy, too, should
regulate the distribution of power between the several services, and between
the services and industry.. A good cause is a sword as well as arkdor.

~ B. H. Lidddl Hart

Many think tanks and scholars have suggested the need for DHS to conduct long
term strategic plannindPHS should begin planning now for threats that have not emerged
rather than being reactionary after an evéiur example, the National Instieutof
Standards and Technology is already planning for new encryption standards to protect
against quantum computer decryption despite the quantum technology being a decade

away?12¢

The DOD has conducted longerm strategic analysis between friendly and gnem
forces by utilizing a net assessment modeke DOD net assessment model provides an
adaptable framework for loAgrm strategic analysidet assessments can assist policy

makers and senior leaders in addressing teng-capability gaps.

Future reseah can expand upon the net assessment framewedearch into
multi-force analysissuch as multiple blue, red, and green forcaa expand the modéf.
DHS senior leadership decides to create a DHS ONA, theyrwdwubtedly have access
to and benefitrbm a partnership with the DODhis affiliation should reduce the trial and
error experienced by Andrew Marshallleam for many years as they developed their

process.

Further research may identify additional inputs especially in the areas of trend

analyss and gaps in information on the capabilities of friendly, neutral, and adversary

125B, H. Liddell Hart,Strategy 2nd ed. (Newrork: Praeger, Inc., 1967), 336.

26“NIST Kicks Off Effort to Defend Encrypted Data from Quantum Computer Thiatjonal
Institute of Standards and Technologgdated January 8, 20 &tps://www.nist.gov/news
events/news/2016/04/nikicks-effort-defendencrypteddataquantumcomputerthreat
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forces.Research may also be conducted on the @Kganizational model and how to
account for norBHS blue forcessuch as Department of Justice agencies and local, state,
and tribal agencies.

The 9/11 Commission noted that Congress had abdicated its strategic oversight of
the executive branch in favor ad focus on personal investigations, possible scandals, and
issues designed to generate media attefifidn. A search of teB Government
Accountability Officés report database revealed only one 2005 report orl PHGterm
national security strategy® As noted in the literature review, DHS neei plan
strategically beyond a political appointment or Presidential term of office. model
presented in this thesis is a suggested starting point in the development of a DHS net
assessment that can be used formmm strategic planning.

27Thomas H. Kean and Lee HamiltéFhe 9/11 Commission Repoffinal Report of the National
Commission offerrorist Attacks upon the United Staf#gashington, [T: National Commission on
Terrorist Attacks upon the UnideStates, 2004), 105.

128«SearcH, Government Accountability Office, accessed February 8,,2017
http://www.gao.gov/search?rows=50&now_sort=issue_date dt+desc%?2Ctitle_sort+asc&page name=main
&search_type=Solr&o=0&path=Reports+%26+Testinesfb3AReport&facets=a%3A2%3A%7Bs%3A14
%3A%22tx_agency term%22%3Bs%3A9%3A%22Executive%22%3Bs%3A24%3A%22tx_agency_execu
tive_term%22%3Bs%3A31%3A%22Department+of+Homeland+Security%22%3B%7D&adv_begin_date
=&adv_end_date=&adv=0&advanced=1&q=title%3Astrategy
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PREFACE

This first joint net assessment by the Secretary of Defense and the
Director of Central Intelligence analyzes factors central to understand-
ing the significance of the Soviet and US strategic postures. Emphasis is
on displaying trends and key asymmetries in US and Soviet forces,
perspectives, operational concepts, and capabilities. This assessment,
although incomplete, is intended to serve as a prototype for future
efforts and to identify areas for additional study and intelligence
~ollection.;

To a large extent, any net assessment is the result of review and
synthesis of many diverse analyses of a broad subject area. In this
assessment we discuss the serious deficiencies in our traditional analyses
of the strategic balance. These analyses limit our perspective and cause
distortions in our views of the strategic balance. If current work on
improved methods is successful, future assessments will include more
informed judgments. However, that research is not likely to bear fruit
for at least several more years, and no amount of modeling and gaming
can ever fully substitute for what we hope will continue to be a lack of
aperational experience in nuclear warfare.

A more detailed assessment is given in a separate supporting
volume.
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KEY JUDGMENTS

The strategic nuelear balance is probably adequate to deter a direct
nuclear attack on the United States or a major attack on Europe. The
Soviets, in our view, bave some clear advantages today, and these
advantages are projected to continue, although differences may narrow
somewhat in the next 10 years. It is likely, however, that the Soviets do
not see their advantage as being as great as we would assess. Moreover,
even in our assessments the Soviet advantages, while significant, do not
appear to be great enough for us to be concerned that we no longer have
the capability to deter large-scale nuclear war. Clearly we still do. The
uncertainties in all this still would make it unattractive for the Soviets to
escalate to such a level of warfare; they could not expect with high con-
fidence to prevail We are greatly concerned, however, about the
effects of strategic nuclear imbalances on the behavior of the two sides
in crises and lesser conflict situations,

The United States structured its major alliances during the period
of US superiority in strategic nuclear forces. When our decisions were
made in the early and mid-1960s to settle for parity, the concept of par-
ity was seen by some as a good thing of itself. The full consequences of
strategic parity for the overall military balance with the Soviets, for our
position throughout the world, and for the cohesion of US alliances over
the longer run have not yet been fully realized.

One consequence is that the range of Soviet actions we can deter
has undoubtedly narrowed. The shift in the strategic balance over the
last 15 to 20 years has made the Soviets more willing to try to coerce the
Europeans and to try to split them from the United States. This policy is
paying off; there has been an edging of many Europeans toward a
position of neuntrality, coincident with the buildap of Soviet strategic
forces and of other Soviet forces focused directly against Europe. The
Soviets have also been willing to exploit soft spots in the Third World
more aggressively.:

There is a heightened possibility that the Soviets might challenge
same US interventions in crises, particularly those involving actions
agdinst a friendly or client state in the Third World. A majer cnisis,
analogous to the Cuban missile crisis, in which we are forced to back
down much as the Soviets did in 1962, would produce a massive shift in
the perceptions of US strength relative to that of the Soviet Union in the
eyes of the US public and of other nations.
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If deterrence fails to one degree or another, the adequacy of the
strategic balance would vary during the possible phases that might
precede, constitute, and follow initial large-scale nuclear strikes:

— During a crisis, and in conflict prior to large-scale nuclear
strikes, the US relative strategic position would probably im-
prove over the peacetime situation with the generation of the
fuil US bomber and ballistic missile submarine forces, and the
deployment of our attack submarines, which are capable of
attriting a large part of the Soviet SSBN force..

Although we believe the Soviets are closer to achieving their goals
than we are to achieving ours, the Soviets would evaluate their own
prospects more pessimistically, and would lack confidence in being able
to succeed. They are highly concerned about:

~— The capabilities of US antisubmarine warfare (ASW) against

their submarines.
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- The effects of new US programs on overall US capabilities.

— Their ahility to degrade US command, control, and communica-
tions sufficiently to prevent a large-scale. weil-coordinated
retaliation.

- Their own ability to maintain continuity of command and
control throughout key phases of 2 conflict.

How Much Do US Programs Help?

Renewed US efforts over the past several years will slow the
erosion in the relative US position. However, it will take a long time,
and a persistent effort. to redress our deficiencies. Although US
investiment will be substantial over the next decade, Soviet investment
will also be considerable, will be more comprehensive, and will build on
20 years of previous investment. Our changes in policy and planning are
as important as the increased investments,

The Soviets already show signs of being worried about our
turnaround, which signals greater American sericusness about compet-
ing in the strategic force arena than has been evident for many vears.
The Soviets must fear that we will follow with the introduction of new
technologies that would render the entire Soviet strategic posture much
less effective. The President’s speech of 23 March 1983 proposing US
defenses against ballistic missiles has probably inereased Soviet con-
Cerns.

From the Soviet perspective, the best way to avert these dangers is
to try to prevent the United States from carryving through with our
programs, using domestic opposition in the United States and Western
Europe, diplomacy, and the arms control process. Eroding the credibil-
ity of US nuclear strength by any and all means, including arms control
agreements and the negotiating process, is a central Soviet strategic aim;
they made great progress in the 1970s. The Soviets have pursued a dual-
track approach te arms control: seeking agreements which halt or slow
US$ strategic force deployments, while continuing an across-the-board
buildup and modernization of forces not limited by agreements.

Strategies for Competing More Effectively With the Soviets

The military programs the United States is now pursuing have a
more competitive character than any since the mid-1960s. A more
affective competitive strategy might include the following elements:

Comulicating Soviet Military Problems: Evolving strategic of-
fensive and defensive postures, which are so diversified as to pose
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difficult problems of attack to the Soviets—postures strengthened hy
more emphasis on survival, wartime endurance, and robust C*1.

Leveruging Our Lead in Technology: Selectively exploiting our
lead in technology to introduce qualitatively superior new US weapons
systems, which could render obsolete large portions of the capital stock
of weapons in the Soviet arsental and cause them to react in ways costly
to them but not to us (for example. air defense) We could also
strengthen deterrence by playing on Soviet fears about our technical
prowess. It may be better to allow the technological competition in
defensive systems to proceed, rather than try to stop it, in the dubious

belief {(not shared by the Soviets and rejected by the President in his

strategic defense initiative) that active defenses are bad per se.

Altering the Thrust of US Arms Conirol Initiatives: Much more

limited agreements, more readily verified, may be more feasible than
the comprehensive kind that we have been seeking (for example, more
like the atmospheric nuclear test ban rather than SALT or START), In
this case, arms control could partially constrain the Soviet Union, but
there would be no illusion that an agreement is a panacea for the
strategic competition—the illusion that attended SALT I and SALT IL
To be successful we would have to change the public perception of arms

control as the solution to our strategic force problems, to one of arms

control as an adjunct to our strategy for competing with the Soviets

Reasssessing the Role of Allies: The largest unsolved problem
created by the growth of Soviet nuclear power is a new strategy for the
defense of Europe. We have soughit a cheap defense based on the threat
of nuclear escalation, but the growth in Soviet strength has eroded the
basis for such a strategy. There are several alternatives for improving
the defense of Eurupe, including a change in the willingness of the
Europeans to invest in their own security, a greater role for the British

and French nuclear forces in the defense of Europe, and a conscious ex-.

ploitation of instabilitie_s in Eastgrﬂn Europe.
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i, INTRODUCTION
Problems With Traditional US Analyses

1. Among the many weaknesses of traditional major
US strategic nuclear force analyses, three illustrate the
firnitations: the limited scope of scenarios; the simpli-
fying assumptions used in mathematical caleulations;
and, until recently, the limited consideration of specif-
ic Soviet approaches to asessment of the military
balance:

2. Limited Scenarios. Much effort has been ex-
pended in constructing models of intercontinental
nuclear force interactions. However, the spectrum of
scenarios has been narrow, with concentration primar-
iy on what was pereeived to be the most stressful, if
least likely, cases (for example, “bolt-from-the-blue”
surprise attacks on the homelands). A scenario that is
mare likely, and that poses a different set of difficult
problems, would be a crisis or theater war that Jed to,
or threstened to lead to, strategic nuclear conflict, in
which strategic forces could be partially “out of
position” and in which some had been diverted from
the strategle nuclear mission or attrited during the
theater war,

3. The use of strategic nuclear forces in theuter
warfare, ar as a Jever for escalation control, has been
treated infrequently. Similarly, there has been little
examination and planning fer reconstitution of re-
maining forces following major nuclear strikes. Thus,
for example, there has been much attention given to
Emergency Action Messages for execution of the
Single Integrated Operations Plan (SIOP) in the event
of surprise attack, but little to command and control of
military cperaticns after SIOP execution. After the
signing of the Antibailistic Misstle (ABM] Treaty, we
were no longer concerned sbout our strategic defenses
and we did not make preparations lor being able to
recover from a major nuclear strike

4 Simplifications. Important operational factors
attendant o nuclear contlict were either ignored or
handled with assumptions to fit the state of the art in
computer smulation and mathematical representation
of a single, all-out nuclear engagement. The norm has
Leen to model stylized exchanges that measure de-
struetion (for example, expected blast demage) for

7§ 833355

offensive weapons against fixed targets. Even the
highly detailed and complex siznulations used to meas-
ure the strategie halance, while in many cases techni-
cally excellent, incorporate ahmost no constderations of
the sequernce of actions aver time, and few aperational
Factors. For example:

- Only recently are the effects of the loss of
command, control, communications and intelli-
gence (C°]) being considered—although warning,
attack assessment, and communications connec-
tivity are essential elements of a nuclear war.
(For example, wé have tended to assume ade-
quate US communications in our depictions of
the results of nuclear attacks, although the Sovi-
ets are known to emphasize attacks on C° in
order to degrade or prevent US force execution.)

— Ovperations-related factors such as mobility and
deception have not received enough attention—
although this too is being corrected. (For exam-
vle, we tended to ignore the mobility of Soviet
general purpose forces. We imphcitly equated
destraying the fixed installations with destroying
the forces, although uacknowledging that this
would not be the case cnce they deployed to the
field.)

— Analyses have generally failed to consider the
ability to reconstitute forces after a nuclear
strike. The impacts of casualties and damage on
mission accomplishment over time have not been
well considered. i

5. Mirror Imaging the Opposition, Even though
the focus has been on deterrence, there has been
Himited attention given in our analyses to the factors
that the Soviets would regard as most important. An
implicit assumption has been that Soviet assessments
are similar to our own. Soviet methods of structuring

and analvzing the vroplem have oot wenerally begn

used

- Soviet measures of effectiveness and criteriz for
success are different, stressing specific military
operational objectives and the ability to control
events so as to achieve objectives within a prede-
termined time schedule.
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