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Reverse Engineering In Reverse

Run Computers Backwards

to Analyze Vulnerabillities

The CGC Monitor automated analysis
of the DARPA Cyber Grand Challenge

Built on SIMICS full system simulator

DoD has hundreds of unused licenses
for the CGC monitor

« Automated systems may find flaws to exploit, but not bugs to fix
« Example: CGC contestants primarily used generic defenses
o Specific program flaws were found & exploited, but not patched

 Finding/exploiting flaws was decoupled

e CGC Monitor (semi) automates identifi

from defense

cation of the bug

 Given a “Proof of Vulnerability” (PoV), help identify the actual flaw
 Reverse execution to code and data breakpoints

e Reverse to iInvocation of function
e Back-trace sources of data

IDA Pro Debugger
Client

<

 |DA Pro disassembler /
debugger
* Python plugin for reversing

> SIMICS Full System Simulator

Vulnerable software on computers

CGC Monitor

o Full system emulation of multi-

component topologies
 Heterogeneous operating systems
 Reverse execution

« Developed as part of the CGC game
Infrastructure integrity protection effort
 Vetted all competitor software
submissions (patched services & PoVs)
 Analyzed all successful CGC exploits
 Found that half of the exploits were not
as Intended by authors of deliberately
vulnerable software
 Unintended flaws in custom developed
services

Initial work sponsored by DARPA
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https://github.com/mfthomps/cgc-monitor
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