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ABSTRACT 

 This thesis considers the case of a drone defending a high-value target from a 

number of inbound attacking drones. The defending drone is equipped with short-range 

weapons and must destroy each of the attacking drones in the most efficient manner. This 

problem sits at the intersection of several open problems in applied mathematics, such as 

optimal motion planning in the presence of attrition, as well as solving a “traveling 

salesman problem” (TSP) with moving targets. The purpose of our research was to 

analyze this problem by decomposing it into the component problems and then presenting 

proof-of-concept solutions of each component. The primary results of this thesis include 

a modeling framework where optimization can be performed without requiring 

constraints; comparing the strengths of using different types of cost functions for 

optimization (e.g., minimizing the chance of high-value unit destruction versus a metric 

based on the path of the defender relative to attackers); and solving moving-target TSP in 

certain limits by mapping it onto standard TSP or using machine learning. 
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CHAPTER 1:
Introduction

1.1 Autonomous Systems in Combat

The rapid increase of automated systems and especially unmanned aerial vehicles (UAVs)
has transformed the modern battle�eld. The United States has pioneered much of the
development and implementation of UAVs across the spectrum of combat, from signals
intelligence to precision drone strikes [1], [2]. However, our adversaries continue to make
meaningful progress with recent examples of Chinese made drones employed by Russia
in Ukraine [3], possible drone involvement in the recent sabotage of the Nord Stream
pipelines [4], and even small-scale, low-tech drone attacks by terrorist organizations [5].

The U.S. continues to develop its UAV capability in accordance with the unmanned aerial
system (UAS) Roadmap [6], [7], which speci�es several important missions for UAS plat-
forms including intelligence, surveillance, and reconnaissance (ISR), suppression of enemy
air defense (SEAD), electronic attack, network node/communications relay, and aerial de-
livery/resupply. However, conspicuously missing from this list is UAS defense. A new and
developing aspect of drone warfare, drone on drone engagements, looms on the horizon.
There aremany drone defense systems in development including ground-based laser systems
like the Marine Corps’ compact laser weapons system (CLWS) [8] and missile systems like
the Army’s KuRFS and Coyote E�ectors [9]. However, new counter UAS (C-UAS) drones
are in development like Lockheed Martin’s MORFIUS [10] which uses high powered mi-
crowave (HPM) weapon systems to disable enemy drones in-�ight.

The military and Department of Defense (DOD) at large have invested heavily into its UAV
capability, which includes not just personnel, equipment, and weapons, but also signi�cant
research and study on tactical employment of drones and swarms, beyond the ISR and
precision strike capability for which they have achieved so much recent success [11], [12].
In the 2019 Commandant’s Planning Guidance, the Commandant of the Marine Corps,
General David H. Berger, called for a �robust family of unmanned systems suitable for
reconnaissance, surveillance, and the delivery of lethal and non-lethal e�ects� as well as

1
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Much of the literature addresses attrition modelling. The Lanchester attrition model uses
di�erential equations to study the dependent attrition of opposing forces and has been
robustly employed in the study of combat since World War I (WWI) [21], [22]. Some work
has identi�ed the need for and addressed the problem of combining both optimal control
and attrition modelling explicitly [23], [24]. However, no general framework or theory exists
that e�ectively stitches these domains together and when they are addressed, the results tend
to be highly scenario-speci�c.

Much of this thesis will focus on the application of the travelling salesman problem (TSP) in
dynamic environments. Optimal control and TSP often intersect in physics and engineering
science. For example, one such problem might be optimally visiting all 79 moons of Jupiter
by a spacecraft [25]. Moraes and Freitas address the moving target TSP (MT-TSP) by
comparing several heuristic algorithms with applications to crowd detection and UAVs [26].

1.3 Open Questions

The problem of coupling Lanchester attrition modelling, optimal control theory, and TSP
is intractable for large domain super swarms. However, drone defense research must focus
on the intersection of these three domains in order to appropriately address the military
tactical and strategic concerns extant in this domain. The fundamental characteristics of
super swarm systems are not well understood, although their properties are likely to emerge
as we scale up smaller swarm engagement strategies and frameworks.

Figure 1.1. A block diagram of the general research problem to be addressed.

This thesis approaches this problem from that vantage point, starting with small swarms
and developing novel approaches to more solvable systems that can then be scaled up.

3
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Every approach bears in mind the limited onboard computational capability of sUAS and
the limited time available during combat operations. The general research problem as
outlined in Figure 1.1 and 1.2 begins with estimating parameters like weapons types,
weapon e�ectiveness, UAV group type, etc. This thesis will consider all parameters as
constant, known quantities. For parameter uncertainty analysis see Walton et al. [17].

Figure 1.2. A scenario visualization of the research problem.

Second, a group of defenders must decide how to partition the set of oncoming attackers
in order to optimally engage them, maximizing the survival probability of the high-value
unit (HVU). This thesis restricts the scenario to a single defender. For multiple TSP (MTSP),
see references [27]�[29].

The remaining blocks, deciding attack order and path optimization, are addressed in the
following chapters. Chapter 2 assumes a reasonable attack order is already known or selected
and addresses the relevant scienti�c problem of how to maximize HVU survival. We depart
from optimal control path optimization and instead work towards establishing the feasibility
of entirely new, constraint-free framework for optimization, where we address the pros and
cons of various cost functions. Chapter 3 and 4 address the attack order from the vantage

4
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point of TSP and machine learning (ML) respectively.

Chapter 3 attempts to remove the time-dependency ofMT-TSP in order to demonstrate that a
dynamic version of TSP can still employ traditional TSP algorithms on the transformed space
and Chapter 4 establishes a proof of concept for the application of ML. Finally, Chapter 5
demonstrates the capabilities of a Graphical User Interface (GUI) we have developed as an
aid to mission planning for drone defense.
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CHAPTER 2:
Unconstrained Optimization and Cost Function

Analysis

The obvious goal of an optimization scheme is to �nd the optimal solution of an objective
function. Optimal control for motion planning searches for the best path to take to optimize
a given objective. These paths are continuous, and �nding an approximate solution to such a
problem requires discretizing the possible paths in some way, i.e., representing a continuous
path as a discrete set of coordinates in some space. However, there are physical constraints
on the �controls� (e.g., a maximum acceleration or turn rate) that render large numbers of
these discretized paths unfeasible.

Thus, in the case of most drone optimization schemes the goal is two-fold: a large set of
constraints are required to yield physically realizable solutions and we desire an optimal
solution within the feasible region. Recent constraint-based optimization schemes use a
variety of clever and useful mathematical techniques to transcribe in�nite-dimension opti-
mization problems to nonlinear programming problems, for which there are many widely
available solvers [16].

However, one drawback of this approach is that it requires the optimization algorithm to
discard many trajectories due to nonphysical results. That is to say the solver is asked
to remove all nonphysical results during the optimization process due to, e.g., the drone
trying to accelerate or turn too quickly. In some cases, constraint-based optimization is e�-
cient. However, there are certain situations where unconstrained optimization is preferable.
Gradient-based optimization schemes are prone to getting stuck in local minima, especially
in cases like the one we are studying, where the global optimum involves engaging the
attackers in a di�erent order than the initial condition used by the optimization scheme. In
this case, a Monte Carlo-based scheme where random trajectories are generated in large
numbers might be preferable. If physical constraints are included, then the vast majority of
these random trajectories may be nonphysical.

Moreover, in the case of an HVU defense, the obvious cost function (i.e., the quantity to
minimize) is the probability that the HVU is destroyed. Choosing HVU survival as the cost

7
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function presents signi�cant problems for optimization scheme in many cases, since it can
be highly insensitive to changes in the defender trajectory. Very little has been investigated
on the bene�ts of di�erent choices of cost functions such as attacker survival or closest
approach to all attackers.

This chapter will discuss a framework for solving the problem at hand using unconstrained
optimization. This will be accomplished by moving the constraints that govern the �ight
dynamics within the objective function (that is, the function that transforms the inputs into
a cost function). This is accomplished by discretizing the trajectories using a sequence of
virtual leader points points that can move the drone around the battle�eld. Additionally,
we use this approach to compare several possibilities for cost functions, the selection of
which makes an important di�erence in the performance characteristics of the optimization
scheme.

2.1 Constrained Motion

An optimal control motion planning the problem may be formulated as follows:

min
G„C”�u„C”

� „G„C”� u„C”” = �
�
G„0”� x

�
C 5

� �
‚

„ C 5

0
� „x„C”� u„C””3C (2.1)

subject to:

⁄x„C” = f „x„C”� u„C””�8C 2 »0� C 5 …� (2.2)

e„x„0”� x„C 5 ”” = 0 (2.3)

h„x„C”� u„C”” � 0�8C 2 »0� C 5 …� (2.4)

where G„C” is the state at time C, u„C” is a vector of control inputs as a function of time, �
is is the cost functional, � is the end point cost, and � is the running cost [16]. f relates
the controls to the evolution of the system, i.e., how the controls a�ect the dynamics.
The functions e and h are constraint functions for equality and inequality constraints,
respectively. These encapsulate physical limits on the dynamics of the motion of the drones.

To solve such a problem numerically, the continuous problem must be discretized, such

8
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that continuous trajectories are represented by a �nite number of control points. Figure 2.1
shows a representation of how a continuous trajectory can be discretized using Bernstein
polynomials. The control points 20 through 25 correspond to a unique curve. The drone will
follow the curve shown (the time dependence is not shown), varying its speed and trajectory
depending on the spacing of the control points.

Each curve then corresponds to a time-dependent control input, such as the turning rate A „C”
or the acceleration 0„C”. All control inputs can be represented as a vector of time-dependent
functions u„C”. Specifying the constraint functions in terms of the discretization scheme
(e.g., Bernstein polynomials) can be intractable, depending on the form of the constraints.

Figure 2.1. Bernstein polynomial is contained within the convex hull de�ned
by its Bernstein coe�cients. Source: [30].

If the problem has been discretized to a series of control points f28g, then the minimization
takes the general form:

min � „f28g” (2.5)

subject to constraints, where the 28 are the control points. Evaluation of � given f28g involves

9
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running a simulation, where the drone follows the path denoted by these control points and
a cost is evaluated based on this motion.

For the cases we consider involving a single defender engaging many attackers, where there
is attrition of attackers and the HVU, the cost function will be some function of the survival
probabilities &8 of the attackers, the survival probability % of the HVU, and possibly the
dynamics of attackers and defenders during the simulation. We use a simpli�ed version
of the formalism developed in previous work [19]. These probabilities are updated during
the simulation depending on the relative distances between attackers and defenders and the
attackers and HVU. In particular,

&8 „C:‚1” = &8 „C: ” „1 � 3 „B8”” »C:‚1 � C: … (2.6)

where B8 is the distance from the defender to attacker 8 and 3 is an attrition rate function. We
choose a smoothly decaying, short range, normal cumulative distribution function as a very
basic model for the HPM. The simulation results tend to be very insensitive to this choice.

Similarly, the HVU survival probably is calculated in a simple way, namely that if an attacker
gets within a short range of the HVU, it has a probability of destroying the HVU equal to its
own survival probability at that time. Therefore, the probability that the HVU is destroyed
by attacker 8 is simply equal to &8 when attacker 8 reaches the HVU. Each time step C:� that
an attacker crosses into the range of the HVU, % is updated as

%„C:�‚1” = %„C:�” „1 �&8 „C:�”” (2.7)

The cost function can then be evaluated as a combination of these quantities an potentially by
other dynamic quantities during the engagement. Thus, the cost is evaluated by moving the
defender along the trajectory speci�ed by the control points and evaluating the probabilities
of survival and then computing a �nal cost is at the end. We will return to several di�erent
choices for the cost function in Section 2.4.

The constraint functions are necessary because not all sets of control points are physically
possible. Moreover, in all but the simplest cases, the dynamical constraints are di�cult
to connect back to the Bernstein polynomial formulation or a similar discretization. For
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example, the equations ofmotion in (2.8)-(2.12) are typical for airborne drones and represent
the dynamics of a 2D drone with acceleration along its direction of motion and limits on
turning rate. The controls are thus 0 and A. A constraint is shown in (2.12) for turn rate.
Additional constraints may be added for maximum acceleration. Combining these equations
with the Bernstein polynomial representation can lead to extremely ine�cient optimization
schemes or be altogether intractable.

⁄G = { cosk� (2.8)

⁄~ = { sink� (2.9)

⁄{ = 0� (2.10)
⁄k = A� (2.11)

j ⁄k j � A<0G (2.12)

2.2 Constraint-Free Optimization

Another approach is to impose these dynamic constraints within the objective function itself.
We accomplish this by pulling the defender toward a sequence of virtual leaders (VLs), or
attractive force points, each of which turns on at a speci�c time. A sequence of these VLs is
another way to discretize the trajectory. Additionally, every sequence of VLs and associated
times corresponds to a physically realizable trajectory as in Figures 2.2 and 2.3.

Figure 2.2 is a simple cartoon of this process. In the frame on the left, a defender (blue) starts
at an initial position in vicinity of the HVU (yellow). A group of attackers (red) approach
from the west. A VL is active at the start of the simulation, which applies an attractive force
to the defender, pulling it in the direction of the attackers. The physical path the defender
takes is represented by the blue dashed line.
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Figure 2.2. A VL is selected from a set of discretized possibilities. When
active, the VL attracts the defender and the defender’s trajectory is governed
by internal constraints.

Using this new framework to achieve physical trajectories still requires that we account
for (2.8)- (2.12) . In (2.10), we set the velocity to be a constant {, meaning we consider only
constant velocities (0 = 0). Additionally, for the heading angle of drone, governed by (2.11)
and (2.12), we set r according to a �xed turning radius of the defender, which is positive
or negative depending on the turning direction required to point toward the current VL,
described by (2.13)- (2.15).

k � k0 � 0� ⁄k = A� (2.13)

k � k0 ¡ 0� ⁄k = �A� (2.14)

k � k0 = 0� ⁄k = 0 (2.15)

We update the position of the defender at each time step according to an Eulerian integration
scheme, i.e., G„C ‚ �C” = G„C” ‚ { cosk�C and ~„C ‚ �C” = ~„C” ‚ { sink�C. A sequence
of VLs and associated times thus produces a defender trajectory. Any number of VLs can
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be used during the simulation at the cost of a additional dimensions during optimization.
Thus, in this new scheme the trajectory itself is not the object of optimization, but rather the
number, location, and timing of each VL. A �nal VL may be added to return the defender
back to the HVU at the conclusion of the simulation, which is a desirable result for the
recapture of the defender drone.

Note that the VLs are not exactly analogous to the 28 control points in the Bernstein
polynomials: the defender is not required nor expected to �reach� the VLs. Similarly, there
are no constraints on the times when switching VLs. A large set of VLs with very short
switching times may impart some strange behavior on the defender’s part and fail to achieve
an optimal path for attacker destruction or HVU survival, but the defender trajectory will
be physical.

The inputs to the optimization are thus the sequence of VLs and times to be used in that
simulation. Let a be the optimization variable, which is a vector of positions „G8� ~8” and
times C8 for the number of VLs, =:

a = fG1� ~1� C1� ���� G=� ~=� C=g (2.16)

Now, the generalized cost function takes the form:

� = � „fa8g” (2.17)

which always produces a physical result and does not require constraints, as the defender
velocity { and turn radius A are held constant.

The simulation is then run using a short-range attrition function (speci�cally, the survival
probability of attackers is reduced at some rate when the defender gets within a particular
range, as discussed further below). Note that all drone parameters (weapons range, speed,
etc.) are held constant during an optimization. We then use a gradient-based search function
tominimize a prede�ned cost function. The di�erent choices for cost functions are discussed
later in this chapter. The output of the optimization is then a sequence of VLs that correspond
to a trajectory where the gradient-based optimizer stopped at a local (or possibly global)
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minimum. This framework represents the �rst result of this thesis, whereby we can �nd an
optimal trajectory that is subjected to the banked-turning constraints.

Figure 2.3. Three VLs are activated at times C1� C2� and C3, creating a physi-
cally realizable trajectory. The direction and timing of the VLs are optimized,
not the trajectory itself. Frame 4 shows the �nal trajectory of the defender.

Figure 2.3 demonstrates what an optimal set of VLs looks like and how physical trajectories
that engage multiple attackers are achieved. In panel 1 a VL (green) is active at the start
of the simulation, much like in Figure 2.2, which draws the defender towards the middle
attacker. In panel 2 at some time C1, the original VL turns o� while the topmost VL activates,
causing the defender to turn north towards the topmost defender. Panel 3 shows the same
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process at C2 for the �nal VL and attacker to the south.

2.3 Scenario Design

Any number of tactical scenarios are useful for investigation, however an e�ective approach
requires reducing as many variables as possible, exploiting the unique characteristics of the
general VL approach, identify useful properties of the system that manifest across simula-
tions, then broadening the application to the widest extent possible. The base simulation
constructed for testing optimization schemes is restricted to 2D. A high value unit (HVU)
and a single defender drone are located at the origin at the start of every simulation. Any
number of attackers may be placed in the space. The following subsections describe the
drone capabilities and speci�c simulation structure used as a vignette to describe the various
optimization schemes available in this new construct.

2.3.1 High Value Unit

Many useful tactical situations may serve to explore the dynamics of drone swarm en-
gagement optimization. However, in an e�ort to simplify as many variables as possible,
the defense is generally easier to plan and conduct. As the stronger form of warfare and a
very suitable scenario for the employment of limited-range defender drones, the defense of
some HVU will reduce some of the complexities of a combat situation, so as to address the
fundamental requirements for engaging enemy drone swarms. While not explicitly de�ned,
the HVU represents some important friendly asset that is immovable within the timeline of
an enemy drone attack. This scenario is very much inline with the DOD strategic guidance
as outlined in Chapter 1 [14].

2.3.2 Drone Capability

The defender’s mission is to protect the HVU and is roughly equivalent to a Group 2 drone,
generally characterized by small/medium size, assisted launch (i.e. not hand-launched),
capable of air speeds greater than 100 meters per second, altitudes no greater than 3,500
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by 100� and in a second case where the third VL is also misaligned by 6�.

Figure 2.5. A defender is launched from the HVU against 4 attacking drones.

2.4.1 HVU Survival Optimization

The formulation of the problem establishes HVU survival as mission success. Let % be
the survival probability of the HVU. Modelling this goal requires that we minimize 1 � %.
However, the HVU survival probability is highly sensitive to unengaged attackers; if the VL
is placed such that the defender’s weapons have no attrition e�ect on an attacker, then any
gradient descent based optimization scheme will either get caught in a local minimum or
take far too much time to �nd the optimal solution. Indeed, under the conditions of case 1
with 1 misaligned VL, the HVU optimization method is able to achieve a solution relatively
quickly. However, with 2 misaligned VLs, the HVU optimization method is completely
unable to �nd a valid solution where the HVU survives, no matter the time constraint.

2.4.2 Attacker Attrition

Mission success is also achievable through the destruction of all attackers prior to HVU
engagement. In this case, let & be the survival probability vector of the attackers where we
wish to minimize

˝
&8. However, this scheme is still highly sensitive to the engagement
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of all attackers, where the function is relatively �at unless the defender can achieve some
measurable attrition on each attacker.

2.4.3 Distance Accumulation

To avoid the �atness of both HVU survival and attacker attrition, it is desirable that a narrow
�valley� in the function exist between the defender and each attacker at any time during the
simulation. Although the true end state is maximizing HVU survival, the defender must en-
gage each attacker for some nonzero time duration during the simulation to achieve attrition
e�ects. Therefore, we might instead minimize the total distance between the defender and
each attacker summed over each time step of the simulation. Let the row vector B be this
sum, characterized by:

#Õ

8=1
B8 (2.18)

B8 =
)Õ

9=1

q
„G�8 „C 9 ”” � G3 „C 9 ””2 ‚ „~

�
8 „C 9 ”” � ~3 „C 9 ””2 (2.19)

where „G3 � ~3” is the location of the defender at time C 9 , „G�8 � ~
�
8 ” is the location of the attacker

at time C 9 , ) is the total simulation time, and # is the number of attackers. This method
produces varying results; often the defender is �trapped� between two attackers, which does
minimize the sum of the total distance between the defender and the two attackers over the
simulation.

2.4.4 Minimum Distance

A more useful formulation of the same idea is to capture the minimum distance that occurs
during the simulation between the defender and all N attackers, where we wish to minimize
the smallest distance achieved during the simulation between the defender and each attacker.
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#Õ

8=1
f8 (2.20)

f8 = min
�q
„G�8 „C 9 ”” � G3 „C 9 ””2 ‚ „~

�
8 „C 9 ”” � ~3 „C 9 ””2

�
� 5 >A 9 = 1� 2� ���� ) (2.21)

In case 1 the minimum distance optimization method is able to achieve a solution, but at a
large time cost. Unlike HVU survival and attacker attrition, this method can �nd a solution
for case 2, but the computation time is far from reasonable requiring hundreds of iterations.

2.4.5 Attrition-Reduced Distance Accumulation

Deepening the valley requires an increased payo� for engaging an attacker, in which case we
minimize the attrition-reduced distance accumulation. Although the quantity is now more
abstract, multiplying the distance accumulation by that attacker’s survival probability has
the e�ect of creating a deep gradient well for each attacker:

#Õ

8=1
&8B8 (2.22)

This addition often reduces the instances of a trapped defender, but not in all cases.

2.4.6 Attrition-Reduced Minimum Distance

Likewise the minimum distance formulation may be attrition-reduced, in which case we
minimize:

#Õ

8=1
&8f8 (2.23)

Even in case 2 this method optimizes to mission success with the best time e�ciency. Not
only does the defender now intercept all attackers, but an unexpected change occurred to
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the �rst VL, allowing the defender to execute a wider sweep into the now aligned topmost
defenders.

2.4.7 Preliminary Vignette Results

In these small scale vignettes with largely accurate initial guesses, the attrition-reduced
minimum distance generally provides the highest mission success rate in the shortest opti-
mization time. Interestingly, attrition reduced accumulation is the only method where the
defender trajectory can make extremely large changes in direction, but comes at a very high
time e�ciency cost. Consider the following scenario with 2 attackers where the defender
cannot intercept the �rst attacker head-on and have enough time to turn and engage the sec-
ond attacker. The heuristic solution apparently requires the defender to start on an initially
o�set direction from the �rst attacker, make an early turn and intercept both attackers as it
returns to the HVU.

Figure 2.6. A defender must o�set the initial trajectory to the �rst attacker
in order to make the turn required to intercept the second attacker before it
is in range of the HVU.
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The distance accumulation scheme excels in examples like Figure 2.6, where large deviations
from the initial trajectory are required in order to optimize the simulation. E�ciency is
not an issue for small scenarios like this one, but become so with more attackers. To more
accurately gauge the empirical di�erence between thesemethods during the relevant defense
simulation, many more simulations are required considering several variables such as the
number and starting location of attackers, initial guess accuracy (direction and time to
switch), and number of VLs.

2.5 Optimization Function Evaluation

Additional schemes yield equally interesting results, including squaring the attacker survival
probability, defender range reduction through iterated simulations, and increased VL points.
However, each of these additions experiences various costs. Squaring attrition can often
leave attackers only partially attrited which may be treated as only probabilistic success
in HVU defense. Defender range reduction requires multiple optimizations starting with
larger defender ranges to obtain new initial guesses for subsequent optimizations at reduced
defender ranges and proves to be time prohibitive. New VLs o�er more complex trajectories
and re�ned solutions, but scale the dimension linearly with each new VL. Consider the
following cost function for optimization:

� „a” = fUBV&W „1 � %”X (2.24)

The parameters U, V, W, X 2 »0� 2… can be varied depending on the desired outcome of
the simulation. For a good initial guess when speed is paramount, we let U� V = 0 and
W� X = 2 so that any solution which attrits attackers or saves the HVU should be a deep local
minimum �nearby� in the solution space. In the case where the initial guess is suspect or
unreliable, letting V = 1 and U� W� X = 0 will achieve larger trajectory changes at the cost of
longer optimization times.

The following sections evaluate the optimization function for multiple values of U, V, W, and
X across a wide range of simulations, from simple 1 attacker engagements to many attacker
systems and several speci�c scenario-based simulations with �clear� heuristic solutions.
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2.5.1 Single Attacker, One Misaligned VL

The �rst scenario considers a single attacker that starts approximately 2000 meters to the
west of the HVU/defender. The defender’s initial VL is located directly north, an error of
90� and a second VL is located south at the end of the simulation time in order to return the
defender to the HVU. The following table summarizes the results for various optimization
parameters:

U V W X % Iter FuncCount Time[s]

1 1 1 1 100 15 24 16
1 1 1 0 100 15 24 16
1 1 0 1 100 15 24 15
1 0 1 1 100 15 24 16
0 1 1 1 100 15 24 16
1 1 0 0 100 33 76 33
1 0 1 0 100 15 24 16
1 0 0 1 100 15 24 16
0 1 1 0 100 35 77 35
0 1 0 1 100 15 24 16
0 0 1 1 0 14 55 36
1 0 0 0 100 15 24 16
0 1 0 0 100 33 76 34
0 0 1 0 0 14 55 35
0 0 0 1 0 14 55 35

Table��2.1.��Initial��VL��Misaligned��by��90�.

Here��we��see��that��schemes��involving��only��&��or��1�����%��fail��to��obtain��a��solution.��Schemes��that��
do��not��include��either��&��or��1�����%��generally��take��much��longer��to��optimize.��A��qualitative��
assessment��of��the��resulting��trajectories��again��suggest��that��schemes��involving��only��distance��
achieve��a��’better’��solution,��where��the��initial��direction��shifts��radically��towards��the��attacker,��
while��schemes��involving��attacker��attrition��reduction��or��HVU��survival��reduction��create��
locally��optimal��solutions.��For��example,��the��initial��VL��is��placed��45���north��of��west��and��the��
second��VL��is��placed��such��that��the��defender��can��reach��the��attacker.

Similar��results��occur��when��the��initial��VL��is��due��East,��exactly��180���misaligned��from��the��in-
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U V W X % Iter FuncCount Time[s]

1 1 1 1 100 23 36 26
1 1 1 0 100 30 48 35
1 1 0 1 100 23 36 25
1 0 1 1 0 10 39 27
0 1 1 1 100 23 36 25
1 1 0 0 100 51 113 56
1 0 1 0 0 10 39 27
1 0 0 1 0 10 39 27
0 1 1 0 100 51 113 57
0 1 0 1 100 23 36 25
0 0 1 1 0 14 55 38
1 0 0 0 0 10 39 27
0 1 0 0 100 51 113 57
0 0 1 0 0 14 55 38
0 0 0 1 0 14 55 38

Table 2.2. Initial VL Misaligned by 180�.

coming attacker, although at predictably longer time scales. However, note that theminimum
distance formulations „U = 1” are unable to turn the initial trajectory around. Additionally,
there appears to be no drawback to always including „1 � %” and & in the formulation.
Therefore, we may safely remove any formulation which contains only&, only „1�%”, only
& and „1 � %”. The minimum distance terms presents a risk of not �nding the solution if
the initial guess is exactly opposite of the desired trajectory, but it will be shown later that
this term generally allows for a faster optimization.

Reducing the set of possible functions given the preliminary results allows for a more
meaningful analysis of their e�ciency performance. Figure 2.7 plots the attrition and
HVU survival reduced minimum distance, distance accumulation, and combined schemes’
optimization performance for a single VL misalignment every 25� from the optimal initial
trajectory.
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Figure 2.7. Each optimization scheme predictably takes longer to optimize
worsening initial guesses.

2.5.2 Two Attackers, Random VLs

The following table evaluates the results from 10 trials of 3 randomly placed VLs using the
three primary optimization schemes. Here, the distance accumulation method (SumDist)
demonstrates a general ine�ectiveness to protect the HVU. These results reinforce the
observation that the sum distance method can make large changes to the trajectory, but at
an exceedingly high cost to optimization performance. However, when combined with the
minimum distance method, there is a slight advantage in HVU survival probability with the
same approximate optimization times.
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HVU Survival Prob Optimization Time [s]
Random VLs Comb SumDist MinDist Comb SumDist MinDist
[234, 225, 150] 99.5 0 100 246 652 270
[143, 322, 326] 100 0 87 174 608 190
[225, 131, 146] 99.7 0 100 188 976 281
[276, 230, 119] 0 0 0 518 486 433
[64, 69, 206] 100 0 97.6 326 981 304

[135, 179, 304] 100 0 100 321 458 209
[181, 66, 310] 100 98 98.7 129 218 96
[247, 331, 214] 0 0 0 426 589 544
[91, 155, 30] 100 0 98.1 347 967 128

[200, 299, 215] 100 100 90.2 185 123 296
286 606 275

Table 2.3. 10 Trials of 3 Randomly Selected VLs.

2.6 Covering Sets

No matter the choice of optimization scheme, reducing the dimension of the problem will
always improve computational e�ciency. If the enemy swarm dispersion is reduced to a
range at or within the defender’s weapons range, then several attackers may be grouped into a
single interception point (IP) for the defender. Each grouping allows for a reduced-dimension
given the reduction in VLs. However, determining the minimum number of covering sets,
modelled in this case by a disk of the defender’s weapon’s radius, belongs to a class of
optimization problems known as the set cover problem and is nondeterministic polynomial-
time (NP)-complete [33], [34]. More speci�cally, in the discrete unit disk cover (DUDC)
we have a set ( of = points (attackers) and a set � of< disks with radius A . The optimization
problem consists of placing the minimum number of disks that cover all of the points [35].
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Figure 2.8. A randomly distributed attacker swarm.

Figure 2.9. If the swarm is not too dispersed, clusters of attackers may be
�covered� by the defender weapon system, reducing the number of points
the defender must visit.
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So, S is a collection of sets: ( = f(1� (2� ���� (<gwhere the objective is to �nd (
0 � ( such that

j(0 j � : which maximizes
���� [(82(

0(8

(8

���� [36]. Figure 2.9 uses a greedy algorithm to determine

set con�gurations for the disks. For small numbers of attackers a brute force approach is
manageable, but larger swarms require shorter computation times and therefore sub-optimal
algorithms are acceptable.Any reduction in dimension prior to the path-optimization scheme
is highly desirable.

2.7 Path Geometry for Optimization

For the simple simulations described thus far, intercept trajectories can be easily calculated
geometrically. Leaving aside the more complicated question of the attack order, assume
that the optimal attack order is simply by proximity of the attacker to the HVU. So the
defender will engage the closest attacker �rst, the next closest attacker second, and so on.
Determining IPs when the defender and attacker velocities are equal is relatively straight
forward.
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2.7.1 Equal Attacker/Defender Velocities

Figure 2.10. The intercept trajectories always yield an isosceles triangle for
equal attacker/defender velocities.

Let � be the distance between the attacker and defender and let 3� and 3� be the distance
from the attacker and defender to an IP respectively. Let U be the angle formed by the
defender, attacker, and the IP. Likewise, V is the angle formed at the defender vertex and
W at the IP vertex as shown in Figure 2.10. Only � and U are known. Applying the law of
cosines yields:

32
� = 3

2
� ‚ �

2 � 23��2>B„U” (2.25)

However, given that the velocities of the defender and attacker are equal and the time to
intercept must be equal for both, we can assert that:

3� = 3� = 3 (2.26)

Therefore,
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32 = 32 ‚ �2 � 23�2>B„U” (2.27)

Finally, rearrange and solve for 3:

3 =
�

22>B„U”
(2.28)

Given that 3� = 3� , then U = X. So the angle, distance, and time to intercept are all known.
A VL can now be established in the direction of the next IP and the time to switch to the
following VL and IP is also known.

2.7.2 Unequal Attacker/Defender Velocities

However, if the defender and attacker velocities di�er, then 3� < 3� .

Figure 2.11. The intercept trajectory no longer yields an isosceles triangle.

The distances from the defender to the IP are now as follows:

3� = +� � C and 3� = +� � C (2.29)
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Given the time to intercept must be equal,

C =
3�
+�

and C =
3�
+�

(2.30)

Therefore

3�
+�

=
3�
+�

(2.31)

Solve for 3� and let a be the ratio of attacker velocity to defender velocity:

3� = a � 3� (2.32)

Now the Law of Cosines from Equation (2.25) becomes:

32
� = „3� � a”

2 ‚ �2 � 2a�3�2>B„U” (2.33)

Rearranging, we �nd the following quadratic equation:

0 = „a2 � 1”32
� �

�
2a�2>B„U”

�
3� ‚ �2 (2.34)

With solutions:

3� =
2a�2>B„U” �

p
4a2�22>B2„U” � 4„a2 � 1”�2

2„a2 � 1”
(2.35)

Which simpli�es to:

3� =
a�2>B„U” �

p
1 � a2B8=2„U”

„a2 � 1”
(2.36)
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However, it is not obvious which which solution is the correct one. In application this is
solved by instead reformulating Equation (2.34) in terms of time, C. In this case one solution
is negative and can be discarded for obvious physical reasons. The solution for 3� presented
here is done so for clarity purposes, as the result of the quadratic equation involves fewer
terms (reference IP_NoTurn.mfor the coded solution).

Finally, an apparent discontinuity exists when the attacker and defender velocities are equal,
but applying L’Hôptital’s Rule with respect to a reduces to Equation (2.28) for a = 1.

2.7.3 Turn Radius

Increasing the defender turn radius complicates matters further. This is especially true for
large turning radii where potential solutions exist within the turn radius of the defender. The
complexity also increases in determining the most optimal turn direction.

Figure 2.12. The defender must execute a turn around an origin $ to some
departure point (DP), then sets an IP to the attacker.

The defender must begin the turn with radius A about some origin $, then �nish the turn
at some DP to then intercept the attacker at the IP. The problem from the DP is exactly
the same as in Section 2.7.2 and is the �rst of two nonlinear equations that must be solved
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simultaneously. The second equation must solve for the time the defender takes to complete
the turn and reach the DP. The obvious requirement is that the trajectory from the DP to the
IP must be orthogonal to the origin of the turn.

In application these are easily solved for using a nonlinear least-squares algorithm. An
initial IP is determined assuming no turn radius. Then the turn radius is applied and a DP
is found for the initial IP guess, which requires solving a simpler nonlinear system of two
equations: again that the angle made by the origin of the turn, the DP, and the IP be 90�

and also that the point be required to lie on the circle of radius A around the the origin. Left
and right turns are computed in order to verify the IP is not within the turn radius and the
shortest time is selected. This serves as the initial guess for the original system of equations,
where C1 is the time for the defender to complete the turn to the DP and C2 is the time for the
defender to travel from the DP to the IP.

Figure 2.13. 4 attackers approach the defender: the second attacker from
the top is targeted �rst for intercept.
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Figure 2.14. A left turn is planned against the 2 attacker from the bottom
and the DP point plotted.

Figure 2.15. The second IP is plotted.
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Figure 2.16. The process continues until all attackers are engaged. The di-
rections and times for each turn to attack are stored as the initial VL guess
for optimization.

A complete physical modelling of the pursuit mechanics of the defender are not required for
the initial guess. However, by implementing these rudimentary geometries and kinematics
relations, the initial guess becomes accurate enough that the optimization scheme is able
to �nd solutions with extreme e�ciency. Unfortunately, with such a strong initial guess, no
optimization scheme will change the initial attack order, which present serious problems
with determining the globally optimum solution.

2.7.4 Attack Order

Attack order is a serious problem that cannot be solved by a path optimization schemes.
A �rst-order heuristic guess may simply be to attack in order to closest distance to the
HVU. However, the following Figures 2.17 and 2.18 are two simple situations in which this
approach is clearly not optimal.
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Figure 2.17. The defender executes multiple turns to engage in HVU-attacker
distance order. Heuristically, the defender should attack the bottom row �rst
to the last attacker, then turn to attack the top row.

Figure 2.18. The defender wastes valuable time turning to engage the eastern
attacker. Heuristically he should intercept both western attackers, then turn.
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CHAPTER 3:
Travelling Physicist Problem

As we saw in Chapter 2, any optimization scheme is heavily dependent on the initial guess.
With an excellent initial guess that achieves some level of attrition on each attacker, every
optimization scheme can �nd reach mission success. However, when this is not achievable,
each is likely to fall in a localminimum trap. The attrition reducedminimumdistance scheme
shows the most promise for escaping local minimums, but requires long computation times
and very rarely changes the initial attack order.

The key problem is that, for short-range defender weapons, the order of engagement with
the attacking drones is crucial. Thus, the gradient-based optimization, which can e�ciently
change the the details of the trajectory given a particular order, is far less important than
determining the order of engagement that will yield the least total transit time. This chapter
explores and analyzes the possibility of transforming such a moving-target TSP problem in
a way that traditional TSP algorithms or other combinatoric approaches can be employed
in an e�ort to determine optimal engagement orderings.

Figure 3.1. The defender initial guess must include an attack order, any one
from the set of permutations of N attackers.
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Figure 3.2. Each initial guess order is highly likely to be a local minimum after
optimization; rarely does an optimization scheme discover a global minimum
by switching the attack order.

3.1 Travelling Salesman Problem

Consider a scenario where attacker velocities are very small compared to the defender
velocity and the defender turn radius is e�ectively instantaneous. While certainly not a
realistic or physical representation, this is a useful formation as it transforms our initial
guess problem into a classic TSP. In this context, let us consider this version the static TSP,
where our ’cities’ or attackers are unable to move. For small simulations like the vignettes
in 2 this formulation is not necessary, but as the attackers begin to scale, the permutations
increase as $ „#!”. While TSP is NP-complete, there are many useful algorithms that can
provide an initial attack order within a reasonable time and that �nd a total path length
within 2 � 3% of the optimal solution [37]. This can be formulated as:

0CC8 9 =
8>><
>>:

1 if attacker 9 is visited immediately after attacker 8

0 otherwise
(3.1)

<8=
Õ

8

Õ

9
38 90CC8 9 (3.2)

Õ

8
0CC8 9 = 1� 8 = 0� 1� ���� = � 1 (3.3)
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Õ

8
0CC8 9 = 1� 9 = 0� 1� ���� = � 1 (3.4)

Õ

8

Õ

9
0CC8 9 � j( j � 1 (3.5)

( � +� 2 � j( j � = � 2 (3.6)

where 38 9 is the distance between attacker 8 and attacker 9 and ( is the set of all tours of the
graph and + is the set of all vertices.

3.1.1 Static Travelling Salesman Algorithms
The static TSP is NP-complete and while it does not faithfully represent our dynamic and
changing system, many of the algorithms useful for determining sub-optimal TSP solutions
in acceptable time will be applicable in the dynamic version. A brief review of several basic
TSP algorithms is discussed in this section.

Greedy Algorithm
A greedy algorithm attempts only to add the smallest cost at each iteration, although this
is generally guaranteed to produce a sub-optimal outcome. As an example, each drone pair
(edge) may be sorted by increasing distance. At each iteration the next smallest edge is
added, as long as each vertex does not exceed degree 2 and no cycle is created until the �nal
cycle containing every drone [38].

Nearest Neighbor
This algorithm naively chooses the nearest attacker, then continues choosing the nearest
attacker until all attackers have been chosen [38]. The time complexity is O„=2”.

Nearest Insertion
Similar to nearest neighbor, nearest insertion selects 2 attackers, then �nds the next nearest
attacker (closest to either of the �rst two) and inserts it between the �rst two. The algorithm
then repeats this process, but adds new drones between whichever two drones minimize the
new tour length [38]. The time complexity is O„=2”.
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2-Opt
This method requires an initial guess and is a local search improvement algorithm. The
central idea is that edges that cross tend not to be optimal, so 2-opt considers every possible
pair of edge swaps, then exchanges 2 edges if it improves the tour [38], [39]. The time
complexity is O„=2”. Other k-opt schemes generally have a time complexity of O„=: ” and
thus will not be considered here.

Application
For example, consider a set of 20 static attackers covered by 12 intercept points. Figure 3.3
shows the solution as determined by a greedy algorithm, which su�ers from the obvious
failings discussed in Section 2.7.4. The nearest neighbor algorithm shows signi�cant im-
provement in Figure 3.4, however it is still not the optimal solution and does not account
for the dynamics of the system.

Figure 3.3. A greedy TSP algorithm.
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Figure 3.4. The nearest neighbor algorithm on the same set.

3.1.2 Dynamic Travelling Physicist Problem

Let us consider a dynamic TSP, called the travelling physicist problem (TPP), where
we desire to modify the TSP structure and formulation by slowly returning to physical
conditions. First we allow the attackers to increase velocity relative to the defender velocity.
This alteration still allows for the TSP formulation by calculating new distances between
any two attackers, which now are directionally-dependent. Additionally, the 38 9 are also time
dependent, since the attackers may converge during the simulations and thus the distances
will change with time.

For example, consider the static TSP solution in Figure 3.5:
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Figure 3.5. One possible attack order permutation in static TSP formulation.

In the TPP formulation, the attackers are moving with some velocity towards the HVU.
Consider the same attack order, but with moving dynamics in Figure 3.6

Figure 3.6. The initial conditions are set in panel 1. In panel 2 the defender
closes with and destroys the �rst attacker. Panel 3 shows the defender en-
gaging the bottom-most attacker. Finally, in panel 4 the defender turns to
engage the middle attacker.
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Thus, the problem has transformed as follows:

Figure 3.7. The distances between attackers are not given by their initial
distances, but rather distances that are dependent on attacker velocity, di-
rection, and time.

The problem with the transformation above is that any TPP adjacency matrix will be time-
dependent based on the convergence rate of each attacker. Given that these will change
depending on the attack order, we are not able to map all such problems onto TSP.

However, in the very likely circumstance that the attackers are engaged far from the HVU
and the attackers maintain some reasonable separation from each other, their paths will not
converge signi�cantly. Now reconsider the static TSP solution from Figure 3.8:

Figure 3.8. The attackers no longer converge on the target when engaged
far from the HVU
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Similar to Figure 3.6, in Figure 3.9 the defender engages all moving targets in the same
order as the static case.

Figure 3.9. Updated attack path for the non-converging attackers.

The path lengths shown in Figure 3.9 are no longer time dependent, but are still direction
dependent in a way that depends on the relative velocity of the attackers and defenders.
Figure 3.10 demonstrates how these lengths change as attacker speed increases. In summary,
when the defender turn radius and convergence of attackers are neglected, TPP can be
mapped onto a directionally-dependent TSP, which produces an asymmetric adjacency
matrix such that:

98� 9 : 38 9 < 3 98 (3.7)
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Figure 3.10. The transformation changes as attacker velocity increases rela-
tive to the defender.

3.2 Verifying Validity of Applying TSP Solvers to Asym-
metric Adjacency Matrix

The optimal solution to TSP will minimize the distance traveled by the defender, so any
distance vs. time plot of a multiple-attacker simulation where the defender speed is large
relative to the attackers should be linear with a slope equal to velocity of the defender.
In fact, this is exactly what we �nd in 3.11 where the defender’s velocity is 20 times the
attacker’s and the distance is each permutation’s computed TSP distance.

As we showed in Section 3.1.2, we can transform the TPP to a directionally dependent
TSP, neglecting turn radius of defenders and convergence of attackers. Consider the same
conditions, but reduce the defender velocity signi�cantly. Figure 3.11 shows a comparison
between total simulation times to engage the attackers in a particular order from distances
determined by the TSP adjacency matrix.

Speci�cally, we calculate all pair-wise distances at the start of the simulation and and sum
them according to a speci�ed order of engagement. This quantity is plotted on the vertical
of Figure 3.11. The horizontal axis is the actual simulation time required to engage the
attackers in that order. The path the defender takes is predetermined the exact geometry
calculations and �nalized with the optimization scheme from Chapter 2. Figure 3.11 shows
that these two quantities collapse on a straight line, meaning they are proportional to each
other (by a factor of the defender velocity). This is true only when the attacker is moving
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very slow compared to the defender.

Figure 3.11. A simulation with 5 attackers where the defender attempts
every attack order permutation. Data points are colored by HVU survival
probability.

Figure 3.12. The same simulation with an increase in attacker speed. The
initial TSP distance no longer predicts the optimal solution or mission suc-
cess.

Figure 3.12 demonstrates the initial TSP no longer predicts the total simulation times
when the attacker velocity increases relative to the defender. If equation (2.36) accurately
transforms the TPP back into the TSP formulation, we should be able to calculate the
corrected distances 38 due to attacker speed increases. In fact, this is exactly what occurs.
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Consider a similar scenario of 4 attackers (for clarity purposes in the plot). Figure 3.13
shows that the predicted path length from TSP (vertical axis) and the actual simulation time
(horizontal axis) do not lie on a straight line. However, if we replace the vertical axis with
the total path length calculated form the asymmetric adjacency matrix, we again observe a
straight line. This means that our total path lengths from TPP will accurately predict total
engagement time given attacker order.

Figure 3.13. This �gure shows predicted path lengths as a function of actual
simulation times for all permutations of engaging attackers. The top panel
uses static TSP while the bottom panel uses TPP.

So the TPP approach, at least to the �rst order of increasing attacker speed, is useful in that
it transforms back into the TSP problem which can be attacked with e�cient algorithms in
reasonable time. Identifying the optimal (or near-optimal) initial attack order dramatically
improves any optimization scheme from Chapter 2. Let us now consider a second order
correction allowing the defender’s turn radius to increase.
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Figure 3.14. A simulation of 5 attackers and 120 permutations, but with a
very poor defender turn radius performance: the TPP collapse is less pro-
nounced, but still su�cient to predict attack order.

Figure 3.14 shows predicted distances using the asymmetric TPPmatrix plotted as a function
of the total simulation time for engaging the attackers in a particular order using geometry
and optimization, as before. In these simulations, the defender has a moderate turn radius
constraint, which is not accounted for in the TPP matrix prediction. Thus, the collapse in
this case is worse. Unfortunately, including the turn radius complicates the TPP adjacency
matrix considerably. Speci�cally, it makes each distance dependent on the previous attacker
engaged, since additional distance must be added to make a turn. Thus, the distance from
attacker 9 to attacker : is stored in the „ 9 � :” element of the adjacency matrix, but it now
depends on where it came from, attacker 8.

Figure 3.15 shows that this change can be accounted for in a straightforward way. In this
�gure, we add an additional path length at each turn, which we calculate by �nding the
turn angle \8 9 : that the defender would need to turn from the 8-to- 9 path to get onto the
9-to-: path. The cosine of this angle, cos \8 9 : can be computed by taking the dot product of
these two paths and dividing by the product of their magnitudes. We estimate an additional
path length A\8 9 : . When this extra approximate path length is included at each turn, we see
that the TPP matrix plus these extra lengths accurately predict the total simulation time to
engage all attackers in a given order, as shown by the collapse onto a line in Figure 3.15.
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However, this presupposes that we know the previous attacker 8. Thus, the distances must
be stored as 3 9 :�8. We are not aware of TSP algorithms that can approximate best solutions
for such a structure.

Figure 3.15. An approximate distance factor of A\ is added to the distance
adjacency matrix, resulting in a better TPP approximation.

Finally, the TPP collapse is only useful if it determines at attack order with a shorter
total distance traveled than the TSP counterpart. In the cases shown above the shortest
TSP distance happens to match the shortest TPP distance. But this is certainly not always
the case, especially when additional factors like defender turn radius and varying attacker
velocities are included, as shown in Figures 3.16.
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Figure 3.16. The TSP prediction for shortest path is actually fourth: TPP
analysis �nds the shortest length in the transformed space.

3.3 Testing TSP Algorithms on the Asymmetric TPP ma-
trix

We showed in Section 3.2 that total distance traveled can be well represented by a non-
symmetric adjacency matrix. There are =„=�1”

2 edges where = is the number of attackers, but
in this directed graph each edge is doubled depending on the direction of travel from node
to node, requiring =„= � 1” calculations. In this section we will apply existing directional
TSP solvers to this asymmetric matrix.

All possible sequences of the simulation used in Figure 3.16 were conducted in order to
determine the optimal order of attack (»1� 3� 4� 5� 2…) and is represented by the data point
on the bottom left of the plot. Applying a standard MATLAB binary integer TSP solution
algorithm when the {3 � {0 in fact results in the optimal TSP solution. Unfortunately, after
adjusting the velocities to that of the previous example and running the algorithm on the
TPP adjacency matrix �nds the sixth best solution of »5� 3� 4� 2� 1….
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Figure 3.17 shows the results for 1000 trials of 7 attackers given random starting positions.
The TSP version, with attacker velocity near zero, the 44�9% of the time a top 100 initial
attack order is selected, of a possible 7! = 5� 040 possible orderings. The optimal solution
was selected 40 times of the 1000 simulations. The TPP version fared worse in the top 100
with only 39�4% of the trials and 36 occurrences determining the optimal path.

Figure 3.17. A histogram of results for MATLAB’s binary integer TSP algo-
rithm on a TSP and TPP adjacency matrix.

# Attackers % Improvement Path Improvement Path % Improvement

3 65.2% 1.5 25%
4 61.0% 6 25%
5 56.2% 16 13.3%
6 53.6% 45 6.25%
7 54.2% 80 1.58%
8 52.7% 433 1.1%

Table 3.1. 2-Opt Solution Improvement.

Similarly, greedy algorithms and nearest neighbor befall similar fates, especially when used

51

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



in situations similar to Section 2.7.4. However, we can improve on our initial guess with the
2-opt algorithm described in Section 3.1. Applying the 2-opt algorithm improved the binary
integer scheme 61% of the time by an average of 6 optimal path orderings for the same
tactical scenario. That is to say when all possible attack order permutations are ranked from
most optimal to least, 2-opt manages to climb the ladder by 6 permutations. The table below
describes the improvement over various numbers of random attackers. For example, for 7
incoming attackers, 2-opt improved the solution 542 times of the 1000 trial simulations by an
average of 80 possible permutation improvements. The real change in optimal permutation
improvement grows, but only as a small relative percentage of the total possible movement
up the =! rankings ladder.

K-opt algorithms may improve the attack order guess further, but incur a cost of O„=: ”
complexity. Various other traditional TSP algorithms may be used as an initial guess into
the TPP framework and 2-opt optimization, but there are other methods that show promise
in determining initial attack order parameters.

In summary, we �nd that applying existing algorithms to the asymmetric adjacency matrix
shows promise. The algorithms we tested did an acceptable job and further techniques
(genetic and ant/simulated annealing algorithms) should be tested. However, our results
highlight two important ideas. First, even for the TSP case near-optimal solutions are still
very di�cult to achieve, especially so when TPP is mapped to TSP. Another result from
this chapter is that we only considered the simplest possible case (i.e. we neglected turn
radius and convergence). This motivates Chapter 4 where we discuss possible ML solutions
for this problem .
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CHAPTER 4:
Machine Learning Approach

The results of the previous chapter demonstrated that solving moving-target TSP problems,
even in very simpli�ed cases, represents a signi�cant challenge. This chapter considers how
ML might be used to determine attack order. One bene�t of using ML is that it could be
done on the �y and not preplanned. That is, a defending drone could be equipped with
ML that has been extensively trained using simulations, and it might be able to pick an
attack order as it moves without running extensive combinatorics or approximate TSP-type
solutions. While there may be many obvious heuristic solutions for small-scale swarms, the
methods we have discussed so far will fail for large swarms. Here we show how ML can
obtain signi�cant, useful results in determining the initial attack ordering.

4.1 Heuristic Solutions and Machine Learning

One can easily imagine attack scenarios in which any geometric solution and optimization
scheme will over-complicate a more obvious, heuristic solution. Figure 4.1 is one such
example, where the attackers form a diagonal line with respect to their �ight path towards
the HVUs. A geometric solution will compute intercept points to each attacker and build a
virtual leader for each.
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Figure 4.1. Each initial guess order is highly likely to be a local minimum after
optimization; rarely does an optimization scheme discover a global minimum
by switching the attack order.

However, the apparently obvious, heuristic solution is for the defender to move wide left,
underneath the bottom-most attacker and then turn north, intercepting all attackers with
only the two VLs. The optimization schemes from Chapter 2 can determine this solution
with only two VLs. However, it is not obvious that fewer VLs should always improve the
solution and checking for solutions with fewer VLs is computationally prohibitive. Ideally,
we would like to recognize spatially advantageous situations before setting the number of
VLs, a task that is generally well-suited for various MLs techniques.

4.2 Proof of Concept

ML algorithms can be used in a variety of applications. An ML algorithm should be able
to accept some input and translate that into a desirable output. This is often accomplished
by �training� the ML algorithm on a large number of cases where the input and output are
known. Then, the ML algorithm should be able to take inputs that were not in the training
set and predict the correct output. In this case, we would like the �output� to be the next
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attacker to be engaged, given the �input� of the current state of the engagement. Training
data will be a large number of such decisions, where the best attacker to engage is already
known.

We consider four attackers randomly distributed away from the HVUs/defender. For such a
small set of attackers, we can compute the optimal solution by trying every possible combi-
nation and �nding the shortest total engagment time. At the beginning of the simulation, the
defender must choose which attacker to engage �rst. The initial conditions for the simulation
can be stored as a single column vector:

»G1� ~1� {G1� {~1� @1� ���� G4� ~4� {G4� {~4� @4� �G � �~� G34 5 � ~34 5 � {G34 5 � {~34 5 � q…) (4.1)

where G8� ~8 are each attacker positions, {G8� {~8 are the attacker velocities, @8 is each attacker’s
survival probability, �G � �~ is the HVUs position, G34 5 � ~34 5 is the defender’s position,
{G34 5 � {~34 5 is the defender velocity, and A is the defender’s turn radius. Given we know
the actual solution by brute force, let a second vector represent which attacker should be
engaged �rst:

»0CC1� 0CC2� 0CC3� 0CC4…) �where 0CC8 =
8>><
>>:

1 if attacker 8 is next in the engagement order

0 otherwise
(4.2)

Similarly, a second column vector can represent the same conditions, but at the �rst intercept
point with a di�erent engagement output vector representing the next attacker to strike. After
completing each engagement, our vectors can now be concatenated as matrices:
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3777777775

The data matrix on the left is an example of a single simulation of 4 attackers and each
column represents a set of current conditions that requires a choice, or thematrix on the right.
Many such simulations may be concatenated to provide a large set of current conditions
from which decisions can be made. An MLs algorithm can then train on this data to best
tranform the input data (the state of the engagement at each decision point) into the output
data (which attacker to engage next).

The simplest such transformation is a single matrix that maps the input data to an output
decision vector. This solution matrix, when multiplied from the left against the data matrix,
might produce our attacker order output matrix. In this example our solution matrix should
be „4 � 27”. Note that this transformation very limited in that it is linear, whereas MLs
algorithms have many layers of nonlinear transformations and would likely improve the
results signi�cantly.

»SolMat…
„4�27”

� »Data…
„27�4”

= »AttackOrder…
„4�4”

(4.3)
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Using this analysis, the following sections attempt to solve this linear system for varying
sizes of data and apply the resulting solution matrix to untested scenarios in an e�ort to
derive the optimal attack order via matrix multiplication. The intent is to create data vectors
that a MLs algorithm can use to predict which attacker to attack next, from initial conditions
to the �nal attacker.

We can approximate this solution matrix with the MATLAB function

SolMat = mrdivide(AttackOrder, Data).

This provides an approximate solution for the transformation matrix that we seek.

4.3 Results
Consider the following results for 4 attackers with various sizes of data inputs, varying only
attacker position. For the following sections, the defender enjoys a slight velocity advantage
and a small turn radius. Additionally, the HVUs and defender always start at the origin with
the attackers arrayed randomly, deploying several thousand meters away from the HVUs.

4.3.1 4 Attackers, 10 Input Simulations
With 4 attackers over 10 simulations, each with an optimal attack order determined by
combinatorics, 40 column vectors of data are available, each with a �correct� choice for
the next attacker determined by the optimal solution. Figure 4.2 shows how well this
transformation matrix predicts the next best attacker to engage on both training data and
new test data.

We multiply the solution matrix by the input vector to produce an output vector that consists
of four numbers. These numbers are no longer simply zeros and ones, due to the inexact
inverse taken in MATLAB, as described above. We choose the largest number of the four
and use that as the prediction of the transformation matrix for which attacker to engage next.
The bar graph shows how often the actual next best attacker in the optimal order is selected.
For example, in the training set results, the correct attacker to engage next is always selected.

57

NAVAL POSTGRADUATE SCHOOL  |  MONTEREY, CALIFORNIA  |  WWW.NPS.EDU

_________________________________________________________



Figure 4.2. On such a small data set, the training set solution should be very
accurate, given the original training data set is tested. The test data results
occur due to the small size of the training data.

However, the test data results, which apply the solution matrix to a new set of data, the
optimal next attacker is only properly identi�ed 16

40 times, or 40% of the time. This is not
surprising given the small training data set.

4.3.2 4 Attackers, 1000 Input Simulations

We repeat the same procedure for amuch larger training set and larger test data set. Figure 4.3
shows results using 1000 random con�gurations of four attackers. As in Figure 4.2, the
left panel shows the training set results and the right shows the test data results. This
clearly demonstrates the potential for MLs to assist in the determination of the attack order,
successfully identifying the right attacker to engage �rst in the TPP problem 73% of the
time.
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Figure 4.3. As expected, the results are for more robust for larger training
sets.

Further insight can be obtained by breaking these decisions down by how many attackers
have been engaged already when each decision is being made. For example, as the attackers
diminish throughout the simulation, the @-value reduces to zero, which may dominates the
prediction. Figure 4.4 breaks down the success rate by the attacker order, where �Position
1� corresponds to predicting the best �rst attacker to engage, �Position 2� corresponds to
predicting the second attacker to engage after destroying the �rst one, and so on. Figure 4.5
shows a larger simulation that is at the edge of what can be done in terms of calculating the
best order using combinatorics. These results show a solution matrix trained only on data
to select the optimal �rst attacker to engage.
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Figure 4.4. Some of the positive results in Figure 4.3 are bolstered by success
in identifying the only attacker remaining.

Figure 4.5. Only initial state vectors are used in the test data.
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The results in Figure 4.5 are extremely promising and demonstrate a strong case for using
MLs to determine initial attack orders. Given the 10!, or 3� 628� 800 possible permutations,
the formulation above correctly selected the optimal �rst attacker to engage 34�2% of the
time and the optimal �rst attacker was in least second to be attacked over 57% of the time.

We can dramatically increase our defenders’ ability to engage enemy swarms without de-
termining fully combinatoric computation by reducing intercept points through greedy
covering sets, selecting high-probability initial guesses by MLs, improving those initial
guesses through e�cient TSPs improvement algorithms like 2-Opt, and employing physi-
cally realizable, constraint-free optimization schemes.
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CHAPTER 5:
Conclusions

After working with the Marine Corps’ Ground Based Air Defense (GBAD) o�ce and Naval
Warfare Center Dalghren, it became clear that a bridgewas needed between the large domain
super swarm work of recent academic publications and the small-scale drone engagement
planning at the tactical level. The goal of this thesis was to extend the tactical level needs of
small swarm engagement into more challenging regimes beyond what is computationally
possible through combinatorics. The result is of this analysis culminated in a prototype for
a mission planning tool.

5.1 Mission Planning Tool

Figure 5.1. A GUI application designed to be used as a mission planning tool.
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Figure 5.2. The user visualizes engagements over Camp Pendleton. Defense
scenarios can be automated by machine learning initial guesses, TPP algo-
rithms, and optimization schemes. Or the user may point and click to heuris-
tically select virtual leaders. In this engagement, the covering sets identify 3
VLs (green)

Figure 5.3. A machine learning output identi�es an optimal attack order,
engaging the attackers in a line, starting from the top..
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Figure 5.4. The attrition-reduced minimum distance optimization scheme
ensures the defender returns to the HVU with all of the attackers, maximizing
the probability of attacker destruction.

5.2 Conclusions

This these has presented a new framework for combining tactical planning with small swarm
engagements that begin to scale beyond computational capability. Several promising results
hope to lay new ground towards coupling Lanchester attrition modelling, optimal control
theory, and TSP, incrementally scaling to large swarm domains. In Chapter 2 we created
a novel optimization scheme that only yields physical trajectories. We demonstrated the
bene�ts and costs to several formulations of the cost function, primarily focusing on the
trade o�s between optimization time and trajectory movement.

In Chapter 3we successfully demonstrated that the TPP can be represented by an asymmetric
adjacency matrix and approached with TSP algorithms. This required approximating the
turning distance and a simplifying assumption that all attacker paths are roughly parallel
during the defender engagement. Finally, in Chapter 4 we established the feasibility of ML
to rapidly generate reasonably accurate initial attack order guesses. There are several areas
for future research that may be explored and improved from this thesis.
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5.3 Future Work

The simulations in this thesis occurred in a 2D environment. While this is actually a
reasonable approximation given the limited ceiling and operating airspace of class of drones
used in this research, clearly all three spatial dimensions should be considered. This is likely
to have a large impact on performance characteristics of the proposed cost functions.
Additional optimization parameters may be required. Additionally, attrition modelling was
not explicitly addressed here, but is ongoing research in the department. Future work might
attempt to couple the two.

The TPP formulation was an attempt to simplify the physical dynamics of a much more
complicated and unsolvable system into one for which current methods can approach with
some probability of optimality, especially given the computational constraints of the UAV.
However, theMT-TSP is a widely studied problem andmay o�er solutions unavailable to the
current framework. This is especially true when time-dependent activities (i.e. converging
trajectories, changing velocities, turn radius e�ects, etc.) are considered. Additionally, we
are likely to employ more than one defender in the defense, which constitutes the even more
complicatedmultiple traveling salesman problemwithmoving targets (MTSPMT) problem,
for which there has been some very recent work done by Stieber and Fügenschuh [27]. This
is especially salient given the recent development of ground-based lasers, which can be
employed in concert with C-UAS drones.

This thesis provided a proof of concept for using ML to help determine an optimal attack
order formulated by the TPP. While the results here show great promise, future work should
robustly train a ML algorithm across many environments and sets of initial conditions,
including various attrition parameters. A promising application here may be able to assist
the MTSPMT problem by identifying partition-able sets of incoming attackers.

Finally, the GUI is a worthwhile tool to be developed further. All of the previous suggestions
might be incorporated into the mission planning tool and it may also work well as a sandbox
for planners to test o�ensive and defensive strategies. These type of force on force games
can drive innovation both on the battle�eld and in research.
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APPENDIX A:
Lockheed Martin’s MORFIUS

Much of the work done in this thesis is looselymodelled after LockheedMartin’sMORFIUS
drone, which is capable of employing an HPM weapon system against attacking enemy
drones. Ideally, the mission planning tool from Chapter 5 can eventually incorporate this
speci�c capabilities of this system and others like it to evaluate optimal drone defense
strategies in conjunction with ground-based lasers.

Lockheed Martin’s website claims that �when threats like drone swarms evolve at the
speed of commercial development, defensive technologies that combat these challenges
must evolve even more quickly. That’s why Lockheed Martin has worked across multiple
services to rapidly develop and prove a key C-UAS defensive capability: MORFIUS � a
reusable, HPM-based interceptor for C-UAS and [counter]-swarm scenarios [40].�

The remainder of this appendix contains the MORFIUS product card from Lockheed
Martin.
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Counter-UAS solution ready today 
for the Joint Force of tomorrow  

MORFIUS® 
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When threats like drone swarms evolve at the speed of 
commercial innovation, defensive technologies to combat  
these challenges must evolve even more quickly. That’s why 
Lockheed Martin has worked across multiple services  
to rapidly develop and prove a key Counter-Unmanned Aerial 
System defensive capability: MORFIUS – a reusable,  
high-power microwave (HPM)-based interceptor for C-UAS  
and C-swarm scenarios.

• 	Enables multi-engagement and swarm defeat at significantly 
longer ranges than ground-based systems. 

• 	Ability to recover and reuse reduces stowed inventory 
requirements and cost compared to expendable weapons.

• 	Proven onboard seeker relieves sensor requirements for 
expeditionary systems, allowing compatibility with various 
defense architectures. 

• 	Demonstrated capability to integrate with any command  
and control network through open interfaces.

• 	Flexibly designed with the expeditionary force in mind; can 
be tube-launched from an air, ground or on-the-move vehicle 
platform.

• 	Engineered with more than a decade of HPM expertise  
and supports Integrated Air & Missile Defense mission area 
as a force multiplier in a layered defense approach.

MORFIUS 

©2021 Lockheed Martin Corporation

Business Development: +1 972-207-6508
www.lockheedmartin.com/morfius

CONTACT INFORMATION
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